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This article examines the origin, foundations, and main features of the proposal of the European Union to facilitate cross-bor-
der access to electronic evidence, which was presented by the European Commission in April 2018. The creation of advanced
solutions for the transnational gathering of electronic evidence in the EU is a very current and important issue, and is comple-
mented with other actions carried out at an international level. Respect for the principle of proportionality must be particularly
relevant in order to achieve the proper functioning of the new scheme. The main idea is that certificates of judicial orders will
be transmitted directly to the legal representatives of online service providers. These new instruments of judicial cooperation
(consisting of a Regulation and a Directive) aim at facilitating and accelerating judicial authorities’ access to data in criminal
investigations in order to assist in the fight against crime and terrorism. They should reduce response times in comparison to
the instruments currently in place; service providers will be obliged to respond within ten days or, in urgent cases, within six
hours. The proposal comes in reaction to the acute need to provide authorities with cutting-edge instruments for obtaining

cross-horder access to data.

I. Introduction — Setting the Scene

The creation of an instrument for transnational access to elec-
tronic evidence in the EU is a pressing issue, given its rel-
evance to the fight against terrorism, cybercrime, and trans-
national crime in its entirety. The Area of Freedom, Security
and Justice (AFSJ) needs to be able to vigorously respond to
these forms of crime; establishing security is one of top policy
priorities of the EU and it is closely linked to the European
Research Area, in which security concerns are of paramount
importance.!

In April 2018, the European Commission proposed new rules
enabling police and judicial authorities to obtain electronic
evidence more quickly and more easily. They were included
in the “Proposal for a Regulation of the European Parliament
and of the Council on European Production and Preservation
Orders for electronic evidence in criminal matters” and the ac-
companying “Directive of the European Parliament and of the
Council laying down harmonised rules on the appointment of
legal representatives for the purpose of gathering evidence in
criminal proceedings.”?

The fight against terrorism is the fundamental issue that drove
the proposal. The background of the proposal dates back to
the year 2016 and the terrorist attacks in Brussels of 22 March
2016. The “Joint Declaration of EU Ministers for Justice and
Home Affairs Ministers and Representatives of EU Institu-
tions” two days after the attacks stressed the need to “find
ways, as a matter of priority, to secure and obtain more quickly
and effectively digital evidence, by intensifying cooperation

46| eucrim 1/2020

with ... service providers that are active on European terri-
tory, in order to enhance compliance with EU and Member
States’ legislation and direct contacts with law enforcement
authorities.” It was further announced that the Council meet-
ing in June 2016 would identify concrete measures to address
this complex matter.> Subsequently, on 9 June 2016, the Jus-
tice and Home Affairs Council adopted the “Conclusions on
the improvement of criminal justice in cyberspace and on the
European Judicial Network on Cybercrime,” which expressly
highlighted the increased importance of electronic evidence in
criminal proceedings, especially with regard to terrorism.* The
European Council further pushed for adoption of EU legisla-
tion on e-evidence. At its meeting of 23 June 2017, the Coun-
cil emphasized that cross-border access to electronic evidence
was deemed fundamentally important in the fight against ter-
rorism. On 20 November 2017, the European Council asked
the Commission to make a legislative proposal in early 2018.

When issuing the legislative proposal on 17 April 2018, the
European Commission stressed the growing importance of
electronic evidence for criminal proceedings, the fact that
cross-border requests for such evidence currently predomi-
nate in criminal investigations, and that criminals and ter-
rorists cannot be allowed to exploit modern communication
technologies to conceal their activities and evade justice. It
was also highlighted that the authorities continue to work with
complicated methods and that, although judicial cooperation
and mutual assistance are necessary, the process is currently
too slow and complex, enabling criminals to resort to state-
of-the-art technologies. Authorities need to be equipped with
21st century techniques, given that approximately two thirds



of electronic evidence is located in another State (both within
and outside the EU), a fact that hinders both the investigation
and the prosecution.”

The EU is not the only actor striving for new legislative meas-
ures in the area of electronic evidence. Terrorism is a global
phenomenon, and access to electronic evidence also takes on
a global dimension; therefore, the measures are not limited to
the European level. The conventional judicial cooperation is
important in the relationship with third States, mainly with the
USA, where a great part of the electronic data is circulated
and/or stored. At the Justice and Home Affairs Council in June
2018, the issue of transnational access to electronic evidence
was once again addressed. Consensus was reached on continu-
ing contacts and negotiations with the USA,? given the en-
actment of the CLOUD Act.? On 6 June 2019, the Council
gave two mandates to the Commission for the negotiation of
international agreements on electronic evidence, which incor-
porated relevant guarantees as regards privacy and procedural
rights: (1) a mandate to negotiate an agreement with the US
to facilitate access to electronic evidence, taking into consid-
eration conflicts of law and common rules for the direct and
reciprocal transfer of evidence, and (2) a mandate to enter into
negotiations with the Council of Europe on a second Addi-
tional Protocol to the Budapest Convention on Cybercrime. !

The connection between these international developments and
the EU proposal on e-evidence builds on the fact that these
measures pursue facilitating access to electronic evidence
when the evidence circulates or is stored outside the EU. The
aim of the aforementioned agreements is to simplify and grant
greater effectiveness to the mutual legal assistance regime by
reducing the deadlines for access to electronic evidence and
allowing for direct cooperation with service providers. The
Council highlights the need for these agreements to coexist
with the Regulation and the Directive on electronic evidence
currently being processed in the EU.!! Therefore, the agree-
ments being negotiated by the European Commission would
additionally boost a more homogeneous international regula-
tion in this area.

The following two sections focus on an analysis of the pro-
posed European Production and Preservation Orders. This in-
cludes a description of their main features, the legislative tech-
nique being used for the establishment of the new orders, and
the most relevant recent aspects that the plans entail in the field
of judicial cooperation (II.). Furthermore, the importance of
the principle of proportionality is highlighted, both as regards
the EU instrument as well as the instruments discussed at the
international level (II1.). It will be stressed that application of
the proportionality principle will lead to a major improvement
in this specific field of judicial cooperation.

Il. The European Production Order and the European
Preservation Order

The European production order (EPdO) and the European
preservation order (EPsO) allow the judicial authority of a
Member State, the issuing State, to directly order a provider of-
fering the service in the EU to hand over or store the electronic
evidence. The EPdO implies an extraordinary simplification
of the procedure, with a significant reduction in deadlines for
delivery of the evidence, i.e., ten days or — in emergency situ-
ations — six hours (Art. 9(1) and (2) of the text in the version
of the Council’s general approach,'> which will be taken as
a reference in this article). This considerably accelerates the
obtainment of information compared to 120 days for the Eu-
ropean Investigation Order (EIO) and 10 months in the area of
(conventional) mutual legal assistance.!?

These orders will be governed by an EU Regulation, which
underscores that the EU is not willing to let effective use of
these instruments be hampered by late transposition or even
non-transposition on the part of the Member States — risks that
exist within the scope of EU Directives, as recently happened
with Directive 2014/41/EU on the European Investigation Or-
der. The EU is setting a clear direction, as this legislative tech-
nique was also instrumental in Regulation (EU) 2018/1805
on freezing and confiscation orders and in the creation of the
European Public Prosecutor’s Office through Regulation (EU)
2017/1939. For the appointment of the legal representatives
of service providers, however, who are essential for the ex-
ecution of orders, a Directive with an 18-month transposition
deadline has been chosen.!* This could be an obstacle, since
legal representatives play a fundamental role in the collection
and preservation of electronic evidence.

Significant differences can be found between the EPdO/EPsO
and mutual recognition instruments in place. The certificates
for orders are to be notified directly to the service provider
in the executing State, not to an authority there. The inter-
vention of the executing authority is limited to one-off cases,
such as notifications when the EPsO refers to data on persons
not residing in its territory (Art. 7a (1) of the Council’s gen-
eral approach), the withdrawal of immunities or privileges
(Art. 7a (3) of the Council’s general approach), and the trans-
fer of orders and certificates to the executing authority in the
event that the addressee fails to comply without giving reasons
accepted by the issuing authority, in which case the executing
authority will decide on recognition no later than five working
days (Art. 14 of the Council’s general approach).

European Production and Preservation Orders are certainly not

an instrument in which an authority in the executing State rec-
ognises the order issued by the authority in the issuing State,
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without requiring any further formality, and executes it in the
same way and under the same circumstances as if it had been
ordered in the executing State — unlike the main principles for
instruments of mutual recognition in criminal matters. Hence,
the EPdO and the EPsO cannot as such be categorised as mu-
tual recognition instruments,15 but are instead instruments of
judicial cooperation in criminal matters that require a “high
level of mutual trust” for their proper functioning (Recital 11
of the Council’s general approach). There is also no reference
to the classic list of 32 offences for which the double crimi-
nality check — a common element in the mutual recognition
instruments — will not be carried out. In other words, the EU’s
legislative approach is not an instrument of mutual recogni-
tion per se, but a new type of cooperation instrument based on
advanced form of mutual trust.

In terms of the substantive contents of the proposal, the fol-
lowing aspects are worth highlighting: Orders should be nec-
essary and proportionate, and they shall be issued in accord-
ance with the principle of equivalence; they are restricted to
criminal proceedings, but both orders can be issued for all
criminal offences and for most types of data stored, such as
subscriber data and access data, unless they relate to traffic
data, transactions, and content. With regard to the latter data,
and only specifically for the EPdO, the threshold is set such
that the abstract penalty for the facts is at least three years’
imprisonment!® or that specific offences be related to or com-
mitted through cyberspace and terrorist offences. In the case
of orders issued for the enforcement of a custodial sentence or
a security measure involving deprivation of liberty, the dura-
tion of the deprivation of liberty must be at least four months
(Arts. 5 and 6 of the Council’s general approach).

Ill. The Issue of Proportionality

With regard to the application of the principle of proportional-
ity, I believe that it should have a fundamental position and
function, constituting the backbone of the whole system in the
same way as the principle of necessity. According to the pro-
posed Regulation, these principles will be applied in accord-
ance with the CFR.!” The fundamental rights of the subjects
concerned shall be preserved, and the remedies guaranteed.'®
The issuing authority will be responsible for ensuring the com-
pliance of these principles'® (Recitals 12, 13, 24 and 46 of the
Council’s general approach). In the context of the e-evidence
proposal, the application of the principles of proportionality
and necessity requires an assessment in each individual case
(Recital 24 of the Council’s general approach). Given the inva-
sive nature of the measure (Recitals 29 and 43 of the Council’s
general approach), this implies assessing whether the order is
limited to what is strictly necessary in order to achieve its ob-
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jectives, taking into account the impact on the fundamental
rights of the person whose data are being requested. Personal
data obtained through e-evidence may be processed only when
necessary and proportionate for the purposes of prevention, in-
vestigation, detection, and prosecution of crimes; the applica-
tion of criminal sanctions; and exercise of the right of defense
(Recital 57 of the Council’s general approach). Thus, the prin-
ciple of necessity — despite having data protection implications
—is used in the context of EPdO and EPsO primarily as part of
the principle of proportionality (proportionality stricto sensu).

On many occasions, the proposal for a Regulation mentions
the principle of proportionality and the impact on fundamental
rights. Manifestations of the principle of proportionality are
the guarantees provided for and specified in the provision on
the EPdO in conjunction with traffic, transaction, and content
data, since they are limited to offences involving at least a
three-year maximum sentence (with the exception of cyber-
crime- and terrorism-related offences).?’ While orders must in-
clude justification of necessity and proportionality according
to the purpose of the particular proceedings, certificates will
not include this information so as not to jeopardize investiga-
tions (Arts. 5, 6, and 8 of the Council’s general approach).
Respect for the principle of proportionality is also included in
the system of confidentiality and providing information to the
user (Art. 11 of the Council’s general approach) and in the sys-
tem of sanctions for service providers (Art. 13 of the Council’s
general approach).

If we apply the proportionality principle, there is a need for
detailed regulation. It should take account of the penalty limits
and other specific requirements to avoid the use of orders for
minor offences, as in the case of other mutual recognition in-
struments, €.g., the E10.%! The effective application of the prin-
ciple of proportionality could be at risk if orders are allowed
for all types of criminal offences. In particular, the exception
made to cybercrime-related offences involving the obtainment
of traffic, transaction, and content data through EPdOs is too
broad. Therefore, it follows that penalty limits and specific
requirements fostering proportionality no longer constitute
a concept with imprecise boundaries that allows for judicial
discretion, as already pointed out in the legal literature.?> The
application of the principle of proportionality would help in-
tegrate the element of justice and promote the fairness of the
entire system. This is necessary because there is an urgent
need to reconcile the preservation of security within the AFSJ
— which the new legislation on e-evidence is designed for —
with the elements of freedom and justice in order to prevent
these commitments from being deteriorated.?* As the creation
of an instrument for the transnational collection of electronic
evidence is considered urgent, it is all the more necessary that
both justice and freedom be put to good use in the AFSJ.



Reconciliation between security and justice is also a premise
at the Council of Europe level. When interpreting the Euro-
pean Convention on Human Rights as regards access to data
and the exchange of information between Member States for
the purpose of combating transnational crime and terrorism,
the ECtHR, on the one hand, recognises such access and ex-
changes as essential, due to the sophisticated methods of data
evasion by criminal networks. On the other hand, the ECtHR
defines the limits and proportionality of electronic surveil-
lance. Given the difficulties States have in combating these
forms of crime, the Court accepts the legitimate interest of
Member States to take a firm position, but it also stresses that
both access to and transfer of data must respect the principle
of proportionality.?*

It is also important to take these considerations seriously if it
comes to the above-mentioned establishment of cooperation
schemes on e-evidence at the international level. Indeed, they
are reflected in the “Addendum to the Recommendation for
a Council Decision” authorizing the opening of negotiations
with a view towards concluding an agreement with the USA
on cross-border access to e-evidence (see also 1.).° This Ad-
dendum highlights the importance of respect for the principle
of proportionality and due process. It stresses the relevance of
the principles of necessity and proportionality when differen-
tiating between the various categories of data, and it addition-
ally advocates the application of these principles in the field of
privacy and data protection.?® The relevance of the principle
of proportionality is also expressed in the “Addendum to the
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Recommendation for a Council Decision” to negotiate on a
Second Additional Protocol to the Budapest Convention on
Cybercrime;? it establishes that access to data shall be neces-
sary and proportionate.’®

IV. Conclusions

The transnational gathering of evidence remains a pending
issue in the EU, which has largely shifted to electronic evi-
dence. The link to the agreements that the EU is negotiating
with the USA on electronic evidence is of particular interest.
The agreement might bring civil law and common law clos-
er together, which has been a burning issue in studies of the
criminal procedure model for decades, e.g., as regards the
question of whether common criteria can be established for
rules on the exclusion of evidence. It was argued in this arti-
cle that the principle of proportionality must play an essen-
tial role, including the situation if third States are involved
in the gathering of electronic evidence. It was also stressed
that the EU proposal on e-evidence is not an instrument of
mutual recognition per se, since the envisaged orders are
not recognised and executed by judicial authorities in an-
other EU Member State, but by representatives of (private)
service providers. This new instrument therefore highlights
the evolution of judicial cooperation in the EU. One should
not lose sight of the necessary links that exist outside the
EU, given the global dimension of the new and more serious
forms of crime.

* This article is part of the research project: “La evolucion del espacio
judicial europeo en materia civil y penal: suinfluencia en el proceso
espafiol”, R+D Project, PGC2018-094209-B-100, supported by the Spanish
Ministry of Science, Innovation and Universities. It is also the result of a
research stay the author completed as a visiting fellow at the European
University Institute (Florence, Italy) in 2018, financed by the University of
Seville’s VI Research Plan.
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of Suspected and Accused Persons

State of the Matter in Spain
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After giving a brief overview of the major developments in the harmonization of procedural safeguards for suspected and ac-
cused persons in the European Union, this article focuses on the legal reforms that were necessary to implement four of the six
adopted EU Directives on procedural safeguards into Spanish national law. This concerns the transposition of the Directives
on interpretation/translation, on information, on access to a lawyer and communication with third parties, and finally on legal
aid. The main aspects of the transpositions into the Spanish legal order are explained and deviations from the requirements of
the Directives pointed out. Pending developmental issues, the article enables the reader to reflect the true status of the suspect
and accused person in Spain after the reforms that were triggered by the EU acts.
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