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Abstract— Usually, the fraud detection method in utility
companies uses the consumption information, the economic
activity, the geographic location, the active/reactive ration and
the contracted power. This paper proposes a combined text
mining and neural networks to increase the efficiency in Non-
Technical Losses (NTLs) detection methods which was
previously applied. This proposed framework proposes to collect
all the information that normally cannot be treated with
traditional methods. This framework is part of a research
project. This project is done in collaboration with Endesa, one of
the most important power distribution companies of Europe.
Currently, the proposed framework is in the test stage and it uses
real cases.

I. INTRODUCTION

The NTLs represent the non-billed energy due to faults or
illegal manipulations in the customers’ facility. These provoke
incoherences between the registered consumption by the
utility company and the real consumption of the customer.
This creates important economic losses for the utility
company. The detection of NTLs uses a lot of techniques of
artificial intelligence, standing out data mining, statistical
techniques and the neural networks as methods with more
successful in this research field.

Usually, the related papers with the detection of NTLs use
features such as the customers’ consumption, economic
activity, geographic location, the contracted power and the
active/reactive ratio. However, in the company databases there
exists a lot of information: documentation, inspectors’
commentaries, additional information about customers’
facility, etc. This paper proposes an additional system to take
advantage of the inspectors’ knowledge. This allows the
reduction of the false positives that could appear in the results
of the studies. This knowledge is included in the databases as
unstructured information or in natural language. This
framework uses text mining, neural networks and statistical
techniques to take advantage of the unstructured knowledge.

Endesa is the most important company of power
distribution in Spain. It is one of the most important
companies of Europe and it is present in South American
markets. This company has more than 10 million customers.
The databases of the utility companies store great quantities of
information about the customers’ facilities: documentation,
inspectors’ commentaries, explanations about the facility, etc.
The studies described in [1] and [2] use statistical techniques,
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data mining and artificial intelligence to detect NTLs in
Endesa’s databases. This framework is used as part of the
Decision Support System (DSS) which is tested with the
results of applying the studies described in these references.
These are tested with extracted real data of Endesa’s databases.

A. Bibliographic revision

The text mining includes a set of techniques derived from
data mining and other techniques related to artificial
intelligence. The text mining performs the same function as
data mining but over unstructured information. Nowadays, it
is being used in a lot of research fields, such as: the content
generation ([3]), the extraction of information ([4]), etc. In the
present paper, the combination of statistical techniques, text
mining, neural networks and the inspectors’ knowledge are
used for increasing the efficiency of campaigns or made
studies.

At present, there are no references that use specific
techniques to treat the additional information which can be
found in the databases of companies. Usually, they are
confined to use consumption data and limited information
related to the customer.

In [5] a methodology which includes the use of
Probabilistic Radial Basis Function (PRBFN) as a Probability
Density Function (pdf), with the objective of detecting the
normal consumption is applied. In order to do this, they use
vectors of 12™ dimensions which allow getting the distribution
of losses differentiated by voltage level (high, medium and
low voltage) and consumption period. Reference [6] uses the
customers with almost 25 months of measurements available.
A Support Vector Machine (SVM) which uses as a main
parameter, the diary average consumption to determine the
NTLs, is used. Reference [7] steps up the previous method
using genetic algorithms. As an additional feature they use
customer’s consumption data from electronic-Customer
Information Billing System (e-CIBS). In another point of view,
reference [8] uses wavelets due to its skill finding local
behaviour. These references use the consumption feature as
the main indicator of NTL.

Reference [9] proposes the use of data mining combining
clustering techniques, classification (as NTL and NON-NTL)
and prediction using the WEKA data mining tool. As a feature
of the study it uses the customer’s consumption and as
detection indicator it uses the inspections. In this way, a
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supervised learning is applied. Reference [10] presents an
interesting application of the Rough Set theory about
customers using the consumption, the class and connection as
conditional attributes and the existence of fraud as attribute of
decisions for each customer or example. These references add
new features to NTL detection. They emphasize through the
use of new features as result of inspection and some other
features.

The text mining techniques are used over a lot of research
fields, emphasizing the web field which named Web Text
Mining ([11]).

In the present paper an additional framework that can be
used as an additional step in the process of NTL detection,
increasing the efficiency is proposed. The proposed
framework uses text mining, neural networks, statistical
techniques and inspectors’ knowledge to take advantage of
more information about the consumers, without confining it
only to customer’s consumption. In order to do this, it uses the
inspectors’ knowledge over each one of the facilities of each
customer to get a possible explanation to the anomalous
consumption of the customer. The development of this
framework is made by means of SPSS Clementine, with
access to MySQL through ODBC drivers.

II. CONCEPTS

When a customer wishes to contract the electrical supply
he/she has to give certain information: personal information,
rate, etc. The rate determines, among other features: the band
time discrimination, which determines the price of the energy
according to the corresponding period of time. Normally they
are preestablished and depend on the demand; the billing
frequency determines the period of time between one bill and
another; and, the power range which is contractable.

Endesa, in low voltage, controls the customer consumption
monthly or bimonthly according to the contracted power or
power requested by the customer. This control is done by
means of personnel who make appointments to take the
measure directly from the equipment. In some cases, it is
performed by means of telemeasure (the measure equipment
has a MODEM which transmits the measure by Power Line
Communications or PLC). The measurements by the
personnel can include additional information about the
customer’s facility or observations done about the facilities.
When the reading of customer’s consumption cannot be taken
the billing system of the company or the authorized personnel
generate consumption estimation for the corresponding period
of time. This estimation is named estimated measure or
reading. However, when the estimation is not done the reading
is named real. The period of time among measurements is
named cycle or billing frequency.

Utility companies define the necessary procedures to make
inspections. These procedures are designed to warrant which
of the objectives of the inspection is completely done. An
inspection is provoked by several reasons: reports, campaigns,
suspected fraud, maintenance, cancelling one’s membership,
registering new customers, etc. There are previously
preestablished steps for each one of these procedures.

Normally, the inspectors register, in the company databases
which actions have been done. In addition, they can register
commentaries or observations. When there is the possibility of
fraud, fault or administrative error, it must be corrected. In
order to do this, a proceeding is started. It stores all the related
information with the incident. It registers all the actions and
observations done by the inspectors.

The reduction, localization and detection of NTLs in the
utility companies are made by means of campaigns of massive
inspections. The campaign is one of the most common. The
campaign is a group of inspections which carries out a series
of conditions, for example: customers which have a contracted
power greater than 15 kW and they have three or more
consecutive measures with zero consumption. The success of
these campaigns is 12 % in the best scenario. These
campaigns use a series of conditions to select the consumers
for their inspection. These campaigns have a low percentage
of success, due to very general conditions used. The proposed
framework can be used in these cases to increase the
efficiency of the campaigns.

In this paper, as a general reference, any commentaries of
Endesa’s staff and inspectors are named inspectors’
commentaries or inspectors’ knowledge.

III. PROPOSED FRAMEWORK

The proposed framework needs a learning phase to collect
available information and to establish relationships between
different research fields.
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.
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6) CATEGORIZATION THROUGH INSPECTORS’
KNOWLEDGE

7) AUTOMATIC CATEGORIZATION BASED IN
STATISTICAL INDICATORS

Fig. 1. Learning Process Diagram
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A. Learning Process

The learning process is shown in figure 1. This process is
done following these steps: 1) filtering of all proceedings or
inspections which do not have useful information; 2)
extraction of concepts; 3) association of date, source of the
concept, and geographic location to a corresponding concept;
4) the consumption in the current, previous and next cycle are
stored, in addition, the average, standard deviation, minimum
and maximum of consumption are calculated; 5) the average,
standard deviation, minimum, and maximum of number of
proceedings are calculated; 6) application of inspectors’
knowledge to classify them in categories; and, 7) creation of
neural network model for automatic categorization of
concepts.

B. Testing Process

The testing process of the framework is made with the
following steps: 1) introduction of information about the
customers to analyse; 2) extraction of concepts, this is the
same process that is applied in the learning process, but only
applied to the proposed customers to analyse; 3) comparison
between learned concepts and extracted concepts; 4)
classification in corresponding category; and, 5) results and
conclusions. The diagram of this process is shown in figure 2.

Steps 3 and 4 are done using all the categorized concepts:
the concepts categorized by inspectors’ knowledge and the
concepts categorized by the neural network.

1) INTRODUCTION OF CUSTOMERS'
INFORMATION

<
b4

2) EXTRACTION OF CONCEPTS

A

3) CLASSIFICATION OF CONCEPTS

\'\‘ [

4) REPORT AND CONCLUSIONS

Fig. 2. Testing Process Diagram

IV.LEARNING PROCESS

The learning process has to use the highest possible
quantity of customers. This way, a representative statistical set
for each concept is obtained.

A. Extraction of Concepts

A concept can be made up of one or more word. The
concept can be a syntagm or a word which represents an entity
(action, event, etc.). The process of extraction of concepts is
based on the utilization of Natural Language Processing
(NLP). NLP is a set of techniques that allows translation
between the natural and formal language. This is essential to
allow the processing of this kind of information. An
interesting review about this technique and utilization in

Information System Management is proposed by [12]. In
addition, this technology includes the utilization of a series of
techniques of normalization which are applied in the extracted
concepts: recognition of the punctuation errors to avoid errors
which include the inadequate use of punctuation symbols (the
tilde, the period, the comma, the point and comma, the
dividing bar, etc.); recognition of spelling errors by means of a
grouping fuzzy technology to avoid spelling errors
(interchange of letters, recurrence words, lack of letters, etc.);
utilization of dictionaries to establish the equivalence between
synonyms; and, recognition of non-linguistic terms (dates,
hours, measures, etc.). Dictionaries are the main tool and it
must be configured and updated manually.

B. Adding Information to the Concepts

The information related with the concepts compounds: the
date in which the comment is made, the geographic location,
and the source of commentary. The date is necessary to
establish temporal patterns of appearance of concepts, for
example, holiday periods, etc. The geographic location is
important to determine guidelines of local behaviour. The
source of the commentary allows determining if the
commentary is provided by an inspector, staff measuring, etc.
This information field determines the concept reliability.

C. Statistics of consumption and number of proceedings

The consumption of the next, current and previous cycles
are used in learning process. In addition, the statistic is
calculated over the consumption and the number of
proceedings. This statistics allow determining: what is the
related consumption with a certain concept; and, what is the
risk of existence of NTL. In order to do this, each concept of
each customer is associated to the consumption of the
corresponding cycle when the commentary is typed. Also, the
consumption of the next and previous cycle is associated. The
average, the maximum, the minimum, and the standard
deviation of consumption associated to each concept are
calculated in parallel. Following, the average, the maximum,
the minimum, and the standard deviation of number of
proceedings for each concept of each customer are calculated.

D. Categorization of Concepts by Means of Application of
Inspectors’ Knowledge

The inspectors’ knowledge is used to classify additional
information about the customer. The concept is classified in
one of the following categories: information about the
consumer’s  facility, consumption characterization, and
correction of customer’s economic activity. This classification
is done through the utilization of rules which implement this
knowledge. It is important to extract the concepts process
described in A section, beforehand because this process
applies normalization tools. These tools make the
interpretation of natural language easier. In the same way,
these tools make the application of rules more efficient. Rules
have the IF-THEN structure. The antecedent of these rules is
made up of searching conditions of normalized concepts.
These rules were created manually.
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The information about customer’s facility category
classifies concepts directly related with features of facilities.
For example: the existence of a condenser battery, the location
of measuring equipment, the possibility of measurement
problems, etc. This category has 12 rules that identify certain
information about the customer facilities.

The consumption characterization category classifies
concepts directly related to the consumer’s consumption
pattern. There are different concepts which identify consumers
with null, sporadic, periodical, and seasonal consumption.
This category is necessary because there are consumers who
have several contracts and only use one of them, due to the
fact that the rest are auxiliaries or fire fighting equipment.
This category has several subcategories according to the
expected consumption suggested by the inspectors. This
category has one rule for each sub-category (9 rules). The
subcategories  are:  seasonal  consumption,  domestic
consumption, periodical consumption, sporadic consumption,
zero consumption, low consumption, high reactive range and
high consumption.

The correction of customer’s economic activity category
groups the concepts in 95 sub-categories, each of them
identifies a different economic activity. This category has one
rule for each sub-category (95 rules). When a customer
contracts the utility service, the customer has to specify their
economic activity but sometimes is not notified or is wrong
specified. This feature is very important because it is used in
great quantities of studies (e.g. [5], [13]). Normally, the
inspectors add information about the economic activity in
their commentaries to explain the anomalous consumption
patterns. This information can be used to update and to report
to the company staff. This report allows the update of
customer information and to make new studies.

In this point of view, the proposed framework is used as a
Decision Support System (DSS). This framework helps fix
and mend the NTL detection techniques used in [1] and [2].

E. Automatic Categorization of Concepts

The previous process of categorization concepts is very
difficult, because it must be done manually. The previous
method uses the most important and common concepts. The
automatic categorization is another method to classify less
outstanding concepts. The neural network assigns a trust value
for each concept classification depending on initial features.
This trust value and the concept are the most important
features to make a decision. Additionally, this information is
shown in the final report.

The automatic categorization allows classifying the
concepts dependent on all the calculated features. This method
is used over the rest of the concepts that cannot be classified
through inspectors’ knowledge (previous step). The
implemented categorization in the proposed framework
combines neural networks through the inspectors’ knowledge.
The proposed technique uses the concepts classified through
the inspectors’ knowledge to make a model to classify the new
concepts. In this way, the automatic concept classification
stores the pattern of selected features of each category. The
features used in this technique are: source of concept,

corresponding consumption cycle, consumption of previous
cycle, consumption of next cycle, statistic indicators of
number of proceedings and consumption, date of the concept,
frequency data of the concept appearance, number of real
measures, band time discrimination, and number of estimated
measures.

The neural network is trained by means of a multiple
method. This method creates several neural networks of
different topologies depending on the training data. At the end
of training, the model with the lowest Root Mean Square
(RMS) error is presented as the final neural network. This
training method is done by SPSS Clementine. The trained
neural network assigns an importance value to each feature.
SofMax transfer function ([14]) was used as a punctuation
method. The trained neural network has two hidden layers and
its structure is 22-28-26-4, due to the quantity of inputs. The
first and last layers are the input and output layers,
respectively.

V. TESTING PROCESS

The testing process allows determining whether the
learning process has worked successfully. For this process a
set of different consumers is used. The testing procedure starts
with the introduction of all the necessary information, so the
data of the unstructured information, consumption, and
proceedings fields is collected. The unstructured information
fields use process of extraction of concepts, in the same way
as in the learning process. The previously trained model and
the inspectors’ knowledge are applied to determine whether
there would be an NTL. The results are shown in a report.
This report shows a summary of the found information and the
obtained conclusions. The inspector can use this report as part
of an NTL detection process. In this sense, this framework is
used as part of a Decision Support System (DSS) which
currently is in a testing process in Endesa. The report shows
the following information: basic information of consumers’
identification; classification according to the method of
automatic learning; classification according to the inspectors’
knowledge, showing information about the localization and
state of the measuring equipment, specification of possible
errors in economic activity, existence of condenser battery,
etc.; and, obtained conclusions. The conclusion determines
whether the consumer has a problem.

The testing process is made using several customers of
different features.

VI. EXPERIMENTAL RESULTS

The framework is applied over a sample of 300 customers
with a possible NTL. This sample is the result of applying the
described methods in [1] and [2] over a sample of 51040
customers in Andalusia (Spain). These customers have a
contracted power greater than 15 kW.

The framework detected 142 customers as false positive.
Although these consumers have an anomalous consumption
pattern, the inspectors’ commentaries explain what could be
the explanation for this anomalous consumption. Also, the
framework confirmed 74 customers with some problem or
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NTL. The rest of the customers haven’t enough or any
inspectors’ commentaries or unstructured information. In
figure 4 this process of experimental test is shown.

Sample with 51040 customer with contracted
power > 15 kW

Studies described in [1] and [2] J

300 customer with anomalous consumption are
selected

Application of proposed framework:

In 74 customers the inspectors

142 customershasn’t NTL
reported some problem

Fig. 3. Process of experimental test.

The customers selected as false positives (142 customers)
are determined in the most restrictive way possible.
Inspectors’ commentaries of each customer can explain the
source of an anomalous consumption. The correct
identification of each concept is the main problem, because
inspectors’ commentaries are written in natural language.

The customers selected with some problem (74 customers)
are determined in the most restrictive way, too. Inspectors’
commentaries of each customer can determine some problem.
Mainly, these problems consist of three types: 1) a problem
which can be solved without inspection; 2) a problem which is
in process of solution; and, 3) an NTL.

Below four specific cases are shown: three cases of false
positives and one more that has a measurement problem.

The first case is a consumer of cold-pressed olive oil
industry. The consumption of this type of customers is
seasonal and is strongly dependent on environmental
conditions. This customer had a series of inspectors’
commentaries. These commentaries specified that there
wasn’t any activity during the months with anomalous
consumption. In the graph of figure 4 the consumption curve
is shown. An increasing of consumption in the beginning of
each year can be seen. In 2008 there is a great consumption
due to an increase of activity.

The second case presents a null consumption. However, the
inspectors’ commentaries could determine that this customer
only has a motor for an irrigating activity. The consumption in
this activity used to have very sporadic consumption. The
graph consumption of the figure 5 shows that the customer’s
consumption is very irregular. But it is a normal behavior,
because the land is irrigated more in hot weather or dry
months.
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Fig. 4. Cold-pressed olive oil industry consumption graph
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Fig. 5. Irrigating activity consumption graph

The third case is a typical anomalous consumption. In this
case, the consumption is always at the same level but, in one
or three months, the consumption decreases or, sometimes, is
zero. This customer has several inspectors’ commentaries.
These commentaries specified that there is no activity due to a
holiday period. The consumption graph in figure 6 shows this
case. This customer has zero consumption in august of 2008
due to a holiday period. This period was notified by staff
measuring.

The fourth case is the case of a learned concept by the
neural network. The concept has a 100 % trust value that there
was a measurement problem. This customer has several
inspectors’ commentaries. They specified that the staff cannot
take the measure due to a padlocked register. This is an
anomaly that could represent an NTL in a large time period.
The measurement problem is very important because it can
hide a fraud. The consumption graph of this customer is a line
with zero consumption. This case is inside a set of 74
customers with some problems, previously mentioned.
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VIIL CONCLUSION

The proposed framework makes its main contribution in the
research field: detection of NTLs in utility companies. Usually,
the research about this field leads to treatment of customers’
consumption and some other features. The proposed
framework increases the kind of information used in detection
of NTLs and, in the same way, the used techniques. This
framework, as a part of a DSS, is applied after the studies of
[1] and [2]. This DSS increases the efficiency. This DSS
assigns a new classification, having in mind other features.
These frameworks are applied to real cases of Endesa’s
databases.

The application of this framework filtered 47.3 % of
customers with no actual has problems. Additionally, they
confirm that there are 24.6 % of customers that may have
some problems. The rest of customers did not have enough
information from inspectors. In this way, the efficiency of
campaign is increased due to the reduction of the selected
customers, because only 158 customers will be reported to
inspectors. In these 158 customers, there are 74 customers
(24.6 %) that the inspectors’ commentaries specified a series
of problems. This information can be added to the report for
inspectors.

The successful application of this framework depends on
the information available about the consumers. It is necessary
that customers’ information about the inspections and
documentation be available; if the customer hasn’t any
information, this technique won’t have any effect over the
conclusion about the customer.
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