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Abstract—Phishing kits are tools used by phishers to deploy
phishing attacks faster, more easily and on a larger scale.
Detecting phishing kits could aid in the early detection of
phishing campaigns by recognizing patterns resulting from the
use of phishing kits in the creation of the attack. In this paper, we
proposed a methodology to collect phishing kit data and created
PhiKitA, a novel dataset that contains phishing kits and websites
generated with them. Using PhiKitA, we performed three ex-
periments (familiarity analysis, phishing website detection, and
multiclass classification of phishing kits) and evaluated three
algorithms: MD5 hashes, fingerprints, and graph representation
DOM. The first experiment shows evidence of different phishing
kits, the second indicates that the algorithms retrieve useful
information to detect phishing with an accuracy of 92.50%, and
the third experiment indicates that the algorithms do not retrieve
enough information to classify phishing.

Index Terms—Cybersecurity, cybercrime, cyber threats, phish-
ing, social engineering, phishing kits

Type of contribution: Already published – PhiKitA: Phish-
ing Kit Attacks Dataset for Phishing Websites Identification
[1]

I. INTRODUCTION

Over the past few decades the Internet has grown from
20% of the population with Internet access in 2007 to 67% in
20231, making the protection of Internet users and their data
a major concern. Researchers have contributed to different
topics related to cybersecurity, such as phishing detection [2],
spam detection and classification [3] or detecting vulnerabili-
ties in critical infrastructures [4], among others. Our proposal
aims to detect phishing trying to reduce the impact of this type
of cyberattack, which is categorised as “Fraud” according to
the Classification of Cybersecurity Incidents2.

Phishing is a cybercrime that uses social engineering to
deceive people and steal their financial account credentials
or other sensitive information. Phishers create replicas of
legitimate websites to deceive victims into believing they are
accessing the legitimate website. This type of cyberattacks
increased significantly in 2022 when 1, 097, 811 phishing
attacks where reported [5]. To create phishing attacks fast
and on a large scale, cybercriminals use phishing kit tools,
which set up a server where the attack will be deployed and
define the URL and HTML source code of the illegitimate
websites. The use of phishing kit data would enable the

1https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-internet-use/
2https://www.incibe.es/incibe-cert/incidentes/taxonomia

early detection of phishing campaigns, reducing the impact
of these attacks. Previous research [7], [8], [9] has not clearly
established the relationship between phishing kits and their
associated phishing websites. This is a summary of an already
published research [1], where we propose a methodology to
collect phishing kit data and create PhiKitA, a phishing kit
dataset that guarantees the relationship between phishing kits
and phishing websites. For the first time, we use MD5 hashes,
fingerprints and the graph representation Document Object
Model (DOM) to evaluate three tasks: familiarity analysis,
phishing website detection and classification of phishing kits.

II. RELATED WORK

Works related to phishing kits can be studied from two
perspectives: their behaviour and the support for phishing
identification. To analyse the behaviour of the phishing kits,
one can consider the destination where the users’ stolen
information is stored [6], the time responses of anti-phishing
blocklists, and the life cycle of the phishing websites. Other
researchers have studied the support of phishing kits for phish-
ing identification, using MD5 hashes [7], HTML source code,
URL source, phishing kit information [8], and fingerprint
representations based on filenames and paths [9]. However,
the phishing kit datasets used in these works do not include
a relationship between the phishing kits and the phishing
websites. PhiKitA aims to overcome these limitations by
providing information about which websites are related to the
different phishing kits analysed.

III. PHIKITA DATASET

We collected phishing websites from PhiskTank3, Open-
Phish4, Phishing.Database5, and PhishStats6; and we created a
script to gather new phishing reports every hour. We obtained
the legitimate website samples from Quantcast Top Sites7 and
The Majestic Million8. Then, we used Kitphishr9, a phishing
kit collector, to save phishing kits, their domain and the URL
where they were found. We used this information and the

3https://phishtank.org/
4https://openphish.com/index.html
5https://github.com/mitchellkrogza/Phishing.Database
6https://phishstats.info/
7https://www.quantcast.com/products/measure-audience-insights/
8https://majestic.com/reports/majestic-million
9https://github.com/cybercdh/kitphishr
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previously collected phishing websites to create a new list of
reporting websites where a phishing kit was found. We then
used a crawler, as in [11], to collect the URL, HTML content
and technologies present in the target.

As a post-processing step, we discarded images or other
files and removed duplicates. We verified that phishing kits
and their corresponding phishing websites matched, to avoid
introducing incorrect websites into our dataset due to the
cloaking techniques used by phishers. Finally, the dataset
contains 510 phishing kits, 859 phishing websites and 1141
legitimate sites, and is available on our website10.

IV. EXPERIMENTATION AND RESULTS

To evaluate the usefulness of the dataset, we implemented
three algorithms: MD5 hash [7], fingerprint representation
using path files [12], and HTML DOM analysis [10], and
performed three experiments.

For the familiarity analysis, we used the MD5 hash to
compare the files of the phishing kits. We considered that two
kits are related if they shared above 75% of files, following the
approach proposed in [12]. This experiment strongly suggests
that PhiKitA contains 50 familiarity groups, identifying two
types of phishing kit families. The first includes families that
share the same functionalities and file distribution, belonging
to this class a group with 37 samples. The second type
includes families with different functionalities, but they all
attack the same target. This class includes another significant
group that targets Standard Bank, an international bank and
financial services provider.

For phishing detection, we performed a binary classification
into legitimate or phishing websites based on the similarity to
the phishing kits. We set a threshold of 0.46 to determine
whether a website belongs to the phishing or legitimate class.
Graph representation, MD5 hash and fingerprint representa-
tion achieved accuracies of 92.50%, 91.69% and 83.25%,
respectively. This could indicate that the information from
the phishing kits is useful for detecting phishing websites.

Finally, for the phishing kits classification experiment, we
discarded samples of phishing kits without phishing websites
and considered phishing kits deemed familiarity-related in
the first experiment as belonging to the same class. Results
show that the algorithms do not extract enough information
to distinguish between phishing websites and their phishing
kit sources. As shown in Table I, the MD5 hash algorithm
achieves the best performance, with an F1-score of 39.54,
while the fingerprint and graph representation algorithms
achieve F1-scores of 9.03 and 31.11, respectively.

TABLE I
PERFORMANCE OF PHISHING DETECTION AND KITS CLASSIFICATION.

Graph MD5 Fingerprint

Phishing detection (Accuracy) 92.50 91.69 83.25
(F1-score) 91.16 89.60 81.17

Phishing kits classification (F1-score) 31.11 39.54 9.09

V. CONCLUSIONS AND FUTURE WORK

This paper presents a novel methodology to collect data for
phishing kits and corresponding phishing websites, including

10https://gvis.unileon.es/dataset/phikita-500/

information about their relationship. We have created the
PhiKitA dataset, a publicly available dataset that researchers
can use to evaluate their proposals in three different tasks:
familiarity analysis, phishing binary classification and multi-
class classification.

The familiarity analysis on the PhiKitA dataset revealed
the presence of 50 phishing kit groups. Moreover, the binary
classification experiment for phishing detection showed that
the algorithms extract relevant information to detect phishing
websites based on the phishing kit information, with the graph
representation algorithm achieving an accuracy of 92.5%.
Finally, the multi-class classification experiment showed the
opposite results in distinguishing between phishing websites
and their phishing kit sources. The highest F1-score, 34.92%,
was obtained with the MD5 hash algorithm.

In future work, we will extend the PhiKitA dataset by
adding more samples and including data that could be used in
other approaches, such as screenshots of the samples. We will
also modify the collection process to consider the cloaking
techniques employed by phishers. Due to the presence of these
techniques, 235 out of the 510 samples that we collected do
not contain phishing websites related to them.
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