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Quantum key distribution without alternative measurements
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Entanglement swapping between Einstein-Podolsky-ROEEMR pairs can be used to generate the same
sequence of random bits in two remote places. A quantum key distribution protocol based on this idea is
described. The scheme exhibits the following featufas.lt does not require that Alice and Bob choose
between alternative measurements, therefore improving the rate of generated bits by transmittéd) qubit.
allows Alice and Bob to generate a key of arbitrary length using a single quantum sffbtem EPR paifjs
instead of a long sequence of theft). Detecting Eve requires the comparison of fewer Ki$ Entanglement
is an essential ingredient. The scheme assumes reliable measurements of the Bell operator.

PACS numbes): 03.67.Dd, 03.67.Hk, 03.65.Bz

The two main goals of cryptography are for two distant 1
parties, Alice and Bob, to be able to communicate in a form |10)i;=—=(|0);®|1);+[1);®]0);), 3)
that is unintelligible to a third party, Eve, and to prove that \/E
the message was not altered in transit. Both of these goals
can be accomplished securely if both Alice and Bob are in 1
possession of the same secret random sequence of bits, a |12)i;=—=(]0);®|1);—[1);®]0);). (4)
“key” [1]. Therefore, one of the main problems of cryptog- V2

raphy is the key distribution problem, that is, how do Alice
and Bob, who initially share no secret information, come intoEntanglement swapping works as follows. Consider a pair of
the possession of a secret key, while being sure that Evgubits,i andj, prepared in one of the four Bell states, for
cannot acquire even partial information about it. This prob-instance,|11);;. Consider a second pair of qubiksand |
lem cannot be solved by classical means, but it can be solvegtepared in another Bell state, for instani®),, . If a Bell
using quantum mechani¢&]. The security of protocols for operator measurement is performediandk, then the four
quantum key distribution(QKD) such as the Bennett- possible results “00,” “01,” “10,” and “11” have the
Brassard 1984BB84) [2], E91[3], B92[4], and other pro- same probability to occur. In fact, the outcome of each mea-
tocols [5,6], is assured by the fact that while information surement is purely random. Suppose that the result “00” is
stored in classical form can be examined and copied withoudbtained, consequently the state of the paindk after the
altering it in any detectable way, it is impossible to do thatmeasurement if0);, . Moreover, the state gfandl is pro-
when information is stored in unknown quantum states, bejected onto stat¢10);, . Therefore, the state gfand| be-
cause an unknown guantum state cannot be reliably clonegbmes entangled although they have never interacted.

(“no-cloning” theorem [7]). In these protocols security is | will denote the initial state of the paiisj andk, I, in the

assured by the fact that both Alice and Bob must choosgrevious example byl1);;®|01),, and the final state of the

randomly between two possible measurements. In this papeairsi, k andj, | by |00>ik®|10>j| . Suppose that the initial
lintroduce a QKD scheme which does not require that Alicestate of the pairs, j andk, | is a product of two Bell states
and Bob choose between alternative measurements. Thighd, as in the previous example, a Bell operator measure-
scheme is based on “entanglement swappiig§=-10 be-  ment is executed on two qubits, one of each pair; then, after

tween two pairs of “qubits”(quantum two-level systems  the measurement the state of the paitsandj, | becomes a

induced by a Bell operator measuremght]. The Bell op-  product of two Bell states. All possibilities are collected in

erator is a nondegenerate operator which acts on a pair gfaple I.

qubitsi andj, and projects their combined state onto one of The proposed scheme for QKD is illustrated in Fig. 1 and

the four Bell states it is described as follows.

(i) Consider six qubits numbered 1 to 6. Alice prepares
qubits 1 and 2 in the Bell staté1),,, and qubits 3 and 5 in
the Bell statg10)35. In a remote place, Bob prepares qubits
4 and 6 in the Bell statfl0) 4. All this information is pub-
lic. 2 and 6 will be the only transmitted qubits during the
process. Alice will always retain qubits 1, 3, and 5; and Bob
will always retain qubit 4.

(10);®]0);—[1);®[1))), 2 (ii) Alice transmits qubit 2 to qu using.a public.channel.
This channel must be a transmission medium that isolates the
state of the qubit from interactions with the environment.

(iii ) Alice secretly measures the Bell operator on qubits 1
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TABLE |. All possible results of a Bell operator measurement  (iv) Bob transmits qubit 6 to Alice using a public channel.
on qubitsi and k. For example, if the initial state i$11);  Then Alice measures the Bell operator on qubits 5 and 6, and
®[01)y, you must locate 1101 on the left half of the table. Then, yplicly announces the result. Suppose that Alice has ob-
after a Bell operator “:jeasurheme,”:‘]z“ﬂk’ fthﬁ fOULFOESit(’)'Slf(i)”aC')n?ined “11” in her secret measurement on qubits 1 and 3.
states are represented on the right half of the table by ’ hen, since the initial state of 1, 2, 3, and 5 wad),,
1000, and 1101; where, for instance, 0010 m&@G5,®|10); - ®]10)35, by using Table | Alice knows that the state of 2

Initial state]ijkl ) Possible final statelskjl) gnd 5is| 1Q)25. In addition, suppose that Alice qbtains “00”
in the public measurement on 5 and 6. Then, since she knows
0000 0101 1010 1111 0000 0101 1010 1111 that the previous state of 2, 4, 5, and 6 Wa6),5®|10) 6,
by using Table | Alice knows that Bob has obtained “00” in
his secret measurement on 2 and 4. Following a similar rea-
0010 0111 1000 1101 0010 0111 1000 1101 Soning, Bob can know that Alice has obtained “11” in her
secret measurement on 1 and 3. Previously, Alice and Bob
0011 0110 1001 1100 0011 0110 1001 1100 haye agreed to choose the sequence of results of Alice’s
secret measurements to form the key. The two initial bits of
2 and 4. The results of both experiments are correlated, afh® key are therefore “11.” The public information shared

though Alice and Bob do not know how as yet. The purposé®y Alice and Bob is not enough for Eve to acquire any
of the next step is to elucidate how the results are correlatefnowledge of the result obtained by one of the parts. Using

0001 0100 1011 1110 0001 0100 1011 1110

without publicly revealing either of them. this information Eve only knows that one of the following
four possible combinations of results for Alice and Bob’s
Alice Bob secret measurements have occurred: “00” for Alice’s result
npq and “11” for Bob'’s, “01” and “10,” “10” and “01,” and
le—-se2 “11” and “00.”

(i) , . One Bell state can be transformed into another just by

o . rotating one of the qubits. Using this property, Ali@ob)

IOSI Iﬁlo can change the Bell state of qubits 1 and23and 4 to a

previously agreed public state. Then the situation is similar
to (i) and the next stage of the process can be started.

Alice Bob This scheme for QKD has the following features.
"p (a) It improves the rate of generated bits by transmitted
le 2 qubit. In BB84 and in B92and in E9), Bob (and Alice
(ii) must choose between two alternative measurements in order

,,4 . to preserve security. This implies that the number of useful

random bits shared by Alice and Bob by transmitted qubit,

before checking for eavesdropping, is 0.5 bits by transmitted
qubit, both in BB84 and B9Zand 0.25 in E9), or at the

Alice Bob most, it can be made to approach 1 in Réf. In our scheme
le 11 .2 the rate is 1 bit by transmitted qubit. This is so because Alice
an i i [00] and Bob always perform the same kind of measurement, a
(iii) 34 6 4 Bell operator measurement, and therefore, each of them ac-
"10"1 ool Inlo-v quires two correlated random bits after each stage of the
P SR F A 6 process. In each of these stages, only two qubits are trans-
mitted (one from Alice to Bob and another from Bob to
Alice Bob Alice). This improvement is very useful ;inc_e a key must be
as large as the message to be transmitredtten as a se-
1 2 quence of bits and cannot be reused for subsequent mes-
. [(11)]I I([oon sageq1].
(iv) 3 4 (b) It only requires a single quantum systdthree EPR
"0o" pair9 instead of a long sequence of quantum systems, to
5096 generate a key of arbitrary length. By contrast with previous

schemes, in the one presented here no source of qubits is
FIG. 1. QKD scheme based on entanglement swapping. Th@€€ded. The same two qubigubits 2 and bare transmitted

bold lines connect qubits in Bell states, the dashed lines connedp @nd from Alice and Bob over and over agir®].

qubits on which a Bell operator measurement is made, and the (C) The detection of Eve requires the comparison of fewer

pointed lines connect qubits in Bell states induced by entanglemerits. The transmitted qubits do not encode the bits that form

swapping. “00” means that the Bell stalf@0) is public knowledge, the key, but only the type of correlation between the results

(00) means that it is only known to Alicé00] means that it is only ~ Of the experiments that allow Alice and Bob to secretly gen-

known to Bob,00 means that it is unknown to all the parft¢00)] erate the key. Therefore, intercepting and copying them does

means that it is only known to Alice and Bob, etc. not allow Eve to acquire any information about the key. In
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Alice Eve Bob (2) Therefore, after Eve’s intervention the real situation is
npr not that described irii). Now qubit 1 is entangled with
le—s2 Eve’s qubit 7, and 2 is entangled with Eve’s 8.
(la) 3 7 {00} g 4 (3a) In this new scenario, after Alice’dob’s) measure-
nlo--I Iulo-- ment on qubits 1 and @ and 4, the state of qubits 5 and 7
5 6 (6 and 8 becomes a Bell state. For instance, if Alidob)
obtains “11” (00" ), the state of qubits 5 and (6 and 8
Alice Eve Bob would be|10)s7 (]10)sg). However, these states are unknown
le IR to Eve, because sHstill) does not know the results of Al-
—_{an ?{00} ice’s and Bob’s measurements.
(1b) 3 L0 4 (3b) Eve intercepts qubit 6 that Bob sends to Alice and
"10"1 7 8 I"IO" makes a Bell operator measurement on qubits 6 and 8. This
5 6 reveals the state they were in. Then Eve can know Bob’s

result. For instance, in our example, Eve would find “10”

Alice Eve Bob and would know that Bob’s result was “00.”
1 2 (30) Eve makes a Bell operator measurement on qubits 7
‘ (11)5'\ {11} f% £ 100} and 8. Then qubits 5 and 6 becomes entangled in a Bell state
(2, 3a) 34 7 8¢l | ¢4 (still) unknown to Eve, because she does not know Alice’s
"10"I s B 101" "“I"IOH secret result. For instance, if Eve obtains “01,” then qubits 5
i 6 and 6 would be in the sta{®1)x.
Alice Eve Bob (4) Eve gives qubit 6 to Alice. Alice makes a measure-
ment on 5 and 6 and announces the result. Then Eve can
1 2 know the previous state of 5 and [L0)s7, in our examplg
(3b (II)I I{[OO]) and the result of Alice’s measurement on 1 andBL,” in
) 3 |_»7 e3 4 our example
110} : , ,
: 5_/ R However, Eve’s intervention changes the correlation that
Alice and Bob expect between their secret results. For in-
Alice Eve Bob stance, in our example, Bob, uging his result anq .tlje rgsult
publicly announced by Alice, thinks that the two initial bits
1 2 of the key are “10.”
3c) (113)I 1101 {01}, 1{500]) As in previous QKD protocols, in our scheme Alice and

Bob can detect Eve’s intervention by publicly comparing a
sufficiently large random subset of their sequences of bits,
which they subsequently discard. If they find that the tested

5

Alice Eve Bob subset is identical, they can infer that the remaining untested
subset is also identical, and therefore can form a key. In
1 2 BB84, for each hit tested by Alice and Bob, the probability
(4) {(113))1 ; o1y . I{‘EOOD of that test revealing the presence of Hgéven that Eve is

. indeed preseits ;. Thus, ifN bits are tested, the probabil-
sedlgg ity of detecting Evegiven that she is preseris 1—(3)N. In
our scheme if Alice and Bob comparepair of bits gener-

FIG. 2. Eve’s strategy to obtain Alice’s secret resyipo; ~ ated in the same step, the probability for that test to reveal
means that the Bell stat@0) is only known to Eve. The remaining EVe is 3. Thus if n pairs (N=2n bits) are tested, the prob-
notation is the same as in Fig. 1. ability of Eve’s detection is % (3)"N. This improvement in

the efficiency of the detection of eavesdropping has been
fact, the state of the transmitted qubits is public. Howeverpointed out for a particular eavesdropping attack, it would be
Eve can use a strategy—also based on entanglemeiriteresting to investigate whether more general attacks exist
swapping—to learn Alice’s sequence of secret results. Thiand whether the improvement in efficiency is also present in
strategy is illustrated in Fig. 2 and is described as follows. these cases.

(1a) Consider the same scenario agiinbut suppose Eve (d) It uses entanglement as an essential tool. QKD was the
has two additional qubits 7 and 8, initially prepared in a Bellfirst practical application of quantum entanglemdsi.
state, for instancg00)g. However, as shown in Ref13], entanglement was not an

(1b) Eve intercepts qubit 2 that Alice send to Bob andessential ingredient, in the sense that almost the same goals
makes a Bell operator measurement on qubits 2 and 8. Thetan be achieved without entanglement. However, subsequent

qubits 1 and 7 become entangled in a knotmEve Bell  striking applications of quantum mechanics such as quantum
state. For instance, if after Eve’s measurement the state of @nse coding[14,15, teleportation of quantum states
and 8 is|00),g, then the state of 1 and 7 beconjés), ;. [8,16,17, entanglement swappin®,9], and quantum com-
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putation[18], are strongly based on quantum entanglementtanglement in additional degrees of freedb®] or using

The scheme described here relies on entanglement in traomic coherencg20].

sense that it performs a task—QKD with propertias (b), It is not expected that the protocol for QKD introduced in

and (c)—that cannot be accessible without entanglement. this paper will be able to improve existing experimef2s]
The practical feasibility of the scheme described in thisfor real quantum cryptography in practice. Its main impor-

paper hinges on the feasibility of a reliakfiee., with 100% tance is conceptual: it provides a different quantum solution

theoretical probability of successBell operator measure- {0 & problem already solved by quantum mechanics.

ment. Bell operator measurements are also required for reli- The author thanks J. L. Cereceda, O. Cohen, A. K. Ekert,
able double density quantum coding and teleportation. As fac. Fuchs, T. Mor, and B. Orfila for helpful comments. This
as | know, the first proposals for a reliable Bell operatorwork was supported by the Universidad de SeviGrant
measurement are those which discriminate between the folMo. OGICYT-191-97 and the Junta de Andalec(Grant
polarization-entangled two-photon Bell states using endNo. FQM-239.
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