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ABSTRACT

A non-technical loss is defined as any consumed energy
or service which is not billed because of measurement
equipment failure or ill-intentioned and fraudulent
manipulation of said equipment. This paper describes new
approaches to the detection of these for electrical
companies. Concretely two different methods are
proposed: one based on the detection by means of a
clustering process with decision trees and another one
with a simple but effective algorithm that allows detecting
the customers with drastic drops of consumption. The
analysis and the obtained results correspond to real
customers of Endesa Company (one of the most important
electrical companies of Spain).
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1. Introduction

A non-technical loss (NTL) is defined as any consumed
energy or service which is not billed because of
measurement equipment failure or ill-intentioned and
fraudulent manipulation of said equipment. Therefore,
detection of NTLs in a particular field includes detection
of fraudulent users. For the electrical distribution
business, minimizing NTLs is a very important task. In
Spain, it is estimated that the percent of fraud in terms of
energy with respect to the total NTLs round about 35%-
45%. Not only electrical companies have NTLs in its
customers but also telecommunication companies, credit
cards, automobile companies or even in medical
insurances. Thus, although about these ambits in the
literature there are many works and researches [1-13],
however there is not too much research about NTL
detection in electrical companies [14-20] although as we
have said and it is verified the NTLs are very extended in
this field.

Thus, nowadays the main methodologies carried out by
the electrical companies in the detection of NTLs are
basically of two kinds: The first one is based on making
in-situ inspections of some users (chosen after a
consumption study) from a previously chosen zone. The
second one is based on the study of the users which have
null consumption during a certain period. The main
problem of the first alternative is the need for a large
number of inspectors and, therefore, a high cost. The

problem with the second option is the impossibility of
detecting users with non-null consumption (these are only
the clearest cases of non-technical losses).

Nowadays, data mining techniques [21-22] are being
applied to multiple fields and detection of NTLs is one
field in which it has met with success recently [23-26].
Thus, it is possible to apply data mining techniques in
order to improve the inspection success and the
profitability rate, highly dependent of the cluster of
customers researched, i.e, of the set of features that made
the cluster and the class of customers studied (domestic
customers, medium or high consumption customers.).

This paper describes a set of data mining techniques
included on a prototype for NTL detections from the
databases of Endesa Company. The work is within the
framework of MIDAS project which we are developing at
the Electronic Technology Department of the University
of Seville with the funding of the electrical company.
Concretely in this paper we describe two methods: one
based on decision trees and another one based on
detection of drops of consumption.

2. Selection of the samples

In first place in order to carry out the tests for the
development of the prototype we selected a data set to
work. For it we covered the two most important regions
of Endesa Company: Catalonia and Andalusia. We
extracted a sample set for each region made by customers
with rate 3.0.2 and 4.0 and besides with a high contracted
power (>40 KW). Our objective were to include in our
analysis those customers with highest consumption (this
was interesting because each detected NTL could mean a
lot of money for the company). The number of users in
each set, as well as the number of NTLs registered by the
electrical company occurred in the analysis period, is
shown in Table 1 (it was interesting to have identified
these customers with NTL in order to detect similar
patterns in the rest of the customers).

Thus, four tables were used from the main database of
Endesa Company for each one of the regions: one of
contracts data (with the information relative to the type of
rate, address, contracted power, etc of the customer),
another one with the reading values of the measurements
equipment of the customers, another one for bills (which
included for the study period each one of the bills of the
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customers) and a last fourth one including all the cases
with NTLs registered previously by the company by
means its strategies non-based on data mining through its
inspections. We configured an analysis period of 2 years
which were a time enough to see a sufficiently detailed
evolution of the consumption of the customer and, on the
other hand, not too long to register along the contract the
possible changes of type of business or the changes in the
consumption habits of the client. We generated a new
table from the linking of these four tables which included
condensed all the information of consumption and type of
contract for each costumer: reading values of the
measurements equipment, bills from the last 2 years,
amount of power contracted and the type of customer
(private client or the kind of business of the contract),
address, type of rate, etc. With this information in our
study we could identify the type of customer, its expected
consumption and the evolution of its consumption in the
last two years (as well as the bill paid by the client in each
period).

Table 1.- Data sets selected for analysis

Number Ce}ses 9% NTLs vs.
Sample previously
of : number of
set detected with
customers customers
NTLs
Catalonia 27695 598 2.15%
Andalusia 14706 396 2.69%

For these data sets, we carried out a pre-processing of
data and so these were prepared for the mining process in
this phase. An interesting point of the pre-processing was
the concerning one to the reading values of the
measurement equipment. Normally, the consumption
billed is the result of consumption read, but it is not
always true. If the company has no access to read the
data, and there is no doubt of consumption has been
made, company experts estimate the actual consumption,
based on the recent historical consumption. Several and
continuous differences between read data and billed data
show abnormal behaviour. In this sense, a filling up of
missing values has been performed.

So, with the result of the pre-processed samples we
generate two new tables (one for each region) with one
entry for each customer condensing all their information
relating to the two last years’: including bills (for the
active and reactive energy consumed by the client),
processed reading values of the measurements equipment
of each customer, the power supplied, the type of rate and
the type of client or business.

3. Method based on the use of decision trees

In order to detect possible NTLs inside the samples, we
have developed a first method based on the recognition of
customers with the same consumption patterns that those
customers with NTL previously detected by the company
in its inspections. This method was held on a process of
generation of clusters (this technique has already been
used previously in another works although with different
approach [11-12], [27]). Thus, firstly we designed a
feature vector that could identify the consumption pattern
of each one of the customers. This vector included the
following parameters:

e Number of hours of maximum power consumption:
This parameter calculated the range of consumption
of the customer in relation to its contracted power
and, therefore, to the consumption expected for that
customer in the two years of analysis. It is calculated
as the division between the total consumption of the
client and its contracted power.

e Standard deviation of the monthly or bimonthly
consumption: This parameter identified the possible
irregularities or changes of consumption of the
customer along the two years of analysis. It is
calculated as the standard deviation of the
consumption values referring to the whole set of the
bills (24 o 48 bills, depending the type of billing:
monthly o bimonthly) of the client for the two
analysis years. In this way, we intended to identify
those customers with sudden changes of consumption
due to possible frauds or some type of anomaly.

e Maximum and minimum value of the monthly or
bimonthly consumptions: With this parameter our
aim was to detect the different peaks and landings in
the consumption of the customer during the analysis
period. Thus, it is calculated as the maximum or
minimum value of the different values of the bills in
the analysis period.

o Reactive / Active energy coefficient: This coefficient
measures for the two years of analysis the proportion
of consumed reactive energy by the customer in
relation to its reactive one. Thus, in this way, we
intended to measure important imbalances which
characterized anomalies in these consumptions due to
possible fraud by the customer.

In our research we deduced that an important indicator of
some types of NTLs in the customers could be the
irregularity in their consumption. Thus, we developed two
additional parameters to the previously described ones.
These parameters were based on the concept of streak. A
streak in a time series is the number of times that the
values of this series cross the mean of their values
(calculated from the initial value of the sample to that
value). Streaks of past outcomes (or measurements), for
example of gains or losses in the stocks market, are one
source of information for a decision maker trying to
predict the next outcome (or measurement) in the series.



In the case of gambling, each gamble is an independent
event, so there is no casual mechanism linking outcomes
(hence the fallacy). The customer consumption trend has,
presumably, an underlying casual model. It depends on
the seasonality, economical activity and other hidden
features. The discovery of the theoretical consumption
model is not the target of this paper. This model is
strongly dependent of the cluster of customers considered
and highly changeable amongst different clusters. But it is
an interesting customer feature that their consumption
trend depends of the consumption trend of the other
customers in the same cluster.

In order to integrate in our work the concept of streak we
used two additional parameters to the previously
described ones:

e Number of streaks of the customer: This parameter is
obtained calculating the six-month simple moving
average for the consumption of each customer.
Afterwards we counted how many times the
consumption line is over the mean line (positive
streaks) and how many times the consumption line
was below the mean line (negative streaks). An
example of counting of streaks for a costumer is
shown in figure 1.

e Estimator from the streaks of the customer: The
number of streaks for each customer offers
interesting information about their consumption
behaviour but it is also interesting to know the weight
of each streak. Thus, we generate the following
estimator for each customer in order to integrate this
information:

Estimator _ Streak =

Where | is the customer identifier, Ns is the number
of streaks of this customer and Nt is the number of
measurements of the streak.

Once we generated this set of parameters to identify the
features of consumption of each customer, we developed
the algorithm for the clustering process of the different
customers. As it was said our final objective was the
detection of consumption pattern similar to the previously
detected by the electrical company in its inspections.
Thus, afterwards, from the different obtained clusters we
extracted rules which allowed us to separate or isolate
those clusters with a high number of NTLs vs total
number of customers (therefore, those ones without
registered NTL being potentially suspicious to have it). In
order to carry out this process we used a powerful
software very extended for the use of data mining: SPSS
Clementine (in its version 11). This software has got
libraries for the automatic generation of decision trees that
make it possible to carry out a clustering process. This

type of algorithm (which is very extended in the data
mining literature [1-2], [24-25]) build trees looking for a
given objective (in our case to isolate NTLs). The final
result is a set of leafs whose elements are covered by
rules. Thus, in order to get validated results we decided to
obtain the rules from the region with higher rate of NTLs
(Andalusia) and to validate these rules with the other
region (Catalonia).
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Figure 1.- Example of a customer with 3 streaks

Once we formatted the information for SPSS Clementine
and built the corresponding algorithm we obtained the
decision tree for Andalusia (it is shown in figure 2).
Among the different nodes of the decision tree we
selected two as more interesting nodes (nodes 6 and 10).
These two nodes combined a high rate of NTLs with
respect to the number total of customer and, on the other
hand, a manageable number of customers for field
inspections. This last feature was important by the fact
that the final stage for the validation of the detection after
our work was the checking in-situ of the possible NTL by
the inspectors of the company. Thus, and as our system is
still a prototype, we did not wanted to generate too many
cases for inspection to validate completely our system.

Thus, the two selected sets had 50 and 36 customers
respectively. The first set had 19 NTLs while the second
one had 14. Thus, the percent of NTLs was around 40%
for the first rule and around 25% for the second rule
(improving importantly the original percent of 2.69%).
The rules of both nodes were the following ones:

e Node 6: Minimum consumption < 0.05, Estimator
from streaks> 2.272 and Number of streaks > 4.5 (as
it could be deduced this rule reached those customers
with an erratic consumption).

e Node 10: Minimum consumption < 0.05, Number of
streaks < 4.5, Maximum consumption > 2226 and
Estimator from streaks> 8.349 (this rule seemed to
reach the customers with little streaks and those
consumption has evolved from high values to lower
ones).
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Figure 2.- Decision tree with selected nodes

Afterwards, we carried out an additional validation
process of these rules generated for Andalusia testing
them in Catalonia. Thus, applying these rules on the other
sample set we obtained the whole results (for test and
validation) of table 2. As it can be observed the results
obtained with the generated rules for Catalonia were
satisfactory getting a rate percent around 20%. Therefore
it could be observed that the generated rules were valid
for both sample sets and thus the validation process could
be considered performed.

Table 2.- Results of the rules on both sample sets

Rule 1 Rule 2
Sample
set Custo- Custo-
mers NTL mers NTL
Andalusia
(test set) 50 19 36 14
Catalonia
(validation set) 57 10 45 9

4. Method based on the detection of drop in
consumption

An evident symptom for the detection of NTL in the
customers is a drastic drop of their consumptions. These
drops can be due to a real slope of the consumptions of
the customers (for example due to a change of type of
contract or by a different use of the consumed energy).
But turn these slopes can be due to failures in the
measurement equipment or voluntary alterations of these

equipment (both cases generates NTLs to the company
and therefore loss of money for it). In order to detect these
types of NTLs again with the help of SPSS Clementine
we have developed an effective algorithm for detecting
drops of consumption. This algorithm is based on the
comparison of the consumption of the second year with
the consumption of the first one (of the two years we used
in order to carry out the detections). Thus, our algorithm
of detection carries out the following steps (additional to
the previous filling up of missing values of readings
performed during the stage of pre-processing of data):

1.- It is carried out a selection of the customers which
have readings on their equipment both the first and
second years. Thus we discard the customers whose
contract finished in the first year of analysis.

2.- It is generated a parameter calculated as the difference
between the mean of the consumption of the first year of
analysis and the mean of the consumption of the second
one. The result of this subtraction is divided by the mean
of the consumption for the two years of analysis (this
division was carried out in order to normalize the entire
sample set in function of the range of consumption in
where was moved each customer).

3.- The customers are sorted by the previously calculated
coefficient. The result of this process is a table which the
first entries have highest difference of normalized
consumption between the first and the second analyzed
year. Thus, in figure 3 we can observe the graphical
representation of the consumption (KWs) for the two
years of the analysis of four among the set of customers
of both samples (first two ones for Andalusia and second
two ones for Catalonia).
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Figure 3.- Drastic drop in consumption of 4 customers

As it can be observed in these four customers the
difference of consumption between the first and the
second year is very significant. In the two customers on
the left the consumption falls to zero while in the two
ones on the right their consumption falls significantly but
not to zero (these drops are especially difficult to detect
by the electrical company in its current inspections).
These consumptions are very suspicious to have some
NTL (as some type of failure in their measurement
equipment or fraudulent alterations of these). These cases
could be due to a drop of electrical demand of their
business but never due to a contract low because in that
case they would have reading information in their
equipment. Therefore, it was interesting as additional
information to study the type of business of these
suspicious customers in order to know if it was businesses
in which currently is falling the demand (for examples
currently building business in Spain). We added to our
tables that business information for each customer in
order to be able to control this fact and to avoid
unnecessary inspections. Thus, in the customers of figure
3 their businesses were respectively: a bakery, a hostelry
business (concretely a discotheque), a bank and a
restaurant. A priori these types of business did not seem
typical businesses with demand fall (even in the case of
the hotel and the pub it could be very suspicious). Thus,
in these cases the final testing of the motif of the drop
would be task for the inspectors of Endesa Company.
Using this method we selected the 20 more representative
customers (10 in each one of the 2 samples) to be
inspected.

5. Conclusion

In electrical companies, NTL is an important issue
because it has a high impact in the company profits.
Despite this, nowadays the methodology of detection of
NTL of the companies is not very advanced using
detection methods that do not exploit the use of data
mining techniques. In this paper, we have proposed two
data mining methods that we have developed for Endesa
Company in order to detect customers with NTL. The aim
of the first method was the search by means of decision
trees of customers with consumption patterns similar to
customers with NTLs previously detected by the
company. On the other hand, the second method is based
on the detection of pronounced drops in the annual
consumption of the customers with respect to their
consumption of the following year.

The methods were tested on a real database supplied by
Endesa Company. Thus, the first method obtained
satisfactory results improving importantly to 20% the
around 2% rate of NTLs vs number of customers from the
original data sets of the company. Besides, as we had two
different sample sets we used one of them for validating
the rules extracted with the other. On the other hand, with
the second method we selected a sample of 20 more
representative customers which had clear drops of the
consumption in the second year of analysis. Currently,
Endesa Company is carrying out inspections with a set of
customers from the ones who were detected by our
methods.



One of the possible improvements that we could include
in our approach is based on the fact that a hand analysis is
currently needed after the application of our methods. It is
because our methods use basically as input information
the consumption data of the customers. But there is more
information that can be determining to decide to study in
field that customer (as for example the type of business,
the stationary consumption in some types of business or
even the location of the customer). Thus, we are currently
working on an expert system which takes as input all this
information from the database and so carries out the task
of the hand analysis. On the other hand, we are working
in the task of improving the detection results. For it, we
are using new input parameters and testing other data
mining algorithms.
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