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Abstract
A strong link currently exists between entrepreneurship and use of technology and the Internet, primarily because young
people increasingly use digital and online strategies to start and develop entrepreneurial initiatives. The goal of this document
analysis is to propose a reference framework for digital rights in youth entrepreneurship based on selection and analysis of
20 documents with legislation, regulations, and reports that focus on guaranteeing safe, responsible digital environments. The
study resulted in a framework for connecting digital rights and responsibilities with young entrepreneurs, based on three
main points: rights to equality and participation; rights to freedom; and rights to development, creation, and sustainability. In
addition to including concepts, practices, and applications in young people’s initiatives, the framework is useful for educating
young entrepreneurs, guiding future research, and helping public administrations to promote the guarantee of digital rights
and responsibilities for all.
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Introduction

The digital society has transformed all areas of citizens’
life due to constant Internet use. A tremendous medium
of communication with numerous uses and tools, the
Internet also generates significant dependence in society,
affecting people’s day-to-day lives and even transforming
work scenarios for young people today and in the future
(Livingstone & Third, 2017).

A discourse of Internet-related human rights is thus
emerging, independently of the broader context of gov-
ernance of the Internet (Pettrachin, 2018), where contro-
versial concerns are expressed about the relationship
between platforms, their users, and the information
obtained from platforms and given to citizens, among
other questions. With these issues comes the increasingly
urgent need to find a way to apply these values to articu-
late a set of desirable restrictions to the power exercised
by the digital world. This need represents a key challenge
and opportunity to achieving digital constitutionalism
(Suzor, 2018).

From the perspective of entrepreneurship, the COVID-
19 pandemic presents significant challenges and opportu-
nities for entrepreneurs, especially the youngest, who

choose to use the digital realm as a fundamental tool to
survive the crisis and often even prosper (Cueto et al.,
2022). Young people’s distinctive characteristics for tech-
nology use and dependence on cell phones lead them to
use the Internet to express themselves in the business
world (Smith, 2011). They employ such strategies for vari-
ous actions—for example, web page creation, social media
use (Benson et al., 2010), use of artificial intelligence ser-
vices (Huang & Rust, 2021), data-based marketing strate-
gies (Alford & Page, 2015), and development of technical
digital skills for monitoring and measuring customers’
online participation (Soonsawad, 2013).

These new situations move a large quantity of data
and involve privacy issues and other citizens’ rights.
They thus require young entrepreneurs to be careful and
to ensure that they comply with the standards and
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regulations for digital rights and obligations governing e-
commerce. Young entrepreneurs are, however, generally
ignorant of these regulations (Hannafey, 2003). Saura
et al. (2021) argues that concern for users’ privacy
increases in step with innovation and that the models
developed are increasingly advanced.

To tackle these two essential aspects of youth entrepre-
neurship, studies (like this one) have emerged that focus
on the ethical problems, challenges, demands, and conse-
quences of companies’ digital transformation. First, from
the technological perspective, the labor market demands
better digital qualification of workers and more attention
to digital transformation processes in firms. Embedded in
the digital society, firms must guarantee the digital rights
of citizens when they use communication tools and plat-
forms to socialize with society. Second, we observe expo-
nentially inverse growth in technology training for digital
security, technological development, and universal access
among entrepreneurs. This demand for qualification
occurs because training for entrepreneurship does not
include the necessary content and information in the pro-
grams offered to the new generations.

This last question motivates special interest in and
greater attention to digital rights in the areas of interna-
tional policy and research. These rights are defined as the
set of actions oriented to preservation of digital content
that people create and develop (Bechtold, 2004), as well as
of the rights of people who use the Internet. They include
digital rights management (DRM) and the digital rights
of citizens, which the Council of Europe links to responsi-
bilities. These include rights such as privacy, safety, access
and inclusion, and freedom of expression, all of which
bring with them responsibilities, such as ethics and empa-
thy, as well as others to guarantee safe, responsible digital
environments for all (Council of Europe, 2022).

An increase in the digital gap among citizens has
recently been registered due to economic, social, and cul-
tural factors. The above-mentioned COVID-19 pan-
demic made this gap more visible by situating Internet
users as potentially more vulnerable people in situations
of deprivation and violation of their digital rights (dig-
nity, equality of opportunity, freedom of expression,
etc.). Young people were also positioned as one of the
groups most susceptible to suffering certain threats and
gaps in their Internet use (Costa et al., 2017).

In addressing the needs in training for employment in
which technology plays an important role, the European
Commission’s renewed agenda for Higher Education indi-
cated the need to tackle questions related to the digital
transformation, application of digital learning strategies,
and exploitation of technology to benefit staff and students
(European Commission, 2017). Examples include initia-
tives based on telecollaboration and virtual exchange for
youth entrepreneurship in society. Both of these initiatives

focus on fostering digital competences and competences
for entrepreneurship for the 21st century: intercultural, lin-
guistic, digital, and teamwork as well as social entrepre-
neurial mindset (Sevilla-Pavón & Nicolaou, 2022).

We thus see a significant push toward educational
processes to strengthen self-employment and achieve
economic growth as a way to reduce social inequalities
and improve social cohesion through business-related
and social empowerment. Yet these education processes
include little information and education on digital rights
and responsibilities. This is the case because the topic is
just emerging and we lack directives and instructions on
proper development of Internet-focused strategies
(Ratten & Tajeddini, 2017) in the digital transformation
of companies.

Digital entrepreneurship becomes an opportunity for
young people and a social tool to encourage digital trans-
formation of companies. It includes technologies and uses
web pages, social media, applications, open education
resources, crowdsourcing, 3D printing, digital images, and
data mining, among other resources (Steininger, 2019).
Digital entrepreneurship requires a combination of legal-
technological knowledge and knowledge specific to the
creation and consolidation of firms. Such entrepreneurs
must be familiar with concepts and practices associated
with regulations on data protection, privacy, the informa-
tion society, and the guarantee of digital rights in digital
environments to enable maximum exploitation of
Technology 2.0 with awareness of ethical behavior for
and in socially responsible practices (Téllez, 2021).

We must address questions of DRM and the digital
rights of citizens related to privacy and data protection,
safety, inclusion, and other fundamental rights connected
to ethical responsibilities and empathy to guarantee a safe,
responsible digital environment by and for all. Along these
lines, Saura et al. (2021) argue that certain company prac-
tices can give rise to unethical situations that violate the
privacy of users’ personal data. As Barbosa et al. (2022)
argues, such situations can occur because entrepreneurs
lack sufficient knowledge of new data collection and treat-
ment techniques for their business models.

The use of technology in entrepreneurship provides
new opportunities for research and e-commerce, but
countless Internet opportunities also pose a series of ethi-
cal dilemmas for entrepreneurs (Hannafey, 2003), as well
as moral dilemmas for which people—not the
technology—bear responsibility. Ethical design of digital
environments must thus be a priority for firms. Digital
environments must be based on strategies that improve
users’ trust and the type and amount of information they
publish on the online market (Sembada & Koay, 2019).
For proper development of these environments, both the
people who are entrepreneurs and the users of the ser-
vices provided must know, assume, and respect their
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digital rights and obligations. It is thus necessary to gen-
erate a framework for digital rights and responsibilities
(DR&R).

The literature tackles some concepts on the topic pro-
posed in this study through related topics. We identify
two lines that contribute to this effort: knowledge of
youth entrepreneurship and questions on the importance
of digital rights; and guarantees in entrepreneurship that
focus on safety, data protection, and digital marketing.
Table 1 presents a synthesis of studies on related topics.

Within youth entrepreneurship research, we find stud-
ies that tackle knowledge of entrepreneurship (Koe et al.,
2012), digital competences (Scuotto & Morellato, 2013),
and influence of education programs (Fayolle & Gailly,
2015). Studies have also been performed on young peo-
ple’s business psychology from the perspective of com-
puter technologies (Wang et al., 2021).

Among studies related to digital rights and guaran-
tees, Niranjanamurthy et al. (2013) and Li and
Yazdanifard (2014) investigate safety in e-commerce and
accessibility and equality and Saura et al. (2021) have
written on privacy of personal data. Alford and Page
(2015) explore questions about digital rights and guaran-
tees in the study of digital marketing, while Kee and
Yazdanifard (2015) approach questions of localization;
personalization; diversification of approaches; and trust,
ethics, and honesty (among other issues) in online mar-
keting. Karppinen and Puukko (2020) analyze issues
related to citizens’ rights. An analogous study by Taylor
(2017) studies data-based discrimination in technology
use. In a systematic review of the main uses of digital
marketing, Barbosa et al. (2022) analyzed the variables
use of data analysis techniques through the dashboards
in the customer’s path in digital environments. Their
goal was to improve or drive sales, social media market-
ing, big data (cloud) analytics, digital platforms, man-
agement of reviews, and digital reputation.

Knowledge of digital rights and responsibilities for
entrepreneurship is thus a key issue for entrepreneurial
initiatives closely linked to critical and ethical indicators
of digital society. Two strategic lines promoted by the
Council of Europe converge in this topic: improving citi-
zens’ digital competence and education for digital safety
in entrepreneurship.

Taking the foregoing into account, this study aims to
develop a comprehensive framework for DR&R in youth
entrepreneurship based on studies, reports, and legal regu-
lations in effect in Europe. We call this the Framework for
DR&R in Youth Entrepreneurship and hope it will contrib-
ute to an emerging topic that focuses on safe, responsible
Internet use—that of digital rights at the intersection of
existing European frameworks for digital and entrepre-
neurial competences (DigComp and EntreComp).

We have defined the following research questions:

RQ1: What European regulations and directives regu-
late proper promotion of and compliance with digital
rights in youth entrepreneurship?
RQ2: Based on existing frameworks, what digital
rights involved in youth entrepreneurship compose a
useful framework for young people’s initiatives?
RQ3: How does the framework of digital rights and
responsibilities impact practical cases of youth
entrepreneurship?

Methodology

Design

This study follows a methodology based on biblio-
graphic document analysis, due to this method’s poten-
tial to systematize and define an emerging research field
(Casasempere-Satorres & Vercher-Ferrándiz, 2020). The
analytic procedure consists of identifying the most rele-
vant information belonging to various documents on a
specific theme; and examining, synthesizing, systematiz-
ing, and even classifying that information. The goal is to
facilitate understanding of and approaches to a phenom-
enon using various computerized procedures to systema-
tize the information and provide scientific rigor in the
process (Coffey, 2014).

Among the options available for literature reviews, we
chose this design for two reasons. The first was the
nature of the study, since the document sources are fra-
meworks, regulations, reports, and projects whose con-
tent is methodologically appropriate for qualitative
analysis. The second is the increasing boom in and pres-
tige of document analysis and its confirmed connection
in analysis of digital rights (Téllez, 2020).

Data Collection Procedure and Information Analysis

Prior to searching the databases, members of the research
team Guarantee of Digital Rights and Entrepreneurial
Initiatives: DiagnosticTEC in Pre-Professional School
Internships (Garantı́a de derechos digitales e iniciativas
emprendedoras: DiagnosticaTEC en centros de prácticas
preprofesionales) (Dig4Inn) performed content analysis,
starting from Spain’s Digital Rights Charter (Carta de
Derechos Digitales) (Gobierno de España, 2021) and the
Declaration on European Digital Rights and Principles
(2022) on youth entrepreneurship: Equality and partici-
pation; Freedom; and Development, creation, and sus-
tainability. This classification, displayed in Table 2,
guided the full process of identification, selection, and
document analysis for the bibliographic search. The tech-
nique enables detailed, in-depth research on a specific
topic based on collection, interpretation, and production
of diverse data (Harwood & Garry, 2003).
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Table 1. Studies Related to Digital Rights and Responsibilities.

Authors Main topics
Concepts on guarantee of digital rights and responsibilities and

youth entrepreneurship

Karppinen and Puukko (2020) Citizens’ rights Digital rights
Corporate governance
Social responsibility
Human rights
Digital constitutionalism
Information justice
Period of digital transformation

Alford and Page (2015) Digital rights and guarantees in
digital marketing

Adoption of technology for marketing
Barriers that impede technology adoption
Exchange of customers’ information throughout the organization
Social media
Technical competences
Databases

Elia et al. (2020) Digital ecosystem and business
ecosystem

Digital business ecosystem
Digital technologies
Collaboration
Regulatory environment
Sociotechnical paradigm
More solid and sustainable business initiatives
Protection of intellectual property
Data privacy
Replicability
Online debate tools

Scuotto and Morellato (2013) Digital competences for
entrepreneurship

Entrepreneurial knowledge
Student entrepreneurship
Technological capability. Digital competence
New technologies. Skills and capabilities
Entrepreneurship programs

Kuzmina et al. (2019) Professional competences for
entrepreneurship

Professional competences
Semantic and political-legal values
Technology use
Social interaction

Fayolle and Gailly (2015) Influence of educational
programs

Entrepreneurial intention
Business education
Teaching models
Theory of planned behavior

Perdigón-Llanes et al. (2018) Ethics and honesty E-commerce
Digital marketing
Ethics and honesty
Interaction with customers
Safety in financial transactions

Wang et al. (2021) Trends in marketing practices Ethics
Honesty
Technologies
Business psychology
Content marketing
Interaction
Cultural differences

Niranjanamurthy et al. (2013) Safety in e-commerce Computer safety
Data safety
Information safety
Integrity
Non-repudiation
Authenticity
Authorized confidentiality of data privacy
Availability

(continued)
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The goal of the selection procedure was to use a
‘‘broad network’’ to capture the multiple perspectives,
drawn primarily from the areas of digitalization and
entrepreneurship—areas with diverse interests and regu-
latory assumptions. We also searched for applications of
these issues in the sector of youth entrepreneurship pop-
ulation. One author of this manuscript searched Google
Scholar, introducing the following keywords stepwise:
Digital rights, Digital skills, Internet, Social responsibil-
ities, Digital entrepreneurship, Young entrepreneurs,

and finally EU Legal Framework. This first search iden-
tified over 50 regulatory documents. The winnowing pro-
cedure, performed by two of this manuscript’s named
authors, determined that documents were relevant for
inclusion if at least one of their subsections referred
explicitly to one of the indicators obtained. Documents
that covered the indicators only partially were consid-
ered too specific and not useful for purposes of this
study. Data saturation was reached through a dialogue
between expert team members until 100% agreement
was reached on which documents to include.

Results

We represent the results in order of the research ques-
tions posed in this study.

RQ1: What European regulations and directives regu-
late proper promotion of and compliance with digital
rights in youth entrepreneurship?

The search and winnowing procedure produced 20 docu-
ments, classified in Table 3 into different types: Overview
framework (n=5), Legislation and regulations (n=8),
Reports and projects (n=3), and Resources and tools
(n=4).

The findings contribute to DR&R not only indicators
and concepts but also their application in youth entrepre-
neurship. Some documents were negotiated as consensually
developed documents, others as regulations and legislation.

Table 1. (continued)

Authors Main topics
Concepts on guarantee of digital rights and responsibilities and

youth entrepreneurship

Saura et al. (2021) Personal data privacy Data analysis
Online marketing
Data privacy
User privacy in digital markets
Data-based innovation
Ethical design of digital environments

Romansky (2019) Privacy
Protection of personal data
Technical and organizational measures
Right to privacy

Li and Yazdanifard (2014) Safety measures
Protection of customers

Kee and Yazdanifard (2015) Localization, personalization,
diversification of approaches
and trust, ethics, and honesty
in online marketing

Ethics
Honesty
Technologies
Business psychology
Content marketing
Interaction
Cultural differences

Source. The authors.

Table 2. Analytical Matrix.

Categories Indicators

Equality and
participation

Universal access; citizens’ participation
in the digital environment;
information and freedom of
expression

Digital education
Freedom Intimacy; identity in the digital

environment
Digital safety and cybersecurity
Protection of privacy in digital

environments; personal data: access,
rectification, erasure, restriction of
processing, portability, right to
object; pseudonymity

Development and
creation sustainability

Authorship, exploitation rights,
participation of intermediaries

Technological development and
sustainable digital environment

Source. The authors.
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Table 3. Corpus on Legislation, Regulation, Reports, and Declarations Analyzed.

Document type Legislation, regulations, and reports Indicators, concepts, and application Sources

Overview
framework

Digital Rights Charter (2021) Digital rights. Conceptualization,
selection, and categorization

RedEs (Spanish government)
https://www.lamoncloa.gob.es/
presidente/actividades/
Documents/2021/140721-Carta_
Derechos_Digitales_RedEs.pdf

Declaration on European Digital
Rights and Principles (2022)

European Declaration on Digital
Rights and Principles for the Digital
Decade: Reference framework for
citizens and guide for firms and
political officials. Human-centered
digital transformation

European Commission.
2022. https://digital-

strategy.ec.europa.eu/en/
library/declaration-european-
digital-rights-and-principles

DigComp 2.1: The digital
competence framework for
citizens with eight proficiency
levels and examples of use (2018)

Digital Competence Framework.
Examples of use applied to the
fields of learning and employment.
Area/competence related to digital
rights

European Commission. JRC https://
data.europa.eu/doi/10.2760/
836968

Digital Citizenship Education.
Overview and new perspectives
(2017)

Comparative analysis of educational
frameworks for digital citizenship
(UNESCO, Council of Europe,
OCDE, EU) Tool for analysis of
sense-making practices in digital
citizenship education

Council of Europe Publishing/
Éditions du Conseil de l’Europe

EntreComp into Action. Get
inspired, make it happen (2018)

EntreComp progression model (3
competence areas and 15
competences). Case studies on
digitalization. Area/competence
related to digital rights

European Commission. JRC https://
publications.jrc.ec.europa.eu/
repository/handle/JRC109128

Legislation and
regulations

Communication: ‘‘2030 Digital
Compass: The European way for
the Digital Decade’’ (2021)

Competent citizens and companies in
2030. Four cardinal points for
mapping the EU’s trajectory:
infrastructure, education, and
competences, digital transformation
of companies and public services

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=
CELEX:52021DC0118&from=es

Data Act: Proposal for a Regulation
on harmonized rules on fair
access to and use of data (2022)

Access to and use of data generated
in the EU in all economic sectors.
European Strategy for Data (2022)

Brussels, 23.2.2022
COM(2022) 68 final https://digital-

strategy.ec.europa.eu/en/library/
data-act-proposal-regulation-
harmonised-rules-fair-access-and-
use-data

EU General Data Protection
Regulation (GDPR), 2016

GDPR rights: data protection and
online privacy, pseudonymity:
conceptualization and application

https://europa.eu/youreurope/
citizens/consumers/internet-
telecoms/data-protection-online-
privacy/index_en.htm

Ley 10/2021, de 9 de julio, de
trabajo a distancia (2021)

Rights to freedom: conceptualization
and application

https://www.boe.es/buscar/doc.php?
id=BOE-A-2021-11472

Ley de Servicios Digitales (DSA) y
Ley de Mercados Digitales (2023)

Rights to participation:
conceptualization and application.
Regulation of digital companies’
practices

European Commission

Ley Orgánica 3/2018, de Protección
de Datos y Garantı́a de los
Derechos Digitales

Rights to equality and freedom:
conceptualization and application

https://www.boe.es/buscar/act.php?
id=BOE-A-2018-16673

EU regulations for accessibility in
the digital society

Rights to equality: universal access,
accessible web and digital content:
conceptualization and application

https://europa.eu/youreurope/
citizens/consumers/internet-
telecoms/internet-access/index_
es.htm

Real Decreto Legislativo 1/1996, de
12 de abril, por el que se aprueba
el texto refundido de la Ley de
Propiedad Intelectual

Rights to development, creation, and
sustainability: conceptualization and
application

https://www.boe.es/buscar/act.php?
id=BOE-A-1996-8930 (Consulta 7
Ene 2022)

(continued)
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Some were produced by intergovernmental organizations,
others by regional, state, or supranational interests. Twelve
documents come from the EU’s system and five from
national public administrations, including legislation and
national entities. Three provide tools and examples of
proper application in the form of European projects.

We also included the two European frameworks, for
digital competences (DigComp) and entrepreneurial
competences (EntreComp), because they had unique reg-
ulatory value (Scuotto & Morellato, 2013).

RQ2: Based on existing frameworks, what digital
rights involved in youth entrepreneurship compose a
useful framework for young people’s initiatives?

To identify the digital rights involved in the area of entre-
preneurship, we started from European frameworks for

digital and entrepreneurial competences. More specifically,
EntreComp (acronym for European Entrepreneurship
Competence Framework) provides a tool to improve the
entrepreneurial competence of European citizens and
organizations. DigComp (Digital Competence
Framework for Citizens) is also presented as a tool,
although in this case designed to improve citizens’ digital
competences. These tools were developed by the European
Union’s Joint Research Centre (JRC), as the result of a
scientific project commissioned by the Directorates-
General for Education and Culture, and Employment.
Our analysis uses the versions Digital competence frame-
work for citizens with eight proficiency levels and examples
of use (Carretero et al., 2017) and EntreComp into action:
Get inspired, make it happen (McCallum et al., 2018).
Table 4 presents the European frameworks in which the
DR&R operate (DigComp and EntreComp), indicating

Table 3. (continued)

Document type Legislation, regulations, and reports Indicators, concepts, and application Sources

Reports and
projects

Digital Skills for You(th)—DS4Y
European Project

Youth Employment and Skills Strategy https://www.ds4y.eu/

Pathways 4 employ. European
Project (2018)

Digitally competent: new pathways
for new workers: Self-assessment
tool that uses EntreComp and
DigComp to map entrepreneurs’
competences and offers online
training via a learning platform.
Output: DigComp Entrepreneur
profile

http://194.30.34.75/P4E/usuario/
index_ib.jsp

http://194.30.34.75/P4Eweb/
Imagenes/usuarios/Infography_
Entrepreneur_profile.jpg

HEInnovate Project (2018) The entrepreneurial and innovative
higher education institution. A
review of the concept and its
relevance today. Conceptual paper

https://www.heinnovate.eu/en

Resources and
tools

DigCitCommit. Digital Citizenship
Coalition

Resources for five competences
(classroom teachers, district
leaders and support staff,
community stakeholders, parents,
and caregivers). Elements related to
DR&R in entrepreneurship:
communication and collaboration,
netiquette, security and privacy, e-
commerce

https://digcitcommit.org/

Facilita Emprende. AEPD Support tool for entrepreneurs and
startups with innovative
technology-based treatment

https://www.aepd.es/es/guias-y-
herramientas/herramientas/
facilita-emprende

Guı́a de Emprendimiento Juvenil. Yo
también emprendo (2021)

Digital environment tools for starting
a company

Andalucı́a Emprende. Fundación
Pública Andaluza (Consejerı́a de
Empleo, Formación y Trabajo
Autónomo. Junta de Andalucı́a)

HEInnovate Project Self-evaluation tool. Selection of
Dimensions 2 (preparing and
supporting entrepreneurs) and 3
(digital transformation and
capability). Distinguishing of
indicators with high scores.
Examples

https://www.heinnovate.eu/en

Source. The authors.
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Table 4. Digital Rights in the European Frameworks DigComp and EntreComp.

DIGITAL RIGHTS

Areas/Competences

DigComp EntreComp

RIGHTS TO EQUALITY AND PARTICIPATION
Right to universal access Area 2. 2.3. Engaging in citizenship

Area 5. 5.4. Identifying digital competence gaps
Area 2: 2.3. Mobilizing resources
2.5. Mobilizing others

Right to citizens’ participation
in the digital environment

Area 2. 2.3. Engaging in citizenship

Right to information and
freedom of expression

Area 1. 1.2. Evaluating data, information, and
digital content

Area 2. 2.2. Sharing
2.5. Netiquette
Area 3. 3.1. Developing digital content

Right to digital education Area 1. Information and data literacy
Area 2. Communication and collaboration
Area 3. Digital content creation
Area 4. Safety
Area 5. Problem solving

Area 1: 1.5. Ethical and sustainable thinking
Area 2: 2.3. Mobilizing resources
2.5. Mobilizing others
Area 3: 3.4.Working with others

RIGHTS TO FREEDOM
Right to intimacy Area 4. 4.3. Protecting health and well-being Area 1: 1.5. Ethical and sustainable thinking

Area 2: 2.3. Mobilizing resources
2.5. Mobilizing others

Right to identity in the digital
environment

Area 2. 2.6. Managing digital identity
Area 4. 4.2. Protecting personal data and privacy

Area 1: 1.5. Ethical and sustainable thinking
Area 2: 2.1. Self-awareness and self-efficacy
2.3. Mobilizing resources
Area 3. 3.1. Taking initiative

Right to digital safety and
cybersecurity

Area 4. 4.1. Protecting devices Area 1: 1.5. Ethical and sustainable thinking
Area 3: 3.3. Coping with ambiguity, uncertainty,
and risk

Right to protection of privacy
in digital environments

Area 4. 4.2. Protecting personal data and privacy Area 1: 1.5. Ethical and sustainable thinking

Rights to access, rectification,
erasure (right to be
forgotten), restriction of
processing, portability; right
to object, right not to be
the target of individualized
decisions. GDPR rights

Area 1: 1.5. Ethical and sustainable thinking
Area 2: 2.3. Mobilizing resources
2.5. Mobilizing others

Right to pseudonymity
RIGHTS TO DEVELOPMENT, CREATION AND SUSTAINABILITY

Moral right to authorship Area 3. 3.3. Copyright and intellectual property
licenses

Area 1: 1.5. Ethical and sustainable thinking
Area 2: 2.3. Mobilizing resources

Exploitation rights Area 1. 1.3. Managing data, information, and
digital content

Area 2. 2.2.Sharing
Area 3. 3.3. Copyright and intellectual property

licenses

Area 1: 1.5. Ethical and sustainable thinking
Area 2: 2.5. Mobilizing others
Area 3: 3.4. Working with others

Right to participation of
intermediaries

Area 1. 1.3. Managing data, information, and
digital content

Area 3. 3.3. Copyright and intellectual property
licenses

Area 1: 1.5. Ethical and sustainable thinking

Right to technological
development and a
sustainable digital
environment

Area 4. 4.4. Protecting the environment Area 1: 1.5. Ethical and sustainable thinking
Area 2: 2.3. Mobilizing resources

Source. The authors.

Note. DigComp: Area 1. Information and data literacy, Area 2. Communication and collaboration, Area 3. Digital content creation, Area 4. Safety, Area 5.

Problem solving. EntreComp: Area 1: Ideas and opportunities, Area 2: Resources, Area 3: Into action.
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the competence area and competence involved for this
framework within each DR&R.

First, two competences from Area 2 of EntreComp as
a whole (Mobilizing resources and Mobilizing people) are
present in most of the digital rights, especially those
involving equality and participation, intimacy, and the
General Data Protection Regulation (GDPR) (European
Union, 2016). Second, Ethical and sustainable thinking
from Area 1 of EntreComp also appears in all digital
rights tied to freedom, privacy, and data protection and
to all digital rights involving development, creation, and
sustainability (authorship, technological development,
and sustainable digital environment). Third, training in
the competences Coping with ambiguity, uncertainty, and
risk and Self-awareness and self-efficacy (Areas 2 and 3
of EntreComp, respectively) focus especially (among
other issues) on guaranteeing the rights to digital safety
and cybersecurity and to identity in the digital
environment.

Further, Area 4 of digital competence (Safety) is
found in all digital rights to freedom, safety, and GDPR
(European Union, 2016), Area 2 (Communication and col-
laboration) in fostering the competence Engaging in citi-
zenship, and Area 3 expressly in reference to Copyright
and intellectual property licenses from DigComp.

The Right to digital education is the most inclusive of
all, involving all areas of DigComp, as well as the com-
petences in Areas 1 and 3 of EntreComp (Ethical and
sustainable thinking and Working with others), which are
oriented specifically to digital education of citizens.

RQ3: How does the framework of digital rights and
responsibilities impact practical cases of youth
entrepreneurship?

Based on the review findings, we chose to focus specifi-
cally on the application of digital rights and guarantees
for entrepreneurship within a sustainable framework in
regulations, legislation, directives, and regulatory docu-
ments for entrepreneurship, which we now present. In
this document, we identify four discourses of digital
rights, linked to different ideological assumptions and
political contexts: digital rights as protection of negative
liberties (freedom of expression), positive rights and state
obligation (active citizenship, equal access), rights as a
vehicle of ‘‘informational justice’’ (protection of vulner-
abilities), and affordances provided by platforms (tech-
nological opportunities), which require the union of
individual rights, freedoms, and responsibilities
(Karppinen & Puukko, 2020).

Our study proposes a framework for DR&R for
young entrepreneurs that rests on three fundamental pil-
lars, derived from the categories used in the document
analysis: Rights to equality and participation, Rights to

freedom, and Rights to development, creation, and sus-
tainability. For each, we propose a set of rights that con-
stitute this reference framework. These rights are drawn
from our detailed analysis of legal regulations, projects,
and reports, as well as from digital and entrepreneurial
competence frameworks, as explained above.

This framework characterizes the main digital rights,
based on the knowledge society, European digital and
entrepreneurial regulatory frameworks, and these rights’
presence in youth entrepreneurship projects. We also
include practices and criteria aimed to help prevent and
handle possible situations involving violations of the
digital rights of suppliers, workers, or users from the
initiatives provided through digital environments such as
web pages, blogs, digital advertising, and social media
linked to entrepreneurial initiatives. Within the theoreti-
cal framework of DR&R and entrepreneurship, as well
as the applications and examples, we attempt to facilitate
understanding of DR&R and generate ideas and debate.

As Figure 1 shows, the first main point, termed Rights
to equality and participation, includes questions related to
guaranteeing the entrepreneurial project or initiative for
universal accessibility, citizen participation, right to
information, and freedom of expression, as well as digital
education for all citizens. The point Rights to freedom,
which focuses on issues of individual character and pro-
tection of personal data and safety in digital environ-
ments, is broader and includes protection of the right to
intimacy, care for digital identity, safety, cybersecurity,
privacy, and the rights of citizens included in the legisla-
tion on data protection and pseudonymity. Finally, the
point Rights to development, creation, and sustainability
develops issues involving relationship to other social
agents involved that are located in the environment in
which the entrepreneurial initiatives occur. We thus pro-
pose attending to the rights to authorship and exploita-
tion, participation of other intermediaries, and
technological development, while also fostering the cre-
ation of sustainable digital environments.

Next, we describe the practices recommended in youth
entrepreneurship projects for each of the digital rights
included in this reference framework and examples of
these practices.

Rights to Equality and Participation

Digital rights must include the essential right to universal
access, requiring promotion of universal, inclusive, acces-
sible, high-quality, nondiscriminatory access for the
entire population, including people with special needs.
This right must overcome gender and generation gaps
and address the distinctive situation of rural environ-
ments. It includes the rights to equality and nondiscrimi-
nation and the obligations of universal accessibility and
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protection of minors. The right to engaging in citizenship
in the digital environment includes effective access to pub-
lic information, transparency, accountability, proposal
of initiatives, and implication of people in the actions of
public administrations in their respective competence
areas.

Entrepreneurial initiatives must guarantee all users
universal access, excluding no one from accessing all ser-
vices the initiative provides through its digital environ-
ments. Enabling such accessibility involves planning the
means and measures to be adopted to reduce possible
digital gaps due to gender, age, economic status, race, or
any type of disability. For example, any type of digital
service provided must promote citizens’ participation in
its environment. Such participation is made possible by
giving users the opportunity to identify, select, propose,
and use services. For example, the initiative might pro-
pose and use different communication strategies
(Facebook surveys or tags on Instagram and Twitter) to
empower citizens and make them participants in defining
services or products.

The right to information and freedom of expression
involves receiving accurate, accessible, comprehensible
information in language accessible to any citizen. The
information provided electronically to citizens on entre-
preneurial actions must be true, neutral, concise, accessi-
ble, and easy to understand. The right to information
involves using clear, simple language that is easy to view.

The right to freedom of expression permits expressing
opinions, perspectives, or criticism on digital media,
while holding the authors of the information responsible
for any illicit content or damage to goods or third-party
rights that might require compensation. The right to
information in the digital environment includes freedom
of expression, transparency, and truth.

Internet users who access the content of entrepreneur-
ial initiatives must be duly informed of the procedures to
be followed to erase content published on the Internet’s
spaces for entrepreneurship, such as images, opinions, or
personal data. Users must be able to obtain information
on the conditions of use of the digital platforms that
house entrepreneurial initiatives and on issues related to
commercial advertising through installation of cookies
managed by companies other than the initiative itself.
Good examples of the right to information and freedom
of expression include processing data solely and exclu-
sively for the purposes of which the user has been
informed, adhering to advertising conduct codes, and
having a clear cookies policy for browsing the Internet.

The right to digital education seeks to improve citizens’
competences and skills for the digital transition and full
development. As it involves all educational agents, the
education system must work to bring the educational
community fully into the digital society and learn from
use of digital media. Education must be oriented to a
human-centered digital transformation of society that

Figure 1. Main digital rights in the DR&R framework on youth entrepreneurship.
Source: The authors.
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focuses on all persons. This effort requires that educa-
tional institutions deliver their services through digital
environments to all sectors of the educational commu-
nity: students, teachers, and parents. It especially
involves teachers, who must receive information to
acquire digital and teaching competences and compe-
tences for the transmission of values and DR&R; and
parents, concerning the education of their children.

Both training to improve digital competences and
digital transformation must be considered in training
plans for youth entrepreneurship. The right to digital
education must be included in the plans for preservice
education, refresher courses, and lifelong learning not
only for entrepreneurs but also for vulnerable groups.
The business plan for an entrepreneurial project must
consider training in digital competences as a right for
employees and enable users to browse its environment
easily through user-friendly design.

Rights to Freedom

Probably one of the most important digital rights of per-
sons in the information society is the right to intimacy.
The legislation on this issue, technological development,
and digital transformation of companies must especially
respect the right to intimacy in the work environment
related generally to use of digital devices and more spe-
cifically to video monitoring, sound recording devices
and geolocation systems. This right also includes the
right to disconnect and not to answer calls from the com-
pany in order to guarantee rest time, leaves, or vacation,
as well as personal and family intimacy. In remote work
situations, the company must fully respect the working
person’s willingness and dignity, especially guaranteeing
their right to intimacy and work-life reconciliation by
guaranteeing the rights recognized in legislation and
agreements.

We can understand intimacy and private life as defin-
ing the limits of the right to information. Entrepreneurial
initiatives must protect all manifestations of the personal-
ity of persons who use their services and of the company’s
workers in step with technological advances and use of
digital devices. Any entrepreneurial initiative that involves
young people must thus take measures to avoid violating
this right, for example, by using video monitoring or
sound recording in common areas dedicated to employ-
ees’ and collaborators’ rest or recreation. Among other
issues, it must also inform employees of the criteria for
use of technological devices in the work environment and
avoid implementing clock-in systems with biometric data.

The right to identity in the digital environment refers to
the right to manage one’s own identity, attributes, and
credentials. Identity cannot be controlled, manipulated,
or supplanted by third parties against a person’s will.

Proper management of the young entrepreneur’s identity
is crucial to protecting them against problems associated
with online reputation, or theft of property or identity. It
also helps to reaffirm that self-awareness, self-confi-
dence, and self-efficacy enable the application of differ-
ent ways to protect online reputation. We thus propose
that the young entrepreneur or student doing an intern-
ship in an entrepreneurial initiative be familiar with the
concept, elements, and characteristics of identity and
apply them to managing their own digital identity with
real, up-to-date information on social media and profes-
sional networks.

The right to digital safety or cybersecurity refers to the
right to security of communications sent and received by
Internet, ensuring that suppliers of the services inform
users of their rights. This right includes protection of
devices and digital content, as well as understanding the
risks and threats in digital environments. One of the most
important issues for companies is protecting the informa-
tion handled daily. In the face of constant threats due to
failed security, one must have a plan with measures on
how to respond to such incidents. It is important for the
young entrepreneur to ensure that the information sys-
tems used for their personal, professional, or social activ-
ity have the proper security measures to guarantee the
integrity, confidentiality, availability, resilience, and
authenticity of the information processed. They must
have a risk analysis and risk management report for han-
dling personal data, with measures to identify and man-
age properly complex incidents such as risks from attacks
by cybercriminals on the web and less complex incidents
such as identification of false profiles, fake news, spam,
or attempted scams, such as phishing.

The right to protection of privacy in digital environ-
ments is the right to have one’s personal information
treated according to the information divulged by digital
services governed by a ‘‘privacy policy.’’ It is important
for young entrepreneurs to know how to use, manage,
and share identifying or sensitive personal information
without exposing either themselves or third parties to
risk. When they use the Internet, they must decide
whether to accept, configure, or reject the installation of
cookies in their browser while they are working. They
must also distinguish between appropriate and inap-
propriate content to share on the firm’s Twitter account
to ensure that their privacy and that of their co-workers
remains safe. If entrepreneurs receive training or orienta-
tion during the design of their entrepreneurial project,
they will realize the importance of hiring SSL services
during the creation of a webpage or app and defining
clear privacy policies for users with necessary and suffi-
cient information so that both the entrepreneur and
users feel safe. Any entrepreneurial initiative must
include clear, up-to-date information in its privacy
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policies about the type of data gathered and type of pro-
cessing to be performed.

Related to this right, we find the rights to access, rectifi-
cation, erasure (right to be forgotten), restriction of pro-
cessing, and portability, and the rights to object and not to
be the target of individualized decisions. In the European
zone, these rights are contained in GDPR rights
(European Union, 2016). The right to access enables
someone to request information from the person responsi-
ble for any file about them if their personal data are being
processed. The right to rectification permits the person
affected to request modification of data that are inexact
or incomplete. The right to erasure (right to be forgotten)
is the right to have personal data eliminated after so
requesting. The right to restriction of processing is any-
one’s right to demand of the person in charge that their
data be processed only for the purposes they authorized.
The right to portability of data involves being able to
request that the person in charge provide the personal
data in a clear structure and format to another person.
The right to oppose is the right of a person to oppose the
processing of their personal information. The right not to
be the target of individualized decisions guarantees that the
person not be the target either of decisions based only on
processing of any data of theirs that have been collected
or of development of profiles that have legal consequences
for them or that affect them significantly. Young people’s
entrepreneurial initiatives must consider the principles of
transparency, minimization, integrity, confidentiality, and
limitation of processing for the personal data they use to
perform their entrepreneurial project according to the leg-
islation in effect. We thus propose that, within the frame-
work of rights inherent in matters of protection of
personal data, any user browsing the webpage of an entre-
preneurial initiative should be able to exercise their right
to oppose nonconsensual processing of their data without
their explicit consent. Similarly, in a training or workplace
scenario, the young entrepreneur can, with guidance, iden-
tify the type of information they must include relative to
rights to access, rectification, portability, restriction, and
objection. One way to integrate this right into an entrepre-
neurial initiative in some jobs is to grant a right to specific
processing, to be forgotten, and to have any data collected
preserved only for a specific amount time and for the pur-
poses expressly agreed to.

To preserve anonymity when necessary, the right to
pseudonymity requires access to digital environments on
conditions of pseudonymity, according to the technical
possibilities available and the legislation in effect, as long
as personal identification is not required to perform the
tasks belonging to this environment. When personal data
are handled, young entrepreneurs’ initiatives must
protect—through design and by default—any type of
personal data in any data life cycle by using processes

for pseudonymization or anonymization. Thus, when the
entrepreneur persuades, involves, or inspires other peo-
ple to perform any activity related to the entrepreneurial
initiative, their identity can be anonymized to protect
personal data. For example, one may preserve partici-
pants’ anonymity in an opinion survey on the quality of
the services provided.

Rights to Development, Creation, and Sustainability

Within the framework for DR&R in youth entrepreneur-
ship, DRM is important. The long trajectory of this term
has for decades involved antiplagiarism programs and
access control technologies used by publishing houses
and copyright holders. Guaranteeing DR&R in this envi-
ronment thus requires moral right to authorship, exploita-
tion rights, and the right to participation of intermediaries.
Moral (or personal) rights are the rights to have author-
ship recognized, to decide about the dissemination of a
work (and its retraction), and to have the work’s integ-
rity respected (and thus also modified). These rights are
irrevocable and inalienable from the author throughout
their lifetime (and subsequently, from their heirs).
Economic rights are the rights to exploit the work in any
way, especially the rights to reproduce, distribute, commu-
nicate publicly, and transform the work. They may not be
performed without the author’s authorization, and they
involve the right to remuneration. The right to participa-
tion of intermediaries is a related (or connected) right that
protects intermediaries’ contribution of making original
creations available to the public (artists who interpret or
perform works, audiovisual producers, broadcasting
entities, etc.). These entities are part of the reproduction,
not the creation, of works. The rights of producers of
audiovisual recordings can be transferred, granted, or
made the subject of contractual licenses.

Anyone starting a business must ensure legal and ethi-
cal standards to protect intellectual property when pub-
lishing content in entrepreneurial initiatives. Young
entrepreneurs must guarantee the right to authorship and
know how to request data, information, and digital con-
tent under copyright, as well as different types of intellec-
tual property licenses. They must request use, respect
authorship of photography, and cite permission properly.
Identifying the type of license and looking for images
with CC licenses for use on webpages or requesting
authorization from a person to publish their image on
the webpage are examples of good practices of the right
to authorship.

Exploitation rights apply in the case of images from a
digital image bank that are used to design a tutorial to
train personnel from the entrepreneurial initiative or stu-
dents in internships. One example would be the business
owner’s transmission of exploitation rights from a
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computer program created through a work relationship,
exclusively and with the reach needed to exercise the
usual activity at the time the program is delivered.

Knowing and applying copyright regulations to use
digital content and information when this property is
managed by intermediaries and/or distributors is a fun-
damental premise any entrepreneurial project must
address. In an audiovisual production, rights are the
property of the producer, who must authorize any repro-
duction and copies. Another example is exploitation
rights (among others) for an app as part of an entrepre-
neurship project at an educational institution.

Further, development of technology and digital envir-
onments must pursue environmental sustainability and
commitment to future generations. The right to technolo-
gical development and a sustainable digital environment
may be combined insofar as the right to technological
development coexists with the need for sustainability,
durability, reparability, etc. of devices and systems to
encourage a sustainable digital environment. For this
reason, it is important to manage material, nonmaterial,
and digital resources properly in the digital environment
of the entrepreneurial initiative. One must always turn
ideas into action while respecting the environment.
Measures young entrepreneurs can adopt in their entre-
preneurial initiative include acquiring equipment with
high energy efficiency in the project or designing a set of
‘‘commandments’’ for responsible use of equipment to
encourage energy conversation.

Discussion and Conclusions

This study has proposed a framework for connecting
DR&R with young entrepreneurs, focusing on their edu-
cation in an issue of increasing importance due to the
massive expansion of the Internet. This framework char-
acterizes the main digital rights, based on the knowledge
society, European digital and entrepreneurial regulatory
frameworks, and these rights’ presence in youth entrepre-
neurship projects. It also includes practices and criteria
aimed to help prevent and handle possible situations
related to violations of the digital rights of suppliers,
workers, or users from the initiatives provided through
digital environments such as web pages, blogs, digital
advertising, and social media linked to entrepreneurial
initiatives. Within the theoretical framework of DR&R
and entrepreneurship, as well as the applications and
examples, we attempt to facilitate understanding of
DR&R and to generate ideas and debate.

Our proposition is grounded in two pieces of evidence
latent in the literature review of youth and entrepreneur-
ship and in the corpus of the different types of documents
analyzed. First, following the pandemic, we observe that
entrepreneurial spirit increased in young people—in

Millennials and Generation Z, with their presence in
small and large businesses (Liu et al., 2019). Second,
more frequent use of the Internet and social media for e-
commerce requires young people to seek and encourage
opportunities for interaction (Kee & Yazdanifard, 2015;
Kuzmina et al., 2019; Perdigón-Llanes et al., 2018; Wang
et al., 2021), increase in social capital (Benson et al.,
2010), and use of services for buying and selling products,
goods, and services.

In accordance with indications from other studies, our
approach stresses the importance of specific distinctive ele-
ments of the digital entrepreneurial ecosystem in
regulation—among others, protection of intellectual prop-
erty (Elia et al., 2020), privacy and protection of personal
data (Elia et al., 2020; Romansky, 2019; Saura et al.,
2021), ethics (Kee & Yazdanifard, 2015; Niranjanamurthy
et al., 2013; Wang et al., 2021), honesty (Perdigón-Llanes
et al., 2018), adoption of safety measures (Romansky,
2019; Li & Yazdanifard, 2014), confidentiality, integrity of
data, and security of data and information
(Niranjanamurthy et al., 2013).

Given entrepreneurs’ knowledge gap concerning data
collection and treatment, described by Barbosa et al.
(2022), this document analysis and the proposed frame-
work were prepared from the perspective of education.
These authors address the need to evaluate the relevance
of education programs, as Fayolle and Gailly (2015) argue,
to attend to the needs and expectations of the digital soci-
ety. We cannot expect to discover DR&R by pretending
that they are different from the fundamental rights already
recognized in the corresponding legislation, or that the
digital environment is established on some source of new
citizens’ rights. We argue that it is important to ensure that
educational processes promote education among entrepre-
neurs of the future to guarantee users’ DR&R in digital
environments. We also believe that entrepreneurs’ knowl-
edge of these rights will be assumed as a joint responsibil-
ity, not only of professors and specialists but also of the
business owners and institutions that promote youth entre-
preneurship (Green, 2013; Scuotto & Morellato, 2013).
The rights and freedoms present in international law and
declarations are applicable to entrepreneurial initiatives
present on the Internet. Guaranteeing rights in digital
environments means that all entrepreneurs—whether par-
ticipants, recipients, or professionals—are obligated to
respect these rights and the right to administrative and
legal protection of their rights in digital environments, fol-
lowing the legislation in effect.

Limitations, Implications, and Recommendations for
Future Research

This study is not free of limitations. First, conceptual
approaches differ greatly depending on the sector in
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which the business is being established, with very high
diversity of initiatives and projects. Second, the potential
for growth and business ideas must be alert to the risks
and problems on the Internet, as these are increasingly
present in the digital society. Any future prediction
involving digital rights must take these issues specifically
into account. Third, document analysis does not permit
a qualitative methodology that provides in-depth under-
standing of the phenomenon studied based on saturation
obtained with other instruments (e.g., interviews).

We believe that the main implications derive from the
connection between young entrepreneurs’ rights and
responsibilities and a strong ethical and social compo-
nent. Individual users, governments, industry, and public
institutions have an obligation to maintain the integrity
of the Internet community (Council of Europe, 2022).
Envisioning mechanisms for fair, equitable participation,
in which users’ powers are distributed optimally, will be
the main challenge for the future. Those facing this chal-
lenge can draw inspiration from existing and emerging
best practices, such as Wikipedia and blockchain tech-
nology, which permit the decentralization of control and
power and the emergence of ‘‘real’’ online direct democ-
racy in economically difficult times.

The golden rule is Do unto others as you would have
them to unto you. Users must also try to read the terms of
use on the websites, platforms, and applications they use.
Each device, software system, application, and program
has its corresponding legal documents that explain the
user’s rights and responsibilities and—perhaps even more
importantly—those of the website, platform, or applica-
tion used. It is a challenge for all young entrepreneurs to
exercise the right to use each and every digital technology,
while simultaneously assuming the responsibility to use
them in a safe, responsible way. Such practice means
understanding their rights, as well as the procedures to be
followed if their rights or those of other online users are
violated. We identify three main actions to take in the case
of violations of rights: ignoring the content, blocking the
person who made the offensive comments, and/or report-
ing the person.

From the social perspective, we believe such action is
necessary because cybersecurity and data violations are
an imminent threat to any company and can be a signifi-
cant concern for SMEs (Téllez, 2021, p. 27). We have
thus developed this framework for DR&R in youth
entrepreneurship as a model on these matters.

From the research perspective, the study responds to
the need for theoretical development in the field of busi-
ness ethics, as Hannafey argued in 2003 and as demon-
strated by the small amount of literature found on
social media in digital businesses from 2013 to 2018
(Perdigón-Llanes et al., 2018). Our study also addresses
the gap identified by Saura et al. (2021) on the need to

provide information on using users’ personal data in
e-commerce, based on current GDPR regulations in
Europe and reference frameworks for European and
Spanish entrepreneurs. From different perspectives,
these regulations and frameworks urge entrepreneurs to
care for and protect citizens’ rights from the data
market.

Ultimately, this article highlights the main contribu-
tions of 20 documents on DR&R that entrepreneurs
should consider and know. Because this study is linked
to document research, its approach and results may be
useful to future research that focuses on education for
entrepreneurship; studies on digital marketing, informa-
tion gathering strategies, and data analysis of webpage
and social media users. They may also be useful for stud-
ies on the adoption of technologies and on technologies
that tackle processes for digitalization of companies as a
product of entrepreneurship. Our analysis has established
important guidelines and foundations for theoretical
development of new content to be incorporated into the
processes for educating young entrepreneurs. Along these
lines, a recently published study, The Youth Workers’
Competence Framework for Entrepreneurial Learning
(Kocxak, 2022), presents an interesting direction for
young entrepreneurs’ education and learning. The study
provides insufficient guidance, however, on digital train-
ing. Although it includes the competence Empowering
young people on how to access resources by using right
digital tools to increase their entrepreneurial knowledge,
we believe subsequent development of the issues in our
framework will be needed in the future.

The research agenda for digital business spirit associ-
ated with information technology identifies the different
competitive challenges that young entrepreneurs typically
encounter by type of digital start-up, digital product or
service, sales, and logistics mediated by information tech-
nologies and network externalities (Steininger, 2019).
Some of these challenges are overcoming the chicken and
the egg problem with scarce resources, administrating
privacy (and considering how doing so is linked to net-
work externalities), protecting digital products from
being imitated or copied, and administrating and captur-
ing value created by the user.

Effective guarantee of rights in the digital era imposes
obligations on public powers to enable full access to
technology tools by which people can develop their per-
sonality in the contemporary world concerning digital
reality (Rallo, 2020). Far from helping to ensure that the
number of persons involved in business behavior remains
low (Geldhof et al., 2014), DR&R must form part of
business spirit. They must provide a viable and tested
path to economic growth and personal fulfillment that
helps to decrease the discrepancy between business atti-
tudes and action through education programs that foster

14 SAGE Open



development of business spirit in today’s youth anywhere
in the world (Llisterri et al., 2006).
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