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Abstract

Business Process Management Systems (BPMS) have emerged in the IT arena as cornerstone in
the automation and orchestration of complex services for organizations. These systems manage
critical information that is crucial for the organizations. The potential cost and consequences of
security threats could produce information loss for the reputation of organizations. Therefore, the
early response regarding to the non-compliance of security requirement is a real necessity overall
during the business process execution. Currently, an active response requires a human intervention
with high know-how and expertise in both business process management and security. In this
paper, we propose an initial work which presents an open-source proactive infrastructure for the
automatic continuous monitoring and checking compliance of security requirements at runtime of
business processes.
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1. Introduction

The growing trend towards the automation and externalization of the activities that compose the
Business Processes (BP) by means of Technology Infrastructure (TI), have been carried out
frequently by means of Business Process Management Systems (BPMS). The problem is that this
externalization has increased the security risks in the organizations. Nevertheless, security issues
are mostly overlooked by default in BPMS, such as security controls (i.e. integrity checking)
cannot be included in the BP model and there are no mechanism to check the compliance of
security requirements at runtime.

Process-Aware Information Systems (PAIS), in the book by Weske (2007), is the most accepted
framework to support the various stages of the business process life-cycle, including automated
enactment and execution of business processes through Business Process Management (BPM).
The enactment stage is the most critical phase in the BPM life-cycle. Since the cost and
consequences of non-compliance of security requirements in that stage could range from mildly
annoying to catastrophic, with serious injury occurring or systems destroyed, reputation losses,
confidentiality losses, etc. Therefore, it is crucial to monitor business processes during the
execution to check the compliance of security requirements in order to react as soon as possible.
Currently more than 90 percentage of small and medium enterprises onto the Spanish market are
not aware of the no compliance of certain security laws such as LOPD by AEPD (1999). The



deployment of an infrastructure which helps to react automatically can raise a competitive
advantage against competitors in a very changing market.

In order to be aware of the security issues, it is necessary to monitor the business processes. Weske
(2007) distinguishes between Monitoring at enactment stage and Business Activity Monitoring
(BPA) at evaluation stage of the life-cycle. On the one hand, Monitoring is used to visualise the
state of process instances and log information during the execution. On the other hand, BPA is
used to apply analysis techniques; such as Process Mining, in the logged data to check, for
instance, the quality of models or the accuracy of the execution. The monitoring taxonomy
proposed by Gonzalez (2001) distinguishes two types of monitoring at runtime: active monitoring
that provides information of the current state of business process instances; while passive
monitoring provides status information about running business process instances upon request.
Will van der Aalst (2012) highlights that monitoring is one of the case uses less considered in
BPM arena in the last decade. Even less, BPA is apply completely disjoint of security issues.

Unfortunately, current monitoring and analysis techniques leave out security issues and data
management of business processes such as mentioned by Gonzalez et al. (2011). Traditionally,
monitoring is only specified at operational level in order to check general properties of the
business process execution (e.g. performance, number of instances, current state, etc.) Moreover,
monitoring disregards information with respect to the domain-specific security problem. In
general, this data involved in the monitoring process is captured on-line since most of variables
are unknown at design either at implementation stage. On the other hand, the analysis of event
trails is the final stage since reactions are not defined at all. It must be desirable to provide
proactive solutions that enables to send a countermeasure to the business process once detected a
non-compliance issue.

In order to reduce this limitation, we propose an infrastructure and architecture based on a
Security Information and Event Management (SIEM) system to overcome the gap between
monitoring, security compliance, and proactive response in a BPMS. The infrastructure aims to
provide BPMS with features for the continuous monitoring, the automatic compliance checking of
security requirements, and the active response at runtime of business processes.

The rest of the paper is structured as follows: Section 2 describes the different parts of the
architecture; Section 3 shows an illustrative case study where all parts of the infrastructure are
configured and a security non-compliance is detected and alarms are generated; in Section 4
conclusions are drawn and future work is proposed.

2. Architecture description

Nowadays, SIEM technologies aim to collect, store, analyse and report on log data for regulatory
compliance and forensics. It implies the analysis of a set of complex events produced during the
process execution. Montesinos et al. (2012) analyse how SIEM technologies can also help to
automate several security controls from ISO/IEC 27002 and NIST SP 800-53 standards.

We propose to extend the infrastructure of a BPMS by means of SIEM such as shown in Figure 1.
The proposed architecture is based on the runtime auditing layer included in Process Aware
Information System (PAIS) such as proposed by Goémez-Lopez et al. (2015). Gomez-Lopez et al.
provides an infrastructure to check the conformance of the persistent data managed and data-flow
in a business process. Nevertheless this infrastructure only supports the data-flow and other
information related to the business goals, but security aspects were not included.
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Fig 1. Framework for security compliance and monitoring of business processes.

The architecture proposed in this paper is encompassed of three separated parts that are
responsible for: Continuous Monitoring, Security Compliance, and Active response. The
architecture follows a control-flow which has been highlighted by means of slashed arrows also
numbers has been included to show the step-by-step path for the information.

BPMSs facilitate business processes to be deployed and enacted, where the control information
produced can be collected by a customer. Thereby the SIEM is responsible for collecting and
recording the audit trails for the agents. The function of the agents is to monitor the events
produced during the business process executions, sending these trails into log collections to the
SIEM. Subsequently SIEM is able to analyse by means of checking the compliance of the security
requirements. In case of non-compliance detection, the SIEM is already prepared to send signals
or alarms (depends on the event) to the BPMS as a reaction. More detailed descriptions for each
part of the infrastructure is given in the next case study where a case study shows how security
problems are detected at runtime of business process execution.

3. Case Study: Detection of Losing Data Integrity

The case study is based on the infrastructure shown in Figure 1, although equivalent software
could be used, for our poof of verification in particular the BPMS is a Bonita BPM framework by
BonitaSoft (2015) deployed over an Apache Tomecat server. Regarding the processes we have used
the Travel Request blue-print included in the BPMS as proof of concept AlientVault (2015)
OSSIM is used as SIEM system in order to collect and check the compliance of certain rules.

3.1. Continuous Monitoring



At the beginning (Step 1 of Figure 1, Execute/Enact), Business process is enacted in a BPMS.
During the execution of the process, several event traces are produced (Step 2 of Figure 1,
Generate) event traces of execution. Monitoring those traces means to be aware of the business
process execution state, collecting and analysing the events. The continuous monitoring can be
carried out through the generation of event traces during all the life of each business process

instance.

Event traces can be generated automatically in the format provided by the BPMS, or they can be
customized in order to gather all the information needed by including, for example, Groovy (2015)
connectors into the process definition. We could choose other formats such as XES traces as
introduced by Giinter (2015), as standard to store logs. Figure 2 shows an example of customized
log trace obtained from the execution of Travel Request.
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Fig 2. Event logs examples from various executions.
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Simultaneously, an OSSEC agent deployed into BPMS server collects all traces generated to take
them to SIEM (referred as Step 3, Continuous Monitoring). Logs can be analysed in order to
check security requirements established, for instance Segregation of Duties (SoD) or Binding of
Duties (BoD). Using this methodology even more complex requirements that require correlation
of events could be customized at SIEM level to facilitate the analysis.

3.2. Security Compliance

When the OSSEC agent receives the logs collection, this is sent to be analysed in accordance to a
set of rules that reflects security requirements to be checked. The analysis consists on applying a
set of steps (Steps from 3.1 to 3.3 of Figure 1):

1. Decoder: To flatten and split the information in the event logs in order to extract certain data
from the data-flow execution, such as tasks, variables, data, users, roles, etc.



[varfossec/etc/local_decoder.xml

<decoder name="Bonita">
<program_:ame>Bonitadfprogram_:ame)

</decoder>

<decoder name="bonita-start">

<parent>Bonita</parent>

<prematch>A [START ACTIVITY]</prematch>

<regex offset="after prematch"-rActivity ID: (\5+) Activity Name:
(\5+) bonitaConscleUrl: (\5+)</regex>

<order> id, extra data, url</order>
</decoder>

fvar/ossec/rules/local_rules.xml

<group name="syslog, Bonita,">
<rule id="10200" level="0">
<decoded as>Bonita-BPM</decoded as>
<description>Rules for Bonita</description>
</rulex
<rule id="10201" level="3">
<if s5id>10200</if =sid>
<match>DATA INTEGRITY COMPROMISED</match>
<description>Data integrity error at Bonita</description>
</rulex>
</group>

Fig 3. Configuration of rules at AlientVault OSSIM.

2. Matching: The information decomposed in the previous step provides the items to select the
security requirements to be applied. If the data matched with the conditions established at the
rule, and the order sequence of events (cf. Figure 4is also achieved, then the rule can be
released. An example of rule configuration can be observed in Figure 3.
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Fig 4. Correlation rule set-up at AlientVault OSSIM.



3. Response: In case of matching a rule a response must be triggered in order to act in
consequence of the non-compliance of security requirements. SIEM has been set-up to
generate an alert and special security ticket in order to be checked by a security administrator.
The alerts generated when a rule is triggered are registered in the Analysis — Alarms section
of the SIEM such as shown in Figure 5
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Fig 5. Security alarm triggered.
3.3. Active response

Following SANS (2014) definition, Active Response can be defined as the ability to automatically
respond against a triggered event. Nevertheless, the response must be adapted with regard to the
security requirement. Depending on the security requirement the response should require moderate
actions or severe actions, such as send alerts messages or send signals to the business processes in
order to lock the execution.

For instance, a rule is unsatisfied due to the compromising of a file integrity. The response could
be sent an alert to security administrator to check possible corruption of the file system. In case of
Segregation of Duties (SoD) could compromise the confidentiality of information. Hence, a signal
has to be immediately sent to the running business processes instances in order to lock their
execution while the error is being repaired.

The interaction with business processes at runtime can be carried out through services provided by
the BPMS. For instance, Bonita Soft (2015) provides a Web REST API (2015) in order to interact
with business processes, the BPM engine, and the BPMS.



4. Conclusions and forthcoming work

An integrated approach for the automatic continuous monitoring and checking compliance of
security requirements at runtime of business processes has been proposed in this paper. The
proposal describes how to set-up the infrastructure based on open-source solutions in order to
reach automation of business processes, security requirement compliance checking at runtime, and
the active response. In order to test the feasibility of the proposal the infrastructure has been tested
in a case study where losing data integrity has been detected and alerts have been generated.

The main drawbacks are the flexibility regarding the mapping of security requirements and
business process models and the limited syntax and semantic that AlientVault SIEM offers to
represent rules and the engine to check certain rules. As future work we propose to extend the
infrastructure more specifically the Security Compliance part with an Intelligence Engine based on
Constraint Data Base (CDB); such as Labelled Object-Relational Constraint Database Architecture
(LORCDB Architecture), proposed by Gomez-Lopez et al. (2009), to store more complex security
requirements. On the other hand, we propose to consider aspects related to flexibility such as
proposed by Martinho (2010) in order to improve the mapping between security requirements and
business process models.
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