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Abstract. Business processes involve data that can be modified and
updated by various activities at any time. The data involved in a business
process can be associated with flow elements or stored data. This data
must satisfy the business compliance rules associated with the process,
where business compliance rules are policies or statements that govern
the behaviour of a company. To validate the correctness of a business
process, it is necessary to validate the managed data before and dur-
ing the process instantiation, since none of the activities of a process can
work correctly using incorrect data. The analysis of the correctness of the
business process is typically related to the activity executed according to
the value of a data variable in each case, that verifies whether the model
and the log conform to each other. The incorporation of the study of
the correctness of the semantic of data value (called Business Data Con-
straints) is also consider essential. The execution of the correct activity
according to the data is fundamental: it is no less important, however,
to validate the correctness of the input data of a business process, and
whether it affects the workflow and the compliance of the policies. In this
paper, every special characteristic for the analysis of the correctness of
data in a business process is studied, as is how the classic techniques can
be improved for the validation, diagnosis and decision-making support
concerning data in Business Processes.

Keywords: Business data constraints · Data validation · Data diagno-
sis · Decision-making data support

1 Introduction

Many companies have adopted Process-aware Information Systems (PAISs) to 
support their business processes in some form [1]. PAIS is a software system 
that manages and executes operational processes involving people, applications, 
and/or information sources on the basis of process models. It provides a way 
to manage data stored in a repository layer. The business process description 
includes a workflow model, a set of business rules or policies, and the data 
exchanged during the execution. The correctness of the business process implies



the correctness of these three aspects. The analysis of the correctness of business
processes is typically related to the activity executed according to the value of a
data variable in each case, by verifying whether the model and the log conform
to each other [2]. The use of relational databases as a repository where the
changed data is stored instead of log events is considered in [3], and papers such
as [4] highlight the importance to validate the correctness of data in PAISs,
although it remains a challenge as to how to find a fault in data instead of in a
decision related to data. Therefore conformance checking analysis on log events
is insufficient [5] to claim correctness in a business process.

We also consider it essential to incorporate the study of the correctness of the
semantic of data values, especially in PAISs. The execution of the correct activity
according to the data is fundamental: it is no less important, however, to verify
the correctness of the input data of a process, and whether it affects the workflow
and the compliance of the policies. It is crucial to validate the managed data
before and during process instantiation, since none of the activities of a process
can work correctly using incorrect data.

Although log events can include data information, the natural place to store
data is in a database. Data must satisfy business process policies in terms of
their possible values and relations during the process execution, and for every
instance. The study of the evolution and change of data produced by a sys-
tem has been addressed in various domains by using model-based diagnosis [6],
although it cannot be applied directly in a business process since a BP has special
characteristics that need to be analysed in order to adapt the classic techniques.
These techniques must be improved to provide for the validation, diagnosis and
decision-making support of data. The analysis of correctness of data in business
processes holds a special complexity, since the data used is not always produced
by the business process itself, the fault can be intermittent, and the data can be
aggregated and used in different instances.

The study of data correctness according to the process implies several deci-
sions, such as:

– When should the problem be studied?: At design time, runtime
or post-mortem time? The data model correctness is essential to ascertain
whether the data model is correct [7]. Furthermore, since, in business processes
data is continuously created, updated or eliminated, a validation analysis is
necessary to preserve high data quality at runtime. It is especially important in
systems where there is a high degree of exchanged data, since it is necessary to
maintain aspects such completeness and correctness according to the business
goals.

– What analysis is needed?: Validation, diagnosis or decision-making?
Depending on the aim of the data analysis, different parts of the model and
data are necessary. The validation of an instant implies to analyse the current
data, while the diagnosis include to study the data evaluation in the past, and
the decision-making support provokes a reasoning of the possible paths that
an instance can execute in the future.



– What is the objective of the analysis?: Data, activities, compliance
rules or a combination of a number of objectives? Depending on the
type of business process and the latency of change that a BP supports, the
possible causes responsible for a malfunction can differ. For example, for very
a mature process, the cause of a malfunction is typically the introduced data,
although if the policies are very changeable, they can be a source of the prob-
lem, or if the process has a high level of human interaction, it is more likely
that the input data is the responsible for a malfunction.

The rest of the paper is organised as follows: Sect. 2 depicts the com-
ponents of a business process model where the stored data and compliance
rules are analysed. Section 3 explains the various characteristics that need to
be adapted from classic model-based diagnosis to the business process area.
Section 4 explains the differences between the various types of analysis (valida-
tion, diagnosis and decision-making support). Section 5 details how the above-
mentioned objectives are performed. Finally, conclusions are drawn and open
issues are explained in Sect. 6.

2 Modelling the Business Processes for Correctness
Analysis of Data

In order to compare the expected behaviour of the system with the real behav-
iour, it is necessary to design the process and to extract the observations pro-
duced. This implies to consideration of a pair {SD, OBS}, where SD is the
system description and OBS is a set of values of the observable variables. The
process model is formed of a workflow, a set of business rules that describe the
semantic of the data values, and a relational database schema. In the following
subsections, these parts of the model are given in detailed, together with the
observational model extraction.

2.1 Process Model Workflow

The elements that can conform a process model to support data validation or a
diagnosis process are:

– SE, one start event to initialize the process.
– EE, a set of end events, with at least one element.
– A, a set of activities that defines the model of the process.
– CF, a set of control flow patterns (AND, OR, XOR) that describes the possible

branches to execute.
– Cond, a set of conditions associated with the control flows OR and XOR, that

describes the paths that the process can take depending on the values of the
variables in the dataflow. These conditions are evaluated at runtime, when the
values of the variables are known.



2.2 What Are Business Data Constraints?

The compliance rules which represent the semantic relation between the data
values are called Business Data Constraints. BDCs are used to describe the
possible correct data values that are introduced, read and modified during the
business process instances [8]. BDCs are a fundamental part of the model to be
validated or diagnosed, since they describe the correct value relations between
the involved data. BDCs are presented as Numerical Constraints that involve
stored information and dataflow, and can be expressed as a Boolean combination
of arithmetic constraints for Natural, Integer and Float domains, following the
grammar introduced in [9], where it is important to highlight that the variables
participating in the constraints can come from the database or from the dataflow.

Regarding to how the rules are integrated in a framework to complement the
business process model, in [10] there is an in-depth analysis concerning the inte-
gration of rules and process modelling and the shortcomings of existing solutions.
The BDCs can be defined as either an invariant of the process, and therefore
associated to the whole process, or as a contract (pre- or post-condition) for an
activity or a set of activities. To support the storage, extraction and query of
these constraints, the Constraint Database LORCDB is used [11,12]. The exam-
ple shown in Fig. 1 presents a process example where BDCs are associated as
pre-conditions, post-conditions, and invariants of the model.

Fig. 1. Example of a process with Business Data Constraints and Data State Objects

2.3 Relational Database Model

A Relational Database is a collection of predicates over a finite set of variables
described by means of a set of relations. A relation R is a data structure which
consists of a heading and an unordered set of tuples which share the same type,
where A1, A2, . . ., An are attributes of the domains D1, D2, . . ., Dn.

The set {A1:D1, A2:D2, . . ., An:Dn} is a relational-schema. A relation R
defined over a relational-schema S is a set of assignments for each attribute for
each domain. Therefore, the relation R is a set of n-tuples:

{A1:d1, A2:d2, . . ., An:dn}, where d1 ∈ D1, d2 ∈ D2, . . . , dn ∈ Dn.



2.4 Observational Model

The most important data changes in a business process are made persistent in a
relational database. For this reason, the observational model contains the tuples
of the database that refer to the variables included in the BDC. Depending on
how these variables are introduced into the process models and hence into the
database (such as input variables, triggered in the database, or derived by an
activity), they play different roles in the diagnosis processes. These roles include:

– Input Variable. Variable whose value is introduced by the user in one of the
activities of the business process model. It is a possible origin of problems if
the data is incorrect.

– Derived Variable. Variable whose value depends on the value of other vari-
ables (input or derived variables). This means that its value is not intro-
duced as an input, but it is calculated/created from other values. Therefore a
derived variable cannot be responsible for a malfunction itself, although it can
be involved in an incorrect BDC or it can be produced from incorrect input
variables.

– Key variables. Set of variables that differentiate one tuple from another.
They correspond to the primary key attributes of the relational model. These
variables form a very important part in the diagnosis process since they enable
one tuple to be isolated from another, but can seldom be determined as the
origin of a problem.

– Query variables. Set of input variables and subset of key variables used to
describe the set of tuples introduced and/or modified in an activity. These vari-
ables depend on the activity, and on the moment when the validation/diagnosis
analysis is executed. These variables can be transferred through the activities
as dataflow while they do not change in a process instance.

A tuple is a set of attributes {A1, A2, . . ., An}, Input Variables (IV),
Derived Variables (DV), Key Variables (KV) and Query Variables (QV), and
the properties of these sets of variables are:

– {A1, A2, . . ., An} = IV ∪ DV ∪ KV ∪ QV
– QV ⊆ KV
– QV ⊆ IV
– IV ∩ DV = ∅

3 Special Characteristics of Data Management Problems

Although business process analysis fortunately does not consider component
degradation or deterioration as physical systems, it does contain other complex-
ities and special characteristics, the most important of which are listed in the
following subsections.



3.1 High Level of Human Interaction and Intermittence of Faults

None of the activities of a process can work correctly using incorrect data.
Although activities may work correctly, the people that interact with them can
work incorrectly and introduce incorrect values. This is especially important
when there is a high level of human interaction, since humans can introduce
intermittent faults in the system. The intermittence of faults makes the detec-
tion and the diagnosis of faults difficult, since an inconsistence detected during
the execution of an activity does not imply a malfunction in the activity, or that
this fault may appear in the future.

Some typical examples where intermittent faults in data can be found are:

– Financial applications, where several items of data are introduced by hand
from application forms.

– Medical applications that use data introduced by different types of medical
staff and places, for example data concerning blood test results.

– Electronic equipments, which produce a major quantity of data, that can cause
intermittent faults, such as loose or corroded wire wraps, cracked solder joints
and broken wires.

3.2 High Use of Stored Data

As mentioned before, data involved in the diagnosis is not strictly limited to that
flowing in the process, some data is also stored in databases. This implies that
the quantity of data involved in an instance can be very large, and problems of
poor data quality must be detected and determined.

Some of the attributes of a relation can be described as Primary Key
Attributes which means that “two tuples of a relation cannot have the same
values for their primary key attributes”. The relation between two tables is
described by referential integrity. Two tables can be related by means of their
Primary and Foreign Key Attributes, described in the literature as the relational
model. Referential integrity is a database concept which ensures that relation-
ships between tables remain consistent. When one table has a foreign key to
another table, the concept of referential integrity states that a record may not
be added to the table that contains the foreign key unless there is a correspond-
ing record added to the linked table. The division of the related data into several
tables helps in data integrity but makes the validation of the relation of the data
values more difficult, since they are disseminated in various tables. The data
involved in a BDC can therefore be found in various tables, and it is necessary
to denormalize the information using the primary and foreign keys.

Moreover, the relational model is very detailed and is therefore difficult to
understand and query by non-expert users, because it is isolated from how the
data objects are modified during the process execution. BPMN 2.0 [13] and
further improvements of its capacity to describe the data stored states give the
capacity to enrich the model [14,15]. Thanks to these proposals, instead of a
relational model, the Conceptual Model and Object-Relational Mapping (ORM)



are used to facilitate the description and management of the stored business data
objects, as shown in Fig. 1.

3.3 Combination of Business Rules and Data

Data is not the only aspect that can be modified during a business process
execution. The compliance rules that describe the policies and the goals of the
process also tend to be modified and updated to represent the necessities of
the companies. The changeability of the policies makes the process adaptable to
new conditions at runtime. For this scenario, the question becomes What type of
element of the model can be held responsible for a malfunction? Only activities,
only data, only business rules, or a combination of data and business rules?

Suppose that there are three different possible diagnoses, such as: 15 input
data; 3 BDCs; or 2 BDCs and 5 input data at the same time. It is not possible
to ascertain which is the most probable fault, since this can depend on:

– The number of introduced items of data. For example, if 16 items of
data are introduced from the last validation or diagnosis, it is high improbable
that 15 values are incorrect, but it is less improbable when 10, 000 items of
data have been introduced.

– Are the rules tested sufficient? When a business rule has just been
included in a model, it is likely that is has been insufficiently tested, and
therefore it is more probable that other rules are incorrect.

– Who has introduced the data? Not all people in a company are equally
reliable, and therefore this is an important factor when deciding between two
possible diagnoses.

– Who has introduced the rules? A similar thing occurs with the rules,
since different users can be more trustworthy when introducing rules.

– The complexity of typing the data or rules. Regardless of the person
who introduces the process information, not every item of data or rule has the
same complexity to be introduced, for example it is easier to introduce a fault
into a number of 20 digits than into a number of 2 digits.

3.4 Data Shared Between Cases

The data of an instance is not independent from the data of other instances,
since the same relational database is shared. This implies that the same data
and rules can be involved in different validation or diagnosis processes for dif-
ferent instances. This implies that the final diagnosis needs to consider that the
explanation of a malfunction in a case must also explain the good or wrong
behaviour in the others.

For this reason, in a diagnosis process, it is necessary to incorporate every
items of data involved in the independent-variable cluster. An independent-
variable cluster is a set of BDCs whose variables are not involved directly or
indirectly in another independent-variable cluster, thereby assuring that every
variable involved is taken into account in the problem. A formal definition is:



Definition: Cluster of BDCs with Independent Variables. Let BC rep-
resent all the BDCs of a process, let B be a set of BDCs where B ⊆ BC, and
let V(B) be the set of variables involved in B. Therefore B is a Cluster of BDCs
with Independent Variables iff V(B) ∩ V(BC−B) = ∅, and B is minimal, which
implies that � ∃/B’ ⊂ B | B’ is a Cluster of BDCs with Independent Variables.

3.5 Data Uncertainty and Exoneration Principle

In the tables that form the database, it is usual to find unknown values dur-
ing a process instantiation (null information in the database). This means that
this data has not yet been introduced, because the instance has not finished or
the data is not always necessary. This uncertainty needs to be included in the
model to be validated or diagnosed, and this complicates the process since the
exoneration principle, typically used in classic diagnosis, cannot be taken into
account. The exoneration principle determines that a satisfiable BDC cannot
contain incorrect variables and be correct itself at the same time. For business
processes, this principle is not applicable since variables can be uninstantiated
(null values), and the BDCs do not always determine strong relations between
the variables (such as equal relations), since they can use soft data variable rela-
tions, such as <. For this reason, it is only possible to deduce incorrectness of
BDCs for the tuples, but not correctness of BDCs applied to specific data.

4 Past, Present and Future of the Data in a Process
Instance

The model described in Sect. 2 can be used for various purposes: the analysis
of the validation of the model according to the data stored and data life-cycle
(Subsect. 4.1); the diagnosis of the cause responsible for a found malfunction
(Subsect. 4.2); or aid in the data introduction in the process to prevent future
errors (Subsect. 4.3).

4.1 Data Validation

It is extremely complicated to determine how companies can adequately inte-
grate their business objects stored in databases into a process model. Further-
more, it is possible to find non-conformances between the data model and the
evolution of the states included in the workflow model [15]. The importance
of data life-cycle validation has been the focus of several papers, where the
data evolution during the business execution has been modelled as artifacts
[7,16,17]. Artifact-centric proposals permit verification of the data model cor-
rectness according to their pre- and post-conditions, and the study of the possible
data evolution. Artifact-centric solutions are especially focused on complex data
models, such as those for the n : m relation between objects [18].

In order to ascertain whether the data model and the stored data are consis-
tent with the business process model, a systematic analysis is necessary on what



activity modifies the state of the data, and which is the state of the stored data.
It implies determining the relation between the data objects stored in the data-
base and the activities that compose the business process model that modifies
their states. However it is not only important to analyse the business data life-
cycle, since the states of the objects are modified for activities of the model, and
therefore the data life-cycle needs to be consistent with respect to the workflow.
The possible states that an object can satisfy, and where it is read or written
must be analysed. Certain analyses must assure that every object is in at least
one state, or prevent that an object from satisfying two incompatible states.

4.2 Diagnosis to Find the Origin of the Problem

Not only is it crucial to ascertain that something is wrong, it is also essential to
diagnose where the problem is in order to solve it and for it to be prevented in
the future. Another major issue in diagnosis is to find the minimal diagnosis: the
minimal possible number of conflicts that explain a malfunction in an efficient
way. Minimal explanation of the problem is desirable, since model-based diag-
nosis is based on the parsimony principle [19]. It states that, among competing
hypotheses, that with the fewest assumptions should be selected. A malfunction
is visible when a discrepancy between the expected behaviour and the observed
model is found. The objective is to determine what minimal part can explain
the problem.

In relation to the persistence layer and dataflow, relational databases have
been used in the business process, for example in [20] which presents a solution
where data is audited and stored on a relational database. However, no valida-
tion of the semantics is performed for this persistence layer and the business
rules. In papers such as [21], the necessity to resolve a fault after detection is
identified, unfortunately the data aspect is not included. In previous papers, the
possibility of finding incorrectness in input data is introduced [9,22], although
many challenges related to this problem are ready to be resolved as mentioned
in the section future work.

4.3 From Data-Based Decisions to Decision-Making About Data

Several research studies have been published to improve the decision-making
support during a business process execution. These decisions tend to be related
to the execution of an activity analysing the values of the data involved in
the process [23–25]. But when the goal of a process is oriented towards the
decision-making support about data, instead of concerning the decision based
on the data value of a process instance, we are faced with a completely different
problem. The decision-making support about data is especially important when
the information that flows between the activities can be introduced by the users.
The user has sometimes to decide on which value to introduce while taking into
account the potential actions in order to make the process instance correct [26],
or for process outcome optimization [27]. In the business process scenario, this
implies the analysis of all the possible branches that can be executed, and the



Fig. 2. Diagnosis, Validation and Decision-making in BP

decisions that can be taken in the future. If the decision made is incorrect, it will
affect other decisions in the future, or it may even make it impossible to finish
the instance correctly. The requirement for decision support always arises when
decisions have to be made in complex, uncertain, and/or dynamic environments.
From the point of view of input data values, the correctness of a business process
is based on the correctness of the compliance rules that describe the policy of
the company. For this reason, we propose a solution where the decision-making
support for input data can be integrated into the business process instances,
to inform the user about the possible values of the input variables, thereby
rendering the instance of the business process consistent.

Figure 2 graphically depicts what parts of the model are used in accordance
with the Validation analysis (Present), Diagnosis (Past including stored data),
and Decision-making about data (analysing every possible paths that an instance
can take in the future). In the three contexts, business data constraints are
needed, and are incorporated into the analysed model.

5 Solving the Challenges

In order to transfer the capacity to manage data as a fundamental part of the
business process enactment, it is necessary to propose a methodology that sup-
ports the solution of the problems introduced. The steps that are followed to
extract the necessary part of the model (Fig. 3), and the observational model
include: (1) Building a referential integrity graph that relates the data involved
in the database to ascertain the independent cluster variables; (2) Extracting the
BDCs involved in each case; (3) Creating the observational model joining the
tuples in accordance with the stored data and the BDCs; and (4) Creating and
solving using Constraint Programming Techniques [28] and a Max-CSP to find
the minimal-conflict sets [9], or creating a CSP to validate the current process
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Fig. 3. Steps to evaluate the stored data

state. If decision-making support is performed, in Step 4′, a BPMN-Graph [29]
needs to be included to ascertain the possible paths of the instance in the future.

6 Conclusions and Future Work

This paper emphasises the importance of changing the point of view in busi-
ness processes: from data-based decisions to decisions about data. It implies the
validation, diagnosis and decision-making in business processes where the aim
of the analysis is data-centric, especially when there is a database with a great
quantity of shared information. For this reason, the required composition of the
model (workflow, database schema, BDCs and data states) it is detailed, and the
observational model is extracted from the relational database. The special char-
acteristics of data management for validation and diagnosis have been listed, and
the steps to perform the different scenarios are presented. Several open issues
have also been included in the paper, such as: the possibility of combining data
and compliance rules at the same time as making a minimal diagnosis; the neces-
sity to validate the data model of the stored information and the workflow; the
uncertainty related to the unknown variables produced by the null values; or
the challenge that supposes the incorporation of the trustworthiness of the users
into the model.

The difficulties of stored data management have been applied to local rela-
tional databases, but obviously the complexity increase exponentially with big
data, that implies volume, variety, velocity, and veracity of data sources.
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