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ABSTRACT This paper presents a threat management methodology for Unmanned Aircraft Systems (UAS)
operating in the civil airspace. The work is framed within an Unmanned Traffic Management (UTM) system
based on the U-space initiative. We propose a new method that focuses on providing the required automated
decision-making during real-time threat management and conflict resolution, which is one of the main gaps
in the current U-space ecosystem. Our method is capable of handling all commonplace UTM threats, as well
as selecting optimal mitigation actions, trading off efficiency and safety. Our implementation is open-source
and fully integrated in a UTM software architecture, implementing U-space services related to emergency
management and tactical deconfliction. We demonstrate our methodology through a set of realistic use cases
with actual UAS operating in civil airspace. For that, we performed field experiments in an aerodrome
with segregated airspace, and we showcased that the methodology is capable of autonomously managing

heterogeneous threats in real time.

INDEX TERMS UTM, U-space, UAS, threat management.

I. INTRODUCTION

Although they have been extensively used for military
purposes for a long time, Unmanned Aircraft Systems (UAS),
or drones, are becoming lately quite popular for commercial
and civil applications. Indeed, some sources [1] predict a total
market value of 10 billion euros per year by 2035, with up to
400,000 drones providing services in the airspace by 2050.
Among this wide variety of civil drone applications, we can
find examples like last-mile delivery [2], surveillance [3],
infrastructure inspection [4], traffic monitoring [5], media
production [6], or health emergency situations [7].

As a consequence, interested parties have started to
regulate and restructure the Very Low Level (VLL) civil
airspace (below 120 m) to meet UAS requirements and
integrate them [8]. In fact, UAS integration into civil airspace
may be one of the most revolutionary events since the
appearance of Air Traffic Management (ATM). Traditionally,
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ATM has been handled by means of voice communication
through a centralized Air Traffic Control entity. However, the
rise of UAS operations at a large scale makes it necessary
to redesign the paradigm for airspace management, in order
to achieve a better scalability and distribute responsibilities
among different stakeholders and actors. There are already
relevant initiatives for the integration of UAS into the VLL
civil airspace. On the one hand, the National Aeronautics and
Space Administration (NASA) created the concept for UAS
Traffic Management (UTM) [9], to enable safe, large-scale
operations with UAS in low-altitude airspace [10]. On the
other hand, Europe has recently extended this UTM concept
by proposing the U-space ecosystem [11].

In this context, the European Union (EU) has recently
published a new regulatory framework for UAS [12], [13].
This regulation establishes three risk-based categories for
UAS operations: (i) an Open category, which only includes
low-risk operations with no involvement of the National Avi-
ation Authority (NAA); (i) an Specific category that requires
the submission of a risk assessment to the NAA for operation
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FIGURE 1. Left, the team of fixed- and rotary-wing UAS used to demonstrate the approach for threat management. Right, the ATLAS test
facilities (Spain) where the experiments were carried out.

approval [14]; and (iii) a Certified category, which is for
operations with risks at the level of classic manned aviation.
Moreover, three additional EU regulations [15]-[17], which
will be applicable from 2023, establish the framework for
safe drone and manned aircraft operations in the U-space.
These regulations introduce new services for drone operators,
allowing them to carry out more complex and longer-distance
operations, particularly in Beyond-Line-Of-Sight (BLOS) and
congested traffic conditions. Besides, the Joint Authorities for
Rulemaking on Unmanned Systems (JARUS),! made up of
various NAAs and airspace stakeholders, is trying to converge
to a common procedure for risk identification and assessment
in UAS operations. In this sense, JARUS has published
a procedure called Specific Operational Risk Assessment
(SORA) [18], which can be used to evaluate potential risks
and propose mitigation actions for UAS operations within the
Specific category.

The work in this article has been developed within the
context of the European project GAUSS,” whose main
objective was leveraging the high-performance positioning
functionalities provided by the Galileo ecosystem for U-space
operations. In these U-space operations, while UAS are
flying, unexpected events or threats might occur, leading to
dangerous situations. Therefore, as a result of the GAUSS
project, we proposed a generic software architecture [19]
for autonomous threat management in U-space, providing
the required U-space services for tactical deconfliction
and real-time decision-making. In [19], we described the
overall architecture with the different U-space services
involved, as well as preliminary simulated experiments for
validation. In this article, we extend our previous work
by describing the specifics of a novel methodology for
autonomous threat management in multi-UAS operations,
fully integrated within the aforementioned U-space software
architecture. Furthermore, we implement and demonstrate
our methodology on actual fixed- and rotary-wing UAS (see
Figure 1), through an experimental campaign in the ATLAS
Test Centre.’

1 http://jarus-rpas.org
2https://projectgauss.eu
3 http://atlascenter.aero/
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The main contributions of this work are as follows. First,
we introduce the main concepts of the U-space initiative
linked with threat management (Section II-A), and we
review other relevant works about emergency management
and multi-UAS conflict resolution (Section II-B). Second,
we propose a new methodology for threat management in
multi-UAS operations in the U-space (Section III). After
providing a general overview (Section III-A), we identify a
generic set of threats that can occur during UAS operations
in the U-space (Section III-B). Then, our methodology is
based on proposing a set of mitigation actions that are
evaluated in terms of cost and risk level, in order to take
optimal decisions in an autonomous fashion (Section III-C).
Our approach is flexible enough to accommodate additional
types of threats or mitigation actions in the future, and
it has been implemented as open-source software for the
community. Third, we demonstrate our methodology for
threat management in real flight tests, integrated within a
U-space framework (Section IV). We defined a set of use
cases for multi-UAS operations involving the different types
of threats identified by GAUSS (Section IV-A); and we
validated our methodology through a series of field trials in
the ATLAS Test Centre (Sections IV-B and IV-C). Finally,
we draw the main conclusions of this work and point at future
lines for further development (Section V).

Il. BACKGROUND

In this section, we introduce the concepts of the U-space
initiative, mainly those associated with threat management,
including a review of related work on emergency manage-
ment and conflict resolution methodologies.

A. U-SPACE

U-space is a collaborative effort among researchers, industry,
and regulators to enable the integration of UAS operations
within the VLL civil airspace, providing UAS situational
awareness and digital communication with manned aviation,
ATM service providers, and legal authorities. There exists a
roadmap to deploy U-space in Europe, consisting of the four
phases depicted in Figure 2. Each phase will propose a new
set of services with increasing complexity and integration
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FIGURE 2. The implementation roadmap for the U-space initiative [11],
consisting of 4 deployment phases.
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levels between UAS and manned aircraft, as well as an
upgraded version of the existing services in the previous
phases.

The U-space core consists of a UTM system with software
modules that provide services to the involved actors. The
complete list of defined services can be consulted in [20], and
their current level of development in [21]. U-space services
can be classified in those that play a role in the preflight
operation phase or those activated during flight:

o Preflight services involve the functionalities required
to prepare and schedule a UAS operation. The aircraft
and the operator need to register (E-registration), and
the initial flight plan has to be handled before being
accepted (Flight planning management). Then, the
pilot may get assistance through information about
predefined restricted areas (Pre-tactical geofencing)
and the resolution of possible conflicts before flying
(Strategic deconfliction).

« In-flight services involve the functionalities required to
handle the operation after the UAS has taken off. This
includes updates for the operator (Tactical geofencing)
or the UAS itself (Dynamic geofencing) regarding
geofences during the flight. Also, tracking information
about the current position and predicted trajectory for
each UAS (Tracking). This information is then used
to create a situation of the airspace (Monitoring) and
to generate warnings and contingency actions under
possible threats (Emergency management). In order to
keep a safety distance between aircraft and geofences,
alternative plans could also be suggested in-flight
(Tactical deconfliction).

« Last, there are some services that can be activated both
in the preflight or in-flight phase. These services pro-
vide identification (E-identification), weather forecasts
(Weather Information) or more generic information
(Drone Aeronautical Information Management), create
an interface with the ATC (Procedural Interface with
ATC and Collaborative interface with ATC), or control
and manage the UAS density in the airspace (Dynamic
Capacity Management).

In this paper, we propose a methodology for autonomous
decision-making in real-time threat management. This means
an implementation of the Emergency Management and Tac-
tical Deconfliction services defined in U-space. According
to [21], these services have not been fully addressed by
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FIGURE 3. Graphical representation of the operational volume of a UAS
operation. Given a flight plan (white points), the green cylindrical volume
around represent its OV, including the Flight Geometry (darker green) and
the Contingency Volume (lighter green). An example geofence volume is
represented in red.

current UTM systems, existing a notorious implementation
gap. In particular, these services belong to the U2 and
U3 implementation phases, which are scheduled between
2021 and 2029.

Another relevant concept in U-space is the definition of the
Operational Volume (OV) of a UAS operation (See Figure 3).
The OV is a 4-dimensional space that consists of a single
or multi-segmented 3-dimensional volume around the flight
plan, with a temporal component representing the time and
duration that the volume will be occupied, as part of an
operation. The OV indicates the intent of an operator to
perform an operation and maintain the aircraft within the
bounds of the volume at all times. After the OV for a
proposed UAS operation is established, this volume stays
reserved to ensure a safe operation. Given the temporal
component of an OV, geographic overlapping is allowed
between operations as long as they are separated in time.
The OV is composed by: the Flight Geometry, which defines
the volume of airspace where the UAS is intended to remain
during its operation; and the Contingency Volume, which is
an outer surrounding volume to account for environmental or
performance uncertainties.

B. RELATED WORK FOR THREAT MANAGEMENT

Even though we focus on UAS, the threats commonly handled
by manned aircraft and Remotely Piloted Aerial Systems
(RPAS) can be taken as a good starting point to study
unexpected events in the airspace and how to manage them.
In [22], the characteristics of airborne conflict occurrences
are detailed. Manned aviation controller guidelines to handle
emergency situations are also presented in [23]. Moreover,
authors in [24] describe a set of common RPAS specific
emergency situations and derive corresponding contingency
measures whenever feasible. They study the usability of
existing procedures and standards coming from manned
aviation, and then they extend some cases to unmanned
aviation or RPAS (e.g., electrical failure and navigational
failure). Regarding UAS, the EU-funded project CORUS*

4https://WWW.sesarju.eu/projects/corus
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defined a new approach for the threat concept framed in the
U-space. A threat is considered an unexpected event that
may happen and cause harm when UAS are operating in
the U-space. This project has published an exhaustive list of
possible threats and events that may happen during a UAS
operation in U-space [25].

In the literature, there are multiple works that address threat
management in the airspace for UAS, but mainly focusing
on particular types of threats. They can be split into two
main categories: (i) approaches to cope with emergency
events that cause malfunctioning UAS; and (ii) those dealing
with conflict resolution, with other vehicles or no-fly zones.
Within the first category, the authors in [26] propose some
procedures to address certain events of malfunctioning UAS
(e.g., a motor failure, a GPS failure, or a loss of orientation).
The specific failure of loss of command and control
communication link is considered in [27]. In [28], a struc-
tured approach to classify contingency sources and select
contingency reactions depending on the severity is developed.
Also, many works manage these malfunctioning situations
by means of emergency landing operations [29]-[35]. For
example, works in [29], [30] center on landing operations in
the case of unpowered UAS. The detection of safe landing
zones can be done using machine learning techniques [31]
or vision-based approaches [33]. An overview of automated
emergency landing systems can be found in [32]. In [33],
it is presented a guidance, navigation, and control method for
an automated emergency landing system with a fixed-wing
UAS. Harmsel et al. [34] propose a meta-level emergency
landing planner to calculate safe paths for small UAS when
low-energy reserves are detected unexpectedly while flying
over populated urban environments. Moreover, an emergency
management architecture has also been presented for piloted
or autonomous aircraft in [35]. They design and implement
an adaptive flight planner that dynamically computes feasible
flight plans in response to events that degrade aircraft
performance.

Regarding the second category, conflict resolution can
be approached in a pre-flight (strategic deconfliction) or
in-flight phase (tactical deconfliction). Pre-flight solutions
usually formulate the problem as multi-agent path finding.
The authors in [36] propose a priority-based method and
a negotiation method to solve this problem in a distributed
manner, assuming the existence of multiple U-space service
providers. In [37], a heavily constrained urban airspace
with a high density of UAS traffic is tackled. They apply
the one-way street concept plus heading/altitude rules to
segment the airspace, and delay- and speed-based actions
to resolve conflicts. An approach for the Dynamic capacity
management service defined in U-space is implemented
in [38]. Pre-flight UAS planning is enhanced with a dynamic
reconfiguration algorithm, to balance airspace allocation by
rescheduling alternative trajectory options to route away from
possible congested areas.

In terms of in-flight conflict resolution, see-and-avoid [39]
and velocity-obstacle methods [40] have been traditionally
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used for UAS collision avoidance. More recently, the use
of 4D bubbles for conflict management has been applied in
the U-space [41]. Moreover, a method to predict conflicts
and adapt the velocity vectors to avoid them has been
proposed [42]. This method has also been extended [43] to
consider the operation priorities established in the U-space
policy. Other works present high-level architectures for
U-space. In [44], a software modular design is introduced,
but not focusing on decision-making procedures. The authors
in [45] do implement a U-space architecture for conflict res-
olution, focusing on functionalities which involve the use of
vehicle-to-vehicle and vehicle-to-infrastructure technologies
for communication between UAS and operators.

Most of the previous works address threat management
focusing on specific types of threats, either emergency
situations or inter-vehicle conflicts. The main contribution
of our work is proposing a holistic methodology that
considers multiple kinds of threats and mitigation actions
in an integrated decision-making procedure. We selected
a set of common threats and mitigation actions in UAS
airspace operations, but the framework is general enough
to accommodate additional ones in the future. A second
contribution is that our framework is integrated within
the U-space initiative. On the one hand, the considered
threats, mitigation actions, and airspace constraints, are
in line with those defined in the U-space. On the other
hand, our implementation is based on the actual U-space
services and has been tested within a software architecture
replicating them [19]. Last but not least, most of the existing
works, except for the one in [45], only provide results in
simulation. There have also been recent field trials to test
conflict resolution procedures in civil airspace [46]. However,
this work reproduces predefined maneuvers instead of per-
forming real-time decision-making. Instead, we demonstrate
our methodology working on illustrative use cases with
actual UAS and an actual U-space software architecture.
In summary, we take ideas from previous works to define
sets of relevant threats and mitigation actions in U-space
operations, and then we develop a generic framework for
autonomous real-time threat management. Our methodology
accepts threats of multiple types and, according to a certain
categorization, feasible mitigation actions are evaluated to
make optimal decisions.

Ill. METHODOLOGY FOR THREAT MANAGEMENT

In this section, we describe our methodology for threat
management in the U-space. First, we provide an overview
of the problem and our solution. Then, we identify and
provide a description of the threats that may occur during
multi-UAS operations in the U-space. Finally, we describe
our decision-making procedure to apply the corresponding
mitigation actions.

A. OVERVIEW
We consider a set of UAS operating in a common airspace,
where each operation has a predefined priority established
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FIGURE 4. Overview of our threat management methodology.

by the operator. These priorities are later used to decide
which UAS will modify its flight plan in case of conflict (if
two UAS are in conflict, the least critical varies its plan).
Then, we consider different threats that may happen during
the in-flight phase of the operation, from a predefined set
of types. Each type of threat has associated a severity level,
which will determine the kind of mitigation actions to apply.
Given the operations in course and the detected threats, our
problem is to decide the best mitigation actions to apply
to each UAS, in order to manage all threats and solve the
existing conflicts at the same time that the U-space constraints
are held.

Figure 4 depicts an overview of the elements considered
by our methodology: in orange, the different types of threats;
in red, the U-space constraints to be taken into account;
in blue, the possible mitigation actions; and in green, the
U-space services involved. Once we have a list of detected
threats and their types (see details in Section III-B), this
information, together with the active U-space constraints,
is input to a decision-making procedure that selects the
optimal mitigation actions for the required UAS. A multi-
objective optimization is carried out in order to select actions
maximizing efficiency and safety. The different mitigation
actions and the selection procedure will be described in
Section III-C. As it was explained in Section II-A, our
threat management methodology is applied in real time,
using in-flight U-space services. In particular, the decision-
making procedure is implemented through the Emergency
Management service, which uses the Tactical Deconflic-
tion service to compute alternative flight plans when
needed.
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B. THREAT TYPES

Reviewing the literature on threat management (see
Section II-B), we have identified a list of relevant threats
that cover most of the unexpected events that may occur
during multi-UAS operations in the U-space. In the
following, we describe the different types of threats that we
consider:

o UAS within its Contingency Volume. The UAS is out
of its Flight Geometry but still within its Contingency
Volume. In this situation, the UAS is considered under
control, because it is still within the Operational Volume,
but minor mitigation actions could still be applied so that
it returns to its Flight Geometry.

o UAS out of its Operational Volume. In this situation, the
UAS is considered out of control, as it is flying out of its
Operational Volume. Therefore, a mitigation action will
be required to solve this occurrence.

o Loss of minimum separation. In U-space, there is a
minimum safety distance between each pair of UAS,
which is determined by the sum of the radii of both
Operational Volumes. If two UAS are closer than the
safety distance, a mitigation action will be necessary to
avoid a potential collision.

o Geofence intrusion. This happens when a UAS enters a
geofence, i.e., a forbidden 4-dimensional volume (e.g.,
a static no-fly zone specified by the authorities before
operation or a restricted area dynamically created by the
U-space during operation). In this situation, a mitigation
action to leave the volume will be mandatory.

e Geofence conflict. This happens when a UAS detects
along its flight plan a geofence that was not planned to
be there. In this case, the UAS should avoid entering that
geofence and then resume its operation.

o Alert warning. Authorities (e.g., fire-fighters, emer-
gency corps, etc.) or stakeholders could notify a
wildfire, a bad weather forecast, or any other threatening
event. Those occurrences should be managed with the
corresponding actions.

o Technical failure. A technical failure is an unwanted
error of technology-based systems. In the case of UAS,
this can involve hardware or software components.

o Communication failure. This entails a loss of com-
munication between the UAS and the U-space service
provider, which is an event of difficult solution.
Emergency actions will be taken in order to mitigate
potential damages.

o Lack of battery. This event implies the impossibility of
ending the UAS operation ordinarily.

o Jamming attack. A jamming attack consists of an
attempt to jeopardize the Global Navigation Satellite
System (GNSS) signal of a UAS.

o Spoofing attack. A spoofing attack is a situation
in which a malicious person or software fakes the
UAS information, e.g., so that it seems to be located
somewhere else, instead of at its right location. This kind
of threat is rather difficult to detect.
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TABLE 1. Specified data for each threat.

\ Threat data type
Field type Field name Description
integer threat_type Threat type, as described in Section I1I-B
integer threat_id Each new threat has a unique identifier
integer(] uav_ids List with identifiers of the threatened UAS
integer[] geofence_ids List with identifiers of the geofences involved
integer(] priority_ops | Priorities of the operations involved in the threat
4D waypoint location Waypoint (z,y,2,t) where the threat was detected

TABLE 2. U-space constraints.

‘ Constraints
‘ Source ‘ Name ‘ Description
UAS Autonomy Maximum distance the UAS can still flight
Speed limit Maximum UAS speed
Flights Scheduled flights Flight plans of all UAS
Tracks UAS positions in real time
VLL definition Volume of air below 150 m above ground level
Airspace Geofences 4D volumes (x,y,z,t) for each restricted flight zone
Landing spots Waypoints in (x,y) where UAS could land

o GNSS degradation signal. In an era of increasing
wireless radio frequency congestion, GNSS systems are
becoming more at risk of signal degradation due to
interference. GNSS signal deterioration typically occurs
by signal masking caused by natural (e.g., foliage) and
man-made (e.g., buildings) obstructions, ionospheric
scintillation, Doppler shift, and antenna effects. This
degradation could result in partial or total loss of the
UAS tracking.

It is worth noticing that, although we focus on the previous
list of threats (some of them are tested in Section IV
with field trial use cases), we believe those categories are
general enough to accommodate all possible U-space events.
Additional events could fit in some of the mentioned types,
as they would produce similar effects on UAS flight plans.

C. DECISION-MAKING PROCEDURE

This section describes our decision-making procedure to
select the best mitigation actions for each UAS. In terms
of U-space architecture [19], this decision-making procedure
is implemented within the Emergency Management (EM)
service. The EM component is in charge of centralizing all
information related to the events that may become a threat,
and applying the corresponding mitigation actions. Besides,
if an alternative flight plan needs to be computed for the
UAS in conflict, the EM relies on the support of the Tactical
Deconfliction (TD) service, which is a U-space component
providing non-conflicting flight plans.

In the decision-making procedure (see Algorithm 1), the
EM takes as input the information of each detected threat,
as specified in Table 1, together with the U-space constraints
described in Table 2. As output, the EM can decide to take
the three different types of mitigation actions defined in
Table 3: type A, to send a specific command or notification
to a particular UAS operator, e.g., flight termination, going
back to the flight plan, alert warning, etc.; type B, to create a
geofence to isolate the detected threat; and type C, to propose
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Algorithm 1: Decision-Making Procedure

Input :7 <« list<threat>,
C « uspace_constraints

1 S < obtain_severities (7)

2 T < sort(7,S)

3 foreach thin T do

4 Type <— action_type (th.threat_type)
5 if Type == A then

6 a < newAction (th,C, TYPE_A)

7 sendAction (a)

8 else if 7ype == B then

9 a < newAction (th,C, TYPE_A)

10 b < newAction (th,C, TYPE_B)

11 sendAction (a, b)

12 else if Type == C then

13 M <« TD (th,C)

14 & < bestManeuvers (M)

15 foreach i in N do

16 ¢ < newAction (th,C, TYPE_C, &[i])
17 sendAction (¢)

18 end

19 end

20 end

TABLE 3. Definition of the possible mitigation actions proposed by the
methodology.

‘ Mitigation action type ‘ Description ‘

Sending a specific command or notification to a
A particular UAS operator, e.g., flight termination,
going back to the flight plan, alert warning, etc
Creating a geofence to isolate the detected threat
Proposing an alternative flight plan to one or
several UAS operators for solving a conflict

an alternative flight plan to one or several UAS operators for
solving a conflict. In case several threats are simultaneously
detected, they are solved in order of decreasing severity
(lines 1-2 of Algorithm 1). The severity is defined as the
level of damage that a threat can cause in the airspace (e.g.,
in principle, the damage that a spoofing attack can cause is
bigger than that of a UAS which leaves its FG volume). The
severity level of each type of threat is manually determined
by U-space operators.

Regarding the implementation of the mitigation actions,
in the actions of type A, the EM acts just sending a command
or notification to the corresponding UAS operator through
the U-space communication layer (line 7 of Algorithm 1).
In the actions of type B, the EM creates a new geofence
that will be stored in a database of the U-space architecture.
This database is in charge of storing all updated operational
information related to both UAS and geofences. Besides
creating the geofence, a command or warning is also sent
to the UAS (line 11 of Algorithm 1). In the actions of
type C, the EM sends alternative flight plans to the UAS
involved in a conflicting situation. The EM asks the TD
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TABLE 4. Different maneuvers considered to propose alternative flight
plans for a UAS.

Identification Description

1 Route to the destination avoiding a geofence
Route back home
Route to land in a landing spot
Route to the destination getting out of a geofence as soon as possible
Route avoiding an aerial vehicle which is too close
Route to go back as soon as possible to the FG and resume the flight plan

|| B W

module for alternative flight plans, providing information
related to the threat to solve (i.e., the type of threatening
situation, the data of the affected UAS operations, and the
active geofences). Then, the TD attempts different types
of maneuvers, selected from those in Table 4, to generate
a list of alternative flight solutions for the involved UAS
(line 13 of Algorithm 1). Last, the EM chooses the optimal
solution for each UAS among the possible alternatives
according to a multi-objective optimization problem (line
14 of Algorithm 1). It is important to remark that, although
our methodology has the ability to operate autonomously,
the current regulatory restrictions do not allow to operate
UAS in a totally autonomous manner. Human supervision
for accepting or rejecting the alternative flight plans is still
mandatory. Nonetheless, we expect more flexibility in the
near future in terms of regulation, as authorities are pushing
for an Unmanned Aircraft System Traffic Management as
much automated as possible.

A threat management methodology should be able to
evaluate the operation and propose alternative solutions that
are safe, minimizing risks. However, a UAS operation not
only needs to be safe but also efficient. This is why we
propose a multi-objective optimization to select the best
mitigation actions, trading off efficiency and safety. For that,
two metrics are defined for each of the possible maneuvers:
cost and riskiness. The former evaluates how costly the
maneuver is with respect to the original plan in terms of the
additional distance covered (efficiency); the latter indicates
the level of risk that the maneuver implies, i.e., how close
it comes to other existing flight plans or geofences (safety).
Depending on the type of maneuver, there are two ways of
computing its cost:

« If the maneuver avoids the threat with an alternative
route and then resumes the initial plan, the cost measures
the distance (in meters) to be travelled along that
additional path.

o On the contrary, if the UAS operation is aborted and the
initial flight plan is replaced by a totally new one, e.g,
toward a landing spot or back home, the cost measures
the distance (in meters) to be travelled along that new
flight plan. In order to favor operation completion,
we penalize these maneuvers by adding to the cost the
length of the uncovered part of the original flight due to
the new plan. This means that the earlier the initial flight
plan is interrupted, the higher the penalty.

Additionally, the riskiness of the maneuver can be

computed by measuring two metrics:
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TABLE 5. Mitigation actions applied for each type of threat, as well as the
possible maneuvers.

Threat Mitigation Possible
type actions applied maneuvers
UAS in _
the CV Not applicable
UAS out C 2
ov C 3
C 6
C 2
P —
R p C 5
C 2
“mtusion C 3
C 4
Geofence C 1
conflict C 2
C 3
Ale.rt A&B Not applicable
warning
Technical .
failure A&B Not applicable
Communication _
failure Not applicable
Lack of C 3
battery C 3
Jamming —
attack A&B Not applicable
Spoofing _
attack A&B Not applicable
GNSS C 3
degradation signal C 3

e Risk I: This measures the risk due to conflicting
situations generated by the maneuver. In particular,
we measure the length (in meters) of the new flight plan
that is still in conflict. For instance, in a maneuver to
get out of a geofence or to go back to a FG, the initial
part of the flight plan will still go through the conflicting
volume.

e Risk II: This measures the risk of getting close to
conflicts. In particular, we measure the minimum
distance (in meters) of the new flight plan with respect
to existing conflicts. For instance, the closer it gets to an
existing geofence, the riskier the maneuver.

Table 5 summarizes the types of mitigation actions and
maneuvers that are applicable for each threat. In case of UAS
in the CV, the UAS is just warned (type A action). In case
of Alert warning, the UAS is warned (type A action), but a
geofence is also created around the dangerous situation (type
B action). In case of Technical failure or Jamming/spoofing
attack, the UAS is commanded a flight termination (type A
action) and a geofence is created around (type B action).
In case of Communication failure only the geofence is created
(type B action), since the UAS could not be notified. For the
remaining cases, different types of avoidance maneuvers are
applied (type C action).
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Given the threat information (Table 1) and the U-space
constraints (Table 2), we determine the applicable actions
and maneuvers, as indicated in Table 5. The TD gener-
ates possible solutions for the applicable maneuvers, with
their associated cost and riskiness, so that the threat is
avoided and the constraints met. Constraints regarding
UAS autonomy/speed and VLL definition are considered
to discard some alternative plans which may be unfeasible.
Constraints related to scheduled flights, current UAS tracks,
and geofences are included as no-fly zones. The known
landing spots are used in maneuvers of type 3, so that the
TD computes the flight plans to each of them. In case
of a maneuver of type 5, i.e., several conflicting UAS
avoiding each other, the TD would compute alternative flight
plans for the involved UAS, attempting different avoiding
directions to generate multiple solutions. Moreover, priorities
are considered to only modify flight plans for those UAS
with less priority operations. Once all maneuvers for the UAS
involved in a given threat have been computed, the EM selects
the best option for each UAS by minimizing the following
value function:

N M;
YoX acci+Bieri—pr-rll M)

i=1 j=1

where N and M; represent the number of conflicting UAS
for the given threat and the number of available maneuvers
for each UAS, respectively; c;j is the cost incurred if UAS i
executes maneuver j; rin and ré.l are the riskiness I and I1
associated with maneuver j executed by UAS i; and
o, B1, B2 € [0, 1] are optimization weights. The values
of those weights need to be tuned by a human designer.
In general, the system should favor safety over efficiency, so a
lower penalization for « is expected. Recall that Equation (1)
is only used to select maneuvers in actions of type C (M in
line 13 of Algorithm 1 is an M x N matrix containing cost and
riskiness information for the maneuvers of all involved UAS,
whereas £ is a vector with the best maneuver for each UAS).
Actions of type A or B are just selected for certain threats (see
Table 5).

1) TACTICAL DECONFLICTION

Our methodology for threat management is general enough to
work with different implementations of the TD module. Any
algorithm able to provide alternative plans for the conflicting
UAS using the defined maneuvers could be used. In this work,
we used a particular implementation integrated in a U-space
architecture [19]. For situations where the flight plans of
several UAS in conflict need to be computed (i.e., due to a
loss of separation), a geometric approach based on repulsive
forces is used to modify the original flight plans [47].
Basically, the algorithm models the UAS trajectories as cords
with electrical charges that repel each other, in order to
increase their separation. By applying vertical or horizontal
separation maneuvers between the involved UAS trajectories
in an iterative procedure, several alternative solutions can be
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generated. The priorities of the conflicting flight plans are
also considered, as the algorithm tends not to modify the
flight plans of those UAS whose operations present a higher
priority in the U-space.

For other situations where a single UAS needs to compute
its flight plan avoiding possible threats, e.g, to avoid a
geofence, return to its OV, or go to a landing spot, a heuristic
path planner based on the well-known A* algorithm is
used. Geofences and running flight plans of other UAS are
considered no-fly zones by this path planner.

IV. EXPERIMENTAL RESULTS

This section contains experimental results to showcase the
capabilities of the proposed methodology for threat man-
agement. The objectives of these experiments are twofold:
(i) we show the integration of the methodology in a complete
U-space architecture [19], with all its functional modules
interacting together to accomplish the specified UAS opera-
tions; and (ii) we demonstrate our method operating in real
time in field experiments, testing its capabilities to solve
different types of conflicts in an automated manner. For that
purpose, we have defined three use cases (Section IV-A)
involving heterogeneous UAS and several types of conflict.
The experimental tests were conducted in the ATLAS Test
Centre located in Villacarrillo (Jaén, Spain), which offers
to the international aerospace community an aerodrome
equipped with excellent technological scientific facilities and
a segregated airspace, ideal for experimental flights with
UAS. The use cases tested are realistic both in terms of
the UAS operational parameters and the experimental setup
(Section IV-B). All results of the tests are described in
Section I'V-C.

A. DEFINITION OF THE USE CASES

We define three use cases using heterogeneous UAS to
test different maneuverability, namely, multirotor and fixed-
wing aircraft. Two of the use cases involve a pair of UAS
performing operations with different priorities and the other
one just involves a single UAS. In every use case, different
unexpected events or threats show up while the UAS are
flying and need to be managed by the UTM system.

Figure 5 depicts the initial flight plans for use case 1.
Table 6 summarizes the operational parameters. UAS; is a
multirotor performing an operation for precision agriculture,
while UAS, is a fixed-wing aircraft that performs a
long-range forest surveillance operation. Note that UAS, flew
above 150 m (VLL airspace). This was done for safety reasons
when operating the particular fixed-wing UAS used in the
trials. Given the easier maneuverability of UAS1, the priority
of its operation is set lower. The initial flight plans are such
that the UAS do not coincide in space and time throughout
their operations. However, we forced a delay in the start of
the UAS operation, which resulted in a later violation of the
minimum safety distance between both UAS. Thus, this use
case is used to test how our threat management methodology
is able to detect a loss of separation event between the UAS
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FIGURE 5. Top (left) and perspective (right) views of the initial flight plans for use case 1. All operations were planned in an
area of the ATLAS aerodrome in Villacarrillo (Spain).

TABLE 6. Operational parameters for use case 1.

TABLE 7. Operational parameters for use case 2.

Operation 1.1 Operation 1.2
ConOps Precision Long-range
agriculture forest surveillance
UAS type Multirotor Fixed-wing
(UAS1) (UAS7)
Cruising speed 3.3 m/s 30 m/s
Altitude (AGL) 70 m 600 m
Operation priority Low High
Threats involved | Loss of separation | Loss of separation

Wind turbine
inspection

ATLAS
aerodrome

FIGURE 6. Perspective view of the initial flight plan for use case 2. The
operation was planned in an area of the ATLAS aerodrome in Villacarrillo
(Spain).

and to perform real-time tactical deconfliction for an inter-
vehicle conflict, deciding new flight plans for both UAS.
Among the available options, the Emergency Management
service chooses the optimal solution to solve the conflict.

Figure 6 depicts the initial flight plan for use case 2.
Table 7 summarizes the operational parameters. In this
case, a multirotor (UAS3) is used. In its initial flight plan,
UAS3; moves on a vertical sweep to accomplish the inspection
of a wind turbine. During the operation, a wildfire notification
is simulated close to UAS3. The objective of this use case is
to test how our threat management methodology is able to
react in an automated manner to an emergency notified by an
external source (e.g.; a wildfire notified by firemen), creating
a new geofence (no-fly zone) and then leaving the dangerous
area.
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Operation 2.1
ConOps Wind turbine inspection
UAS type Multirotor (UAS3)
Cruising speed 3.3 m/s
Altitude (AGL) 30-90 m
Operation priority Low
Threats involved | Alert warning & Geofence intrusion

TABLE 8. Operational parameters for use case 3.

Operation 3.1 Operation 3.2
ConOps Long-range Event
powerline inspection surveillance

UAS type Fixed-wing (UAS2) | Multirotor (UAS3)
Cruising speed 30 m/s 3.3 m/s
Altitude (AGL) 400 m 70-100m

Operation priority High Low

Threats involved Geofence conflict Jamming attack

Figure 7 depicts the initial flight plans for use case 3 and
Table 8 summarizes the operational parameters. UAS;3 is
a multirotor performing a surveillance operation, while
UAS; is a fixed-wing aircraft that has to inspect an electrical
powerline. Again, note that UAS, flew above 150 m (VLL
airspace), due to safety reasons when operating the particular
fixed-wing UAS used in the trials. Given the UAS3 easier
maneuverability, the priority of its operation is set lower. The
initial flight plans are such that the UAS are not affected by
any threat. However, during the operation, we simulated a
jamming attack over UAS3. The objective of this use case is to
test how our threat management methodology is able to react
in an automated manner to this emergency (jamming attack),
creating a new geofence around the UAS attacked and then
avoiding to fly inside that geofence.

B. EXPERIMENTAL SETUP

The experimental campaign shown in this paper was carried
out within the framework of the GAUSS project. The two
UAS depicted in Figure 8 were used, in order to test
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ATLAS
aerodrome

FIGURE 7. Top (left) and perspective (right) views of the initial flight plans for use case 3. All operations were planned

in an area of the ATLAS aerodrome in Villacarrillo (Spain).

FIGURE 8. The Atlantic I (left) and DJI M600 Pro (right) UAS used in the
field experiments.

TABLE 9. Main features of the UAS.

‘ Model ‘ Type ‘ Dimensions ‘ MTOM ‘ Range ‘ Payload
M-600 Pro . Diameter: 1.5m
(DJI) Multirotor Height: 0.5m 15kg 500m 3kg
. . . Wingspan: 3.8m
Atlantic I | Fixed-wing Length: 2.8m 50kg | 100km | 3.5kg

their heterogeneous maneuverability and different autopilots.
Table 9 summarizes the main features of those UAS.

Our threat management methodology is implemented
in Python, using the ROS (Robotic Operating System)
middleware.’ This methodology is integrated within the
complete U-space architecture that was developed in GAUSS,
which can be found as open-source code.® For software
integration and preliminary testing, we used a simulation
based on ROS.

The whole experimental setup for the field experiments
is shown in Figure 9. A Ground Control Station (GCS)
was established for each UAS, with proprietary software
of the company EVERIS,” who provided the aircrafts. This
was connected to a Remote Pilot Station (RPS) with a
Graphical User Interface (RPS Client Application) developed
by the company SATWAYS.® The RPS Client Application,
depicted in Figure 10, was in charge of showing telemetry
and other operational data to the safety pilot. The computers
on board the UAS (Intel NUC) where in charge of producing
real-time telemetry data for the operation. A RPS MQTT
Broker on the RPS was used to communicate data over
the Internet to the UTM system, which ran on a different

5 https://www.ros.org/
6https://github.com/grcheam/gauss
7https://www.everis.com/global/en
8https://www.satways.net
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computer on the ground, implementing the U-space services
involved in threat management: Emergency Management
and Tactical Deconfliction. The UAS RPS communicated
with the UTM system exchanging JSON (JavaScript Object
Notation) messages sent over the MQTT (Message Queuing
Telemetry Transport) protocol.” This hardware setup is
realistic in terms of the U-space ecosystem, where the UTM
system control station is supposed to be at a different physical
location than the UAS operators, communicating via internet.
Note that, in case of situations with a large number of
UAS sharing the airspace, the methodology would still be
scalable, as the decision-making process would just need to
take into account local conflicts with nearby UAS. Besides,
a cloud-based distributed architecture for the Emergency
Management and Tactical Deconfliction modules could be
thought.

C. RESULTS

This section presents the results of experimental tests for
the three proposed use cases.'” The main objective is to
demonstrate the actual implementation of our methodology in
field tests and to assess its feasibility to handle different types
of threats in real time and autonomously, only supervised by
human safety pilots.

Figure 11 shows a timeline for an experiment implement-
ing use case 1. According to their initial flight plans, both
UAS were supposed to start their operations simultaneously
att = 0 s. However, in order to test the system, we simulated
a delay of 11 s in the start of the UAS; operation, which
produced a conflict between the two flight plans. Once
UAS; and UAS; were flying, this conflict, which was a loss
of separation between both UAS in the last part of their
operation, was detected and notified to the EM module (t =
12.2 s). By means of our threat management methodology,
the EM module evaluated the type of threat and the priorities
of each UAS operation, and it decided to apply a mitigation
action of type C. For that, the TD module was asked for
support (t = 12.4 s) to attempt different maneuvers, and
it computed the flight plans whose metrics are depicted in
Table 10.

9We used the open-source Apache Active MQ broker.
10An illustrative video with the use cases can be seen at
https://www.youtube.com/watch?v=VuoiVHKS-gE
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ATLANTIC | - UAS NUC ‘

M600 - UAS NUC

UAS ROS MaTT | yas maTT
platform Broker

ATLANTIC | - GCS Computer

ATLANTIC | - RPS Computer (Microsoft Windows 10)

M600 - GCS Computer

M600 - RPS Computer (Microsoft Windows 10)

GCS
Application

RPS Core
Client MarT | Rrps MQTT
Application J Broker

UTM Computer (Ubuntu Linux)

M2M Data
Transmission

ROS
messages | implemented
in the UTM

system
application

ROS MQTT
bridge

Legend
TCP/IP I

Stakeholders

Software
Module

{ Authorities (e.g.: fire-fighters) or J

FIGURE 9. Setup for the experiments. On top, an view of the interfaces between the components run on each
computer. The computers running the RPS for the two UAS and the UTM system were communicated through the
internet via the MQTT protocol. At the bottom, pictures of the UAS Ground Control Station (left) and the UTM

computer (right).

FIGURE 10. Screenshots of the Graphical User Interface developed by SATWAYS running on the RPS
client application.

TABLE 10. Different maneuvers computed by our method for use case 1.
The selected solution (in bold) is that with the minimum weighted sum of
cost and riskiness.

Maneuver Description Cost (m) | Riskiness I (m) | Riskiness Il (m) | Total value (m)
2 Go back home 1523.32 0.00 829.65 295.15
3 Land in landing spot I | 1985.30 0.00 1047.25 480.00
3 Land in landing spot 2 | 2213.50 0.00 1047.25 571.23
5 Turn right 550.43 0.00 829.65 -28.72
5 Turn left 494.88 0.00 727.87 -20.41
5 Go down 128.52 0.00 829.67 197.50

The option to go back home is checked by default, as well
as landing on two predefined spots. Recall that these options
are penalized adding to the cost the length of the initial flight
plan that is not covered. Besides, three different options so
that one UAS (the one with the least priority) avoids the
other are evaluated. All resulting flight plans are compared in
terms of cost and riskiness. The weights were set by design to
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a =04, By = 0.3 and B> = 0.3, in order to prioritize safety
over efficiency. In this use case, the optimal solution was that
the multirotor, which had more maneuverability, went down
some meters to avoid the conflict and finish its operation,
while the fixed-wing UAS kept its flight plan. This solution
was notified by the EM to the UAS; operator (+ = 12.53 s).
Figure 12 shows the resulting flight plan executed in the field
trials.

It is important to highlight that, although our UTM system
is able to handle threats in an autonomous fashion, all mitiga-
tion actions were sent to the UAS operators for confirmation.
This was done for operational safety reasons. Moreover, this
is in line with the current U-space regulation, which states
that U-space services can only suggest automatically possible
correction actions, but those must be accepted or rejected
by each UAS operator eventually. Nonetheless, our approach
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UAS; operation
is delayed

Violation of the
UAS, operation minimum safety
starts distance detected

9 t=11s 9 t=124s 9

t=0s t=122s 6 t=1245
EM selects and
UAS, starts EM asks for notifies to UAS
its operation support to TD t=12.53 5] 0 operators the
t

TD calculates
several flight
solutions

optimal solution

— UAS; operator accepts
UAS, finishes the alternative flight
its operation solution
9 t=345s t=320s

t=1181s 6 6

UAS; finishes its
operation

FIGURE 11. Timeline of the experiment for use case 1, where a loss of
separation is resolved. The events involving the threat management
methodology are shown in green.

=21.25s

UAS; goes down
to avoid the

violation the
safety distance

FIGURE 12. Resulting flight plan for UAS, in use case 1. On top, the initial
flight plan and the alternative solutions to avoid the other UAS (going
back home and to the landing spots are not shown for an easier
visualization). At the bottom, the selected solution, its Operational
Volume, and the actual trajectory followed by UAS;.

would be able to accommodate threat management based
on EM and TD U-space services where the whole process
were executed autonomously without the need for human
intervention, which is the final objective in the U-space.

Figure 13 shows a timeline for an experiment implement-
ing use case 2. UAS3 started its operation at t = 0 s, following
its initial flight plan. While UAS3 was flying, a wildfire was
notified by the firemen in a nearby location (t = 2.43 s),
resulting in a threat of type alert warning. Upon that threat,
the EM module decided to create a geofence around the fire
(t = 2.63 s), to protect aircraft around. Since UAS3 was
within the geofence, a threat of type geofence intrusion was
detected and notified to the EM module (¢ = 3.14 s). At that
moment, our threat management methodology decided to
apply a mitigation action of type C, given the type of threat.
For that, the TD module was asked for support (¢ = 3.15 s) to
attempt different maneuvers, and it computed the flight plans
whose metrics are depicted in Table 11.
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FIGURE 13. Timeline of the experiment for use case 2, where an alert
warning (wildfire notification) and a geofence intrusion are resolved. The
events involving the threat management methodology are shown in
green.

TABLE 11. Different maneuvers computed by our method for use case 2.
The selected solution (in bold) is that with the minimum weighted sum of
cost and riskiness.

Maneuver Description Cost (m) | Riskiness I (m) | Riskiness Il (m) | Total value (m)
3 Land on landing spot 1 | 197.97 94.00 0.00 107.39
3 Land on landing spot 2 382.55 122.00 0.00 189.62

TABLE 12. Different maneuvers computed by our method for use case 3.
The selected solution (in bold) is that with the minimum weighted sum of
cost and riskiness.

Maneuver Description Cost (m) | Riskiness I (m) | Riskiness I (m) | Total value (m)
1 Route avoiding the geofence | 1400.29 0.00 214.84 495.92
2 Go back home 12393.85 0.00 9002.26 2256.94
3 Land on landing spot 1 20943.95 0.00 469.57 8237.00
3 Land on landing spot 2 20855.74 0.00 622.65 8155.50

Options to go back home and to get out of the geofence as
soon as possible and resume the flight plan were discarded,
as they did not fulfil the U-space constraints. This happened
because the whole initial flight plan of UAS3 was within the
created geofence. Alternative options to land on the known
landing spots were checked instead. All resulting flight plans
were compared in terms of cost and riskiness. The weights
were also set by design to « = 0.4, 81 = 0.3 and 8, = 0.3.
In this use case, the optimal solution was that the multirotor
landed on the closest landing spot outside the geofence. This
solution was notified by the EM to the UAS3 operator (r =
3.41 s). Figure 14 shows the resulting flight plan executed in
the field trials.

Figure 15 shows a timeline for an experiment imple-
menting use case 3. Both UAS started their operations
simultaneously (r = 0 s), following their initial flight plans.
During their operation, we simulated a jamming attack over
UAS;3 (¢ = 12 s). For that type of threat, our method for
threat management created a geofence around the attacked
UAS (action of type B) and asked the UAS3 operator (action
of type A) to land now (r = 12.1 s5). While UAS3; was
landing, a geofence conflict between UAS, and the new
geofence was detected and notified (r = 12.38 s), i.e., the
flight plan of UAS; was going through that new geofence.
Our threat management methodology decided to apply a
mitigation action of type C, given the type of threat. For that,
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FIGURE 14. Resulting flight plan for UAS;3 in use case 2. On top, the
initial flight plan and the alternative solutions to land on different spots.
At the bottom, the selected solution to the closest landing spot, its
Operational Volume, and the actual trajectory followed by UAS5. In red,
the created geofence.

EM creates a geofence

around the attack and

asks the UAS;
operator

EM asks for
operations start to land now support to TD
Q t=12s Q@  t=1238s 9

t=0s [ t=121s &

UAS; suffers a UAS;is landing.
jamming attack A geofence conflict is

— UAS; operator accepts
UAS, finishes the alternative flight
its operation solution

detected with UAS,
9 t=313s Q ~

t=401s t=23.095

t=13.07 ¢

TD calculates
several flight
solutions

EM selects and
notifies to UAS,
operator the
optimal solution

UAS; turns to
avoid entering
in the geofence

FIGURE 15. Timeline of the experiment for use case 3, where a jamming
attack and a geofence conflict are resolved. The events involving the
threat management methodology are shown in green.

the TD module was asked for support ( = 13.07 s) to attempt
different maneuvers, and it computed the flight plans whose
metrics are depicted in Table 12.

Options to land on the known landing spots and to go back
home are checked by default. Besides, an additional option
so that UAS; avoids the geofence and resumes its flight plan.
All resulting flight plans are compared in terms of cost and
riskiness. The weights were also set by design to ¢ = 0.4,
B1 = 0.3 and B, = 0.3. In this use case, the optimal solution
was that the fixed-wing UAS circumvented the geofence and
then resumed with its original plan. This solution was notified
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FIGURE 16. Resulting flight plan for UAS;5 in use case 3 (going back
home and to the landing spots are not shown for an easier visualization).
On top, the initial flight plan and the alternative solution to avoid the
geofence (red cylinder). At the bottom, the selected solution going
around the geofence, its Operational Volume, and the actual trajectory
followed by UAS;.

by the EM to the UAS; operator ( = 15.8 s). Figure 16 shows
the resulting flight plan executed in the field trials.

V. CONCLUSION

In this paper, we have presented a threat management
methodology for UAS operating within the U-space ecosys-
tem. Our method is capable of handling all usual threats in
UTM systems, and it performs real-time and autonomous
decision-making to provide optimal mitigation actions in
terms of cost and risk level. The methodology is integrated
with a U-space architecture, implementing in-flight services
for emergency management and tactical deconfliction.

We have demonstrated that our methodology is capable of
autonomously handling heterogeneous threats in real time,
through a set of use cases implemented on real rotary- and
fixed-wing UAS. In our experiments, the system was able to
resolve different types of conflicts, reasoning about 4D UAS
trajectories, geofences, and Operational Volume. Moreover,
the experimental setup was realistic with respect to the actual
U-space ecosystem, as the onboard and on-ground systems
were running at different places and communicated over the
Internet.
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However, our system has still some limitations. It relies on
an accurate positioning of UAS, dismissing possible uncer-
tainties. For instance, during the experiments performed,
we noticed that the telemetry of the UAS, especially the fixed-
wing aircraft, were unstable at some periods, which could
result in the detection of ““fake’” conflicts. These uncertainties
could be increased due to communication delays or blackouts.
As future work, we plan to introduce security margins in
our method to consider uncertainties in the detection and
resolution of threats. Besides, this paper could be the base
for the design of a digital and automated methodology for
risk assessment, working in real time as different UAS are
flying and unexpected events show up. The method could be
integrated in a real UTM system through the specific U-space
service Risk analysis assistance.
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