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In the last years, cyber-physical systems (CPS) are receiving substantial mainstream attention especially
in industrial environments, but this popularity has been accompanied by serious security challenges. A
CPS is a complex system that includes hardware and software components, with different suppliers and
connection protocols, forcing complex data management and storage. For this reason, the construction,
verification and diagnosis of security CPS become a major challenge, which involves a correct specifica-
tion of security requirements, the verification of the correct system configurations, and if necessary, the
diagnosis to detect the features to be modified to obtain a security configuration. In this paper, we propose
a framework for the verification and diagnosis of security requirements, according to the possible correct
configurations of the CPS. The framework is based on the specification of the security requirements and
their analysis supported by Model-Driven Engineering and Software Product Line Engineering (SPLE)
approaches. To illustrate the usefulness, the proposal has been applied to the security requirements in
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an Agriculture 4.0 scenario based on automated hydroponic cultivation.
© 2021 The Author(s). Published by Elsevier B.V. This is an open access article under the CC

BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Nowadays, cyber-physical systems (CPS) are drawn the atten-
tion within the industry, society and government, due to the
enormous impact they have on the economy and the environment
(Morth et al., 2020), and providing citizens and businesses with a
wide range of innovative applications and services (Colombo et al.,
2020).

The entry of the CPS in the industry allows high connectivity
between the industrial systems and brought great advantages and
awide range of new opportunities to industries but also some ques-
tions and problems, such as those related to safety and security
(Mokalled et al., 2019).

Cybersecurity is a fundamental discipline that provides con-
fidence in terms that CPS, their information, and supporting
communications and information infrastructures are adequately
safeguarded. CPS have many unique characteristics, including the
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need for real-time response and extremely high availability, pre-
dictability, and reliability, which impacts cybersecurity decisions
(Ashibani and Mahmoud, 2017). Besides, an even more critical
problem is that the development of these systems has been car-
ried out without taking into account the security aspects, nor the
new risks that this automation of processes implies, which put at
risk the complete industrial infrastructure (Lezzi et al., 2018), and
where any security breaches to these systems could have catas-
trophic consequences (Yaacoub et al., 2020). Taking into account
the security from the earliest steps of CPS, i.e., at the design time is
crucial to avoid security issues, even though it is a very challenging
task (Geismann et al., 2018; Peisert et al., 2014).

Therefore, security within industrial environments becomes a
critical aspect that must be taken into account at all stages of infor-
mation system development, by obtaining and defining, from early
analysis and security requirements (Zunino et al., 2020) before
the system is in place (Souag et al., 2015). Security and safety are
nonetheless two key properties of CPS (Yaacoub et al., 2020) and
they share the same goal, protecting CPS from failures (Pirbhulal
et al.,, 2021). Security and safety refer to different but very impor-
tant properties (AvizZienis et al., 2004), in this paper just focus on
those related to security properties for the CPS.
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Although security requirements are the appropriate solution for
many researchers, they are difficult to obtain, analyse and manage
by their subjective nature and their description in natural language.
For CPS, in addition to software security requirements, we also have
physical, control and communication requirements, which make
the task of identifying security requirements and translating them
into the design of our CPS system even more complicated (Kim and
Lee, 2020). Therefore, having a common model (or metamodel) is
essential, since it facilitates the definition of security requirements
for CPS where any particularity of all these elements is taken into
account.

The high variability of the components involved in a CPS and
their possible configurations make it extremely difficult to verify
the correctness of the security requirements that reduce the threats
and the possible risks (Varela-Vaca et al., 2020b). To manage this
complexity, we propose the use of Feature Models (FMs) (Galindo
et al., 2019a) and a set of reasoning techniques (Benavides et al.,
2007) to verify the correctness of the security requirements and
diagnose misconfiguration of the features (Riel et al., 2018), accord-
ing to a catalogue of possible correct configurations. FMs have been
previously used for checking security configurations (Varela-Vaca
et al., 2020a), and the diagnosis of FM configurations is a studied
problem by the community (Varela-Vaca et al., 2019a). However,
how it can be adapted to the specific scenario of CPS is still an open
challenge (Arrieta et al., 2015) tackled in this paper.

Based on the problems identified, we have developed a CARMEN
framework that presents a systematic process to enable from the
description of security requirements to the verification and diagno-
sis for CPS through variability models. CARMEN is focused on the
design phase of CPS by presenting a support system for guiding
the whole security requirement life-cycle: (1) creating a meta-
model which enables the definition of security requirements for
CPS based on security recommendations of ENISA (Baseline, 2018)
and OWASP (OWASP, 2021) guidelines; (2) load and update a vari-
ability model that encompassed the catalogue of possible correct
configurations for CPS; (3) map both security requirements and
variability model resulting in a configuration; (4) verify the correct-
ness of the configuration, and; (4) if it is not correct, the diagnosis
of the configuration to modify for achieving a correct configura-
tion according to requirements. To explain in detail each of these
steps, the paper has been organised as follows: Section 2 reviews
the most relevant papers in the area. Section 3 details a case study
based on Agriculture 4.0 and introduces the possible cyber-risks to
which this type of systems are subject. Section 4 presents the pro-
posed framework for the diagnosis of this type of system. Section
5 applies the proposed framework to the case study to show its
applicability; and, finally, conclusions are drawn, and future work
is outlined in Section 6.

2. Related work

Related works have been divided into the three areas of research
addressed in the article: how feature model analysis has been used
in the security field; how security requirements and ontologies can
be used for the modelling of risk scenarios, and; an analysis of the
standards and guidelines that have been found related to CPS/IoT.

2.1. Cyber-security and feature model analysis

Feature-Oriented Domain Analysis (FODA) have become mature
fields in the Software Product Line (SPL) arena in the last decades
(Benavides et al., 2010). Several are the scenarios where SPLs based
on feature model analysis have been applied (Galindo et al., 2019b;
Varela-Vaca et al., 2019b), and different researchers highlight the
advantages of these systems since the use of Model-Driven Engi-
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neering (MDE) methodology and the SPL paradigm is becoming
increasingly important (Iglesias et al., 2019). The complexity and
the high variability of a CPS, and how SPL can help were analysed
in Arrieta et al. (2015) and Beek et al. (2018), detecting the points
of variability using feature model analysis. The analysis of the vari-
ability of CPS can also support the testing (Arrieta et al., 2016).

Security is an understudied field in SPL area. Different
approaches have been presented to manage the variability and
specify security requirements from the early stages of the product
line development (Mellado et al.,2014). Similarly, other approaches
addressed the idea of including the security variability into an SPL
(Sion et al., 2016). In Faegri and Hallsteinsen (2006), the authors
established a software architecture as a reference to develop SPL,
dealing with information security aspects. SPLs are currently being
targeted for application in CPS, as for some researchers, no standard
provides a structured co-engineering process to facilitate the com-
munication between security engineers (Bramberger et al., 2020).
For other researchers, information security must be a top prior-
ity when engineering C-CPS as the engineering artefacts represent
assets of high value, and the research is focused on the generation
of new security requirements stemming from risks introduced by
CPS (Biffl et al., 2019).

On the other hand, there are approaches focused on security as
a use case, such as in Arciniegas et al. (2006) and the methodology
SecPL (Peldszus et al., 2018), where is highlighted the importance
of specifying the security requirements and product-line variabil-
ity. These are annotated in the design model of any system. Other
researchers developed a security requirements engineering frame-
work for CPS, which is an extension of SREP (ur Rehmanetal.,2018).
The capacity to support the high variability in the security context
though Feature Models appeared in previous papers (Kenner et al.,
2020), where the authors analysed which vulnerabilities could be
used to simulate attack-defence scenarios, but these simulations
were not oriented towards more complex scenarios, such as cyber-
physical systems.

2.2. Ontologies and security requirements for cybersecurity

As seen in the introduction, nowadays CPS require an adequate
security configuration (Ashibani and Mahmoud, 2017). Therefore,
some researchers are focused on the development of ontologies
and security requirements (Shaaban et al., 2019a; Span et al.,
2018). Some researchers have developed security tools based on
ontologies capable of being integrated with the initial stages of the
development process of critical systems (Shaaban et al., 2019b). On
the other hand, requirements have been analysed not only from
the software side but also from the hardware perspective, including
sensors and network security. Therefore they propose the develop-
ment of a security requirements framework for CPS, analysing the
existing ones, and concluding that currently there is no suitable
requirement framework for this type of systems (Rehman et al.,
2018; Rehman and Gruhn, 2018). Other researchers consider that
CPS have unique characteristics that limit the applicability and suit-
ability of traditional cybersecurity techniques and strategies, and
therefore propose the development of a methodology of cyber-
security requirements oriented towards weapons systems (Carter
et al., 2019). This methodology allows us to discover solutions that
improve dimensions (such as security, efficiency, safety, perfor-
mance, reliability, fault tolerance and extensibility), being possible
to use automated coding tools (Zhu and Sangiovanni-Vincentelli,
2018).

Therefore, we can conclude that at present different researchers
have found the need to develop requirement grammars to control
the security risks associated with CPS. Moreover, derived from the
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complexity of the CPS, feature models have been previously used
in the context of security.

2.3. Standards and guidelines for CPS/IoT

Although CPS/IoT systems have been maturing for years, there
are still few official standards specialised in this type of system.
All of them are based on research proposals, guidelines, or cross-
cutting standards.

Some of the most relevant standards, guidelines or other pro-
posals are as follows: (i) the Cloud Security Alliance (CSA) that
has developed some IoT oriented guides such as “Future-proofing
the Connected World: 13 Steps to Developing Secure IoT Products”
(Group et al., 2017), the “Identity and Access Management for the
Internet of Things” (Group et al., 2016b) and the “New Security
Guidance for Early Adopters of the [oT” (Group et al., 2015); (ii)
the GSM Association (GSMA) also developed its own IoT-oriented
guide called “IoT Security Guidelines” (Group et al., 2016a); (iii)
the Industrial Internet Consortium (IIC) developed the basis of an
loT-oriented cybersecurity framework called “Industrial Internet of
Things Volume G4: Security Framework” (Group et al., 2016c¢); (iv)
the European Telecommunications Standards Institute (ETSI) has
developed a guide called “ETSI EN 303 645 - Cyber Security for Con-
sumer Internet of Things: Baseline Requirements” (ETSI, 2020) and
has participated in the development of a specific standard for IoT
called “oneM2M - Standards for M2M and the Internet of Things”
(OneM2M, 2017); (v) Microsoft has also developed its own guide
for IoT called “Cybersecurity Policy For The Internet Of Things”
(Abendroth and Kleiner, 2017); (vi) the NIST has defined a guide
called “Considerations for Managing Internet of Things (IoT) Cyber-
security and Privacy Risks: NISTIR 8228” (Information Technology
Laboratory, 2019), an analysis on IoT called “NIST SP 800-183 - Net-
works of Things” (Information Technology Laboratory, 2016), and
a framework called “NIST Framework for Cyber-Physical Systems”
(CPS, 2016); and (vii) finally, the ISO/IEC, counts on the standard
“ISO/IEC 30141:2018 - Internet of Things (IoT) - Reference Archi-
tecture” (ISO Central Secretary, 2018), as well as the guidelines
currently under development such as “ISO/IEC CD 27402.2 - Cyber-
security - [oT security and privacy - Device baseline requirements”
(ISO Central Secretary, 2021a) and “ISO/IEC DIS 27400 - Cybersecu-
rity - IoT security and privacy — Guidelines” (ISO Central Secretary,
2021b).

Other organisations are also currently working on developing
new proposals on the subject, such as OWASP, which has developed
the “Internet of Things Top Ten”, or the EC Alliance for Internet
of Things Innovation (AIOTI), the IERC European Research Cluster
on the Internet of Things, and the IoT Security Foundation (I0TSF),
which are developing their own guidelines on IoT.

All these documents have been the basis used by ENISA to
develop its own guide on IoT, which has been used to develop part
of the research presented in this paper.

3. Case study

The case study presented here (see Fig. 1) is a CPS system for
hydroponic farming, in which various components are involved,
both hardware and software.

Hydroponic farming is controlled by the following physical ele-
ments:

e Temperature, light and humidity sensors. They measure the exist-
ing temperature, light and humidity in the environment.

e Heater, cooler, ultraviolet, nutrient injector and water pump
actuators. These actuators change the characteristics of the envi-
ronment by varying the temperature, the projected light, the flow
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of water and the injection of nutrients needed to facilitate growth
and photosynthesis. All these actuators are activated or deacti-
vated by the controller.

e Controller. It is an Arduino device and web system that receives
the data from all the sensors and sends it (via wireless con-
nections) through the web system to the Big Data system for
subsequent storage, analysis and display.

In addition to the physical part, the controller is connected to a
visualisation and control system with Big Data technologies where
we have deployed the following components:

¢ Dashboard. It allows the users to control the hydroponic farm-
ing in real-time and to consult statistics, as well as to interact
with the farming sending HTTP requests to the actuators. It is
also connected to the datastore that sends the necessary data for
its correct visualisation.

Data handler. It is responsible for processing the sensor data,
received from the controller, and storing it in the database.
Datastore. It contains a Hadoop file system (HDFS) and an HBASE
database where all the values coming from the sensors are saved,
as well as user data, historical data, logs and all the information
needed for the Big Data system to be able to automatically control
and monitor changes and act accordingly to stabilise it.

4. CARMEN framework

We propose CARMEN, a framework to assist the stakeholders
in the stages, from the definition of security requirements for CPS
to the verification and diagnosis of them. Fig. 2 represents the
step-by-step process proposed in CARMEN. Initially, it is necessary
to describe the security requirements that involve the CPS com-
ponents and the security aspects, that will be later verified and
diagnosed. The formalisation of those requirements in the context
of CPS are defined in Section 4.1. For the verification of the cor-
rectness of the defined requirements, it is necessary to provide a
repository of possible correct requirement configurations accord-
ing to the international standards and security best practices, that
as was commented in the introduction, will be described by means
of FMs. Section 4.2 provides the necessary details to know the
FM proposed to cover the possible security configurations for CPS.
Moreover, it is necessary the mapping the security requirement
model elements and the FMs, as explains in Section 4.3. With the
FM and the defined mapping, the verification of the correctness of
the security requirements can be evaluated. The diagnosis must be
executed when the security requirements are not correct according
to the possible correct configurations, as detailed in Section 4.4.

4.1. Step 1: Define security requirements

This step aims at the definition of a set of security requirements
for a CPS. The security requirements should specify aspects related
to the CPS components (i.e., assets) and the security features to
reach, e.g., Authentication for users. Thus, the security require-
ments encompassed the security features for the assets in the CPS.

Definition 1. Security requirements for a CPS. Let be W a set of
m security requirements {sry, Sra, .. .Srm} for a CPS.

(DWeps = Usri
i

Definition 2. A security requirement specification for a CPS. Let
st be a security requirement as a tuple (AT, SF) where AT represents
a set of n asset types {aty, aty, ..., aty} from the CPS, and SF is the
set of m security features {sf1, sf, ..., Sfm} related to those assets.
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To define AT, we propose to follow the security best practices for
IoT in the context of critical infrastructures formulated by the ENISA
agency (Baseline, 2018). Many possible SF for CPS are obtained
from OWASP (OWASP, 2021) to extract the most important con-
cepts (e.g., encryption, protocol, network, AES, SSL/TLS, Bluetooth,
range, lifetime). The CPS design (Ashibani and Mahmoud, 2017)
requires tools to model the security for the different components
that are managed. However, in general, the specification of secu-
rity requirements is far away from the security features supported
even to be implemented. In that sense, the definition of a model
(metamodel) provides many benefits, the most interesting is that it
enables a reusable schema with the domain-specific semantic that
can be adapted to any scenario (Brambilla et al., 2017). Therefore,
we have proposed a metamodel that enables to define the concepts
of AT and SF based on the ENISA and OWASP. Fig. 3 shows the pro-
posed metamodel. As aforementioned, one of the benefits on using
the metamodel is to get advantage on the adaptation capabilities
to other contexts (Brambilla et al., 2017) by extending the meta-
model with other dialects, for instance, to consider standards or
other guidelines.

In our metamodel, a sr; consists of two different elements: asset
types (AT) and security features (SF). The AT is composed of any
kind of asset (or set of assets) presented in a CPS system, i.e.,
user, application, service, platform, device, infrastructure, or infor-
mation. Besides, there may be relationships between AT, such as
between a device and the infrastructure that supports it, consid-
ering for example the type of protocol to be used by the device or
the type of network established for communication (i.e., Bluetooth
sensor in PAN network). There is also a relationship between the
type of infrastructure and the information that is generated and
transported, considering how the information flows through the
communication channels and where it passes through (e.g., tem-
perature data is transported over a WAN network to the database).

The SFrepresents the security aspects identified for the require-
ments related to the assets. Thus, we can define what security
restrictions are involved for the assets (e.g., the type of encryp-
tion for information or communication assets, whether a two-factor
(2FA) mechanism is used for passwords, or whether digital certifi-
cates are used), which property or properties are defined in the
requirement, as well as defining a series of conditions that must be
taken into account to satisfy the security requirement (for instance,
bandwidth, memory capacity or response time). A security level is
also defined as varying from very low (1) to very high (5). This
security level can be used in many directions for instance to pri-
oritise security requirements or to establish more or less strong
restrictions or mechanisms. Some of these elements of the SF have
relations between them because the values of some can restrict the
values in others. For example, when the security property refers
to Confidentiality or Integrity, a restriction must be defined con-
cerning the type of encryption, or in the case of Authentication, a
password policy must be defined.

Despite the relations between different assets, there is a many-
to-many relation between any AT and the SFs, which has defined
a type of relationship that depends on the property of the feature
and the set of related assets. Thus, the metamodel allows us to have
several sets of AT and each one of them to be linked with different,
or the same, SF (constraint, property or condition) with different
types of relationship. For example, we can establish that the user
(asset) access is controlled by a 2FA authentication, linking to the
authentication and the password policy features, and has another
set of assets such as wireless communications that are linked to the
security features of confidentiality and some type of encryption.
These relationships between asset types and security features can
have various types of relationships, such as secure communication
and user authentication.

Computers in Industry 132 (2021) 103524

Table 1 shows the possible values of the attributes of our meta-
model. These values have been defined of an initial effort to cover
the maximum number of CPS components based on asset taxonomy
of ENISA and OWASP.

The description of any sr; is based on an instantiation of the
metamodel. An example for the case study of hydroponic farming is
given in Fig. 4. The sr; establishes that the wireless communication
between the temperature sensor and Arduino as a micro-controller
must be encrypted, ensuring high confidentiality. Moreover, the
requirement establishes a high-level security feature and is that
communication is encrypted in compliance with confidentiality. To
this end, we define the property of Confidentiality, which is implic-
itly associated with a type of encryption (Camellia) and a secure
communication channel (HTTPS). This feature is defined for a set of
assets that is the temperature sensor that communicates with the
Arduino through a WLAN network whose wireless communication
can be BLE or RFID. This relationship between this security feature
and the set of assets is defined as “secure communication”.

4.2. Step 2: Load and update of feature model for CPS/IoT

The metamodel enables to instantiate different security require-
ments but they cannot be validated with regard the great variability
of security features. To manage the variability on the security fea-
tures for the assets of a CPS, we propose to use Software the Product
Line (SPL) (Benavides et al., 2010) approach including variability
models, such as FMs (Galindo et al., 2019a). Therefore, we propose
to use a variability model in the form of FMs which gathers all the
necessary information to enable the reasoning on the correctness of
the security configuration derived from the security requirements.

In this step, to reduce the effort analysing the security
requirements (Wcps) and their possible correct configuration, we
propose loading and updating the FMs for a predesigned catalogue
described in (Varela-Vaca et al., 2020b). Thus, these FMs are used as
the core model for the verification but they can be updated consid-
ering other relations or restrictions that are not in the model, e.g.,
a new security constraint related to a new asset. The use of FMs
(Benavides et al., 2010) is a wide broad technique for analysing
and reasoning on them. FM is a model which represents a set of
products but defined by their features and their relationships. A
feature is a characteristic of the systems that can be configured, for
instance, to choose the protocol of communication from a bunch of
alternatives.

There exist several approaches to define and formalise FMs
(Batory, 2005), although the most used notation is the proposed by
Czarnecki et al. (2004). In this paper, a FM is defined as following.

Definition 3. Feature model. Let FM be a variability model which
consists of a tuple (F,R), where F is a set of n features {f1, f5, - - -, fu},
and R is a set of relations among features {ry, 12, - - -, T'm}.

Fig. 5 illustrates through an example of CPS some ATs and SFs
related among them. In general, FM diagrams are composed of six
types of relations (Czarnecki et al., 2004) (i.e., mandatory, optional,
alternative, Or-relations, alternatives, require, exclude) between a
parent feature and its child features, although there exist exten-
sions that enable attributes and extra-functionalities for features.

The automated analysis of FMs, the so-called Feature-Oriented
Domain Analysis (FODA), can be achieved by formal methods
(Benavides et al., 2010). Most of the approaches in the literature
make a transformation from the FMs to a formal model (Dechter,
2003). This analysis of FMs enables the performance of differ-
ent reasoning operations on them, e.g., to determine whether the
model is valid or not, to obtain all possible configurations, or to
ascertain whether it is correct or not concerning the model and
based on a configuration. Thus, we can verify a concrete configura-
tion according to an FM, if the FM is formalised and adapted to the
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ControllerType
DSType

Table 1

Values for data types of our metamodel.
Type Values
UserType Consumer, provider, process, third-party
AppType Analytic and visualisation, device and network management, device usage
PlatformType Web-based services, Cloud infrastructure and services
SensorType Humidity, temperature, accoustic, pressure, motion, chemical, luminosity, flowmeter
ActuatorType Hydraulic, mechanical, electric, pneumatic, magnetic, thermal, TCP/SCP

MicroController, microProcessor, FPGA
NFS, GPFS, HDFS

DBType SQL, NoSQL, GraphDB

HWType Router, Gateway, PowerSupply

EcoType Interface, DeviceManage, EmbeddedSystems

FirewallType Software, Hardware

ServiceType CloudAuthentication, AuthenticationSystem, ID-S/IPS

NetType PAN, WPAN, WAN, VPN, LAN, WLAN

ProtocolType BLE, RFID, Wife, ZigBee, ZWave, CoAPP, MQTT, LoRaWAN

PropertyType Identification, authentication, authorisation, confidentiality, integrity, non-repudiation, availability, privacy, trust, audit,
detection

PwdType Strong, weak, multi-factor

CipherType AES128GCM, Camellia, ChaCha20

ChannelType SSL/TLS, HTTPS, tunneling

CertType %509, openPGP, openSSL, SAML

SigType SRP, PSK

HashingType SHA-2, SHA-3

RelationshipType

Secure communication, encrypted information, identified user, authenticated user, authorised user, trust guaranteed, privacy
guaranteed, audit guaranteed, non-repudiation guaranteed, detection system

atsf:AT-SF

type = secure communication

i c:Cipher
i [ sf:SecurityFeat »
sr1:SecurityRequirement > 1 | tsecurityreature type = Camellia
| level=4
5 j p:Property «—
( type = Confidentiality [€—
at:AssetType ' net: Network
type = WLAN ch:Channel )
! type = HTTPS

[

) :

temp: Sensor

ard: Controller prot: Protocol

type = temperature

type = microController | | type = [BLE, RFID]

Fig. 4. Instance of security requirement (sry).

Mandatory ~ OR-Relation
.
Requires
Optional Alternative =~ 77T >
CPS_loT

Communications | ---

S
Network

|

Presure

Fig. 5. (Partial) Feature model with security features.



A J.Varela-Vaca, D.G. Rosado, L.E. Sdnchezet al.

specific context of CPS according to the SRs formalised in Section
4.1.

In Fig. 6, a FM was defined (Varela-Vaca et al., 2020b) for the
definition of a security CPS and IoT according to the ENISA and
OWASP. Once, this is just a FM proposal which encompasses the
approaches of ENISA and OWASP but it can be extended or updated
to support other standards and approaches. Bear in mind that sev-
eral parts have been hidden for clarity as some require relations and
sub-models. As can be seen, the FM is encompassed of two main
parts: (1) the assets (cf., Asset) involved in the security require-
ment, and; (2) the security requirements (cf., Security) specification
where properties, conditions, and constraints can be defined. Some
of the included components are obviously related to the mentioned
in the sr;, but not with a one-to-one relationship, the reason why
a later mapping is necessary. Derived from these two parts (Asses
and Security) the Feature Model Formalisation definition (Varela-
Vaca et al., 2019a) is adapted by dividing the types of features into
these two subgroups (F4 and Fs) those can be related. The adap-
tation of the general definition of FM to the security requirement
context will facilitate the later automation of the verification and
diagnosis analysis.

Definition 4. Feature model for CPS and IoT. Let CPS _IoTgyr
be a formalised FM consisting of the tuple (F, R), where F is a set
of Booleanvariables {fa,, fa,, - - -» fan: fs;» fsy» - - -+ fs,, } that represent
the features and R as a set of relations r; that are a tuple (S,BR),
where the scope S=(f;, f;) is a tuple of variables that participate in
a relation and BR < Dy, x Dﬂ. are the tuples satisfying the relation
and dy, is the domain of the values of the feature f, where f; and

fi € Uay>Says - s fansSsy o fsys oo os fop)-

The available CPS _IoTgyr contains almost 30 features among
asset types and security features and more than 100 relations.
Derived from the complexity, the automatic feature model anal-
ysis (Galindo et al., 2019a) in an efficient way is necessary. The
CPS _IoTgyr is accessible for public use through the catalogue pro-
vided by our tool CyberSPL. .

Following with CARMEN steps, how to automate the mapping
between the security requirement sr; (as the shown in Fig. 4) and
the FM for CPS _IoTgyr (as shown in Fig. 5) is detailed.

4.3. Step 3: Mapping between security requirements and features
models

The metamodel provides a mechanism to define an instantia-
tion of security requirements (sr;) but it lacks mechanisms to verify
the correctness of the instances concerning a high variability of
options and restrictions to be configured for CPS. For this reason,
we have proposed in the previous step the use of FMs (see Step 2)
to describe the variability of configurations and to provide reason-
ing mechanisms. However, to provide interoperability between the
security requirement metamodel instances (see Step 1) and the FMs
(see Step 2), we propose to use model weaving techniques (Fabro
and Valduriez, 2009). Model weaving is a Model-Driven Engineer-
ing technique that enables the creation of abstract links between
model elements to customise the model-to-model transformation.
The main goal of our weaving approach is to obtain an artefact from
an instance of the security requirement metamodel (sr;) and the FM
which enables us to verify the correctness of the instance (sr;).

An overview of the model weaving in our particular case is
presented in Fig. 7. The model weaving enables to customise of
the model-to-model transformation. For this reason, the model-
to-model transformation (cf., M-M symbol) is fed from the security

1 https://n9.cl/models
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requirement metamodel, the FM, and the weaving templates. The
result of the model weaving is a customised model-to-model trans-
formation that enables the generation of a Security Configuration
as an artefact to be verified and diagnosed. Thus, some elements
of the model weaving are taken from the security requirements
and others from the feature model, being necessary some tem-
plates (i.e., weaving templates) generate some parts of the output
model (i.e., Security configuration). The weaving templates capture
different transformation patterns between the security require-
ment elements and the FM elements, pointing to both the security
requirement and the FM.

To illustrate the mapping an step-by-step example based on the
srq requirement is given in Figs. 8-10 . Bear in mind, there are enti-
ties in the srqy instantiation that can be automatically mapped to
the features in the FM. However, other features need to be inferred
since the entity or property in the sr; are not equivalent to any
entity or relation in the FM and vice versa.

Fig. 8 represents a partial model weaving which focuses on one
asset from sry. In this example, we highlighted in grey colour the
concepts Asset Type and Temperature Sensor to be mapped, while
the rest of the concepts have been skipped in white colour. As com-
mented, there is a direct mapping between the Sensor and Asset
Type objects, and the features Sensor, Temperature, and Asset from
FM in yellow colour. Also as we can see, there are other features
from FM as Device or CPS_IoT, that are inferred due to the intrinsic
relation w.r.t the automatic mapped features. In this case, the use
of weaving templates to describe this pattern enables to infer that
relationship among the element from both models.

The complete mapping for the rest of asset types from sr; to the
features of FM is shown in Fig. 9.

The complete mapping is given in Fig. 10 where the security
features of srq are also mapped to the feature of the FM.

As aforementioned, the weaving model enables to generate a
complete model-to-model transformation and it returns the Secu-
rity Configuration (sc) as the resulting artefact to be verified and
diagnosed against the FM. Therefore, for each sr; we can obtain an
equivalent sc;. The security configuration (White et al., 2014) is a
specific arrangement of features according to the specification of a
security requirement.

Definition 5. Security configuration as the equivalent of secu-

rity requirement. Let st be a security requirement, CPS _IoTgyr the

formalised feature model, and sc; the equivalent security configu-

ration resugtlfing for the weaving using w; as a weaving template:
(2)(51",’ > CPSJOTFMF) — SC;

For instance, the following sc; is the resulting artefact from the
mapping of srq:

SC1 :{CPS,IOT , Asset, Device, Sensor, Temperature,
Controller, microController, Infrastructure, Com-
munications, Protocol, BLE, RFID, Network, WLAN,
Security, Enforce Communications, Property, Confi-
dentiality, Level, High, Constraint, HTTPS, Cipher,
Camellia}

1

Thus, sc; represents a particular selection of features for the
CPS _IoTgyr according to the sr; requirement. This security config-
uration is the artefact that can be verified against CPS _IoTgyr.

4.4. Step 4: Verification and diagnosing security configurations

As explained in previous sections, for each sr; a security con-
figuration sc; is derived through the mapping application. This sc;
represents a specific selection of features as shownin Fig. 11. As pro-
posed in the CARMEN process, each sc; must be verified according to
the FM that represents the possible correct security configurations,
i.e, CPS_ [oTryE.
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Fig. 7. Weaving models for generation of security configurations.

The verification of a sr; is based on the definition of a valid
configuration in the security context as introduced in Varela-
Vaca et al. (2019a). Thus, a configuration sc;, represents an
assignment of features for certain FM. For instance, a security
configuration sc; = {CPS _1 oT = true, Asset = true, Infrastructure = true,
Network = false, Communications =true, ...} represents an assign-
ment for the reduced model in Fig. 5, where missed features are
assigned to false value. The same sc; can be represented without the
Boolean values but the same semantic, thus, sc; = {CPS _I oT, Asset,
Infrastructure, Communications, . . . }.

The verification can conclude that the sc; is valid (i.e., correct)
whether the selection of assigned features satisfies all the FM rela-
tions, or invalid otherwise. We revisited the definition of valid
configuration (Varela-Vaca et al., 2019a) to adapt it for the context
of the verification of a security configuration (sc;) by considering it
as a configuration to be checked.

Definition 6. Verification of security configurations. Let (FM,
sc;) be the tuple that represents the feature model, FM : (F, R) (see
Definition 4), and the security configuration, sc;, respectively. Let sc;
be a configuration assignment of n asset types and security features
ay Sfays s fans fsy o s,y s - - o) fsy ) @ccording to FM. Thereby, the sc; is
verified as valid when all the included features in the requirement
satisfy the relation of FM:
(3)verify(FM, sc;) = valid < {Vr; € R | rj(sc;) = true}

For instance, any sc¢; assignment that includes Confidentiality
but no Enforcement Communications and one of the features HTTPS,
SSL/TLS or Tunnelling will be invalid due to the relations between
those features are unsatisfied.

When a sc; is verified as invalid, there are some failures (no
correct assignment to features) in that configuration. The minimal
diagnosis represents the explanation which turns into an invalid
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atsf:AT-SF
type = secure comn?umcatlon c:Cipher
VCPS loT:Feature srl:SecurityRequirement ’;' sf:SecurityFeature type = Camellia ¢ )

Y i level = 4

: ‘,‘ j p:Property. —
Asset:Feature f ' type = Confidentiality |

Tt---.| at:AssetType net: Network

}5 ‘ type = WLAN ch:Channel

Device:Feature type = HTTPS

i | ]

Sensor:Feature -- temp: Sensor ard: Controller | prot: Protocol

Direct Mapping

g .type = temperature | ' | | type = microController

‘ type = [BLE, RFID] “q_ Infered Mapping

Temperature:Feature ' .~

Fig. 8. Example of weaving for mapping sr;.

atsf:AT-SF

type = secure communication
g c:Cipher

CPS_loT:Feature | sf:SecurityFeature

sri:SecurityRequirement ,

X Ievel
Asset:Feature ? £
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type = Camellia
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WLAN:Feature '
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Sensor:Feature -- prot: Protocol

Temperature:Feature

... Protocol:Feature .

ob ¢

Communications:Feature

" Controller:Feature
RFID Feature

BLE:Feature Direct Mapping

microController:Feature X

“q. Infered Mapping

Fig. 9. Example of weaving for mapping sr.

configuration into a valid one. The two possible modification opera- (4)verify(FM, sc;) = invalidAl‘?verify(FM, sc) = valid
tions available are the elimination (£. ) or addition (AL) of features
into sc;. For simplification reasons, a configuration could be also
represented as a set of features, whose belonging to the set implies
a true value in the assignment. In Fig. 5 a configuration with the
set of features sc; = {CPS _1 0T, Asset, Infrastructure, Communications,
Protocol, MQTT, WLAN, ...}, not including Network is invalid. This
security configuration can be transformed into valid just includ-
ing (1) Network or (2) eliminating WLAN. Additionally, in option
(2), Sensor and pController must also be included. We have revis-
ited the diagnosis of feature models configurations in (White et al.,

2010) towards the minimal diagnosis of a security configuration.

The operations to transform sc; into sc!* must be minimal, that
implies:

/1 /2 m-1

R

(5)

We assume that just one changed is produced in every modifica-
tion operation (£1). Thus, the difference in the number of elements
inasck w.r.t the next sc"+l aftera(£i), will resultin 1. Furthermore,
we assume that operatlons are applied at invalids intermediate
security configuration until a valid one is reached:

Am
—>SC

Viscl - sc1 verify(FM, sck) = invalid A [isck| — |sck1j =1 (6)

Definition 7. Diagnosis of Security Misconfigurations. Let sc;

an invalid security configuration, A is the minimal diagnosis as
the set of modification of features (i.e., inclusions or eliminations
operations) to obtain a valid sc]" with regard to FM:

Following with the previous example, the diagnosis of {CPS_I
oT, Asset, Infrastructure, Communications, Protocol, MQTT, WLAN,
.} could be: the diagnosis for the option (1) results into a
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Fig. 10. Example of weaving for mapping sry.

sc; = {CPS_IoT, Asset, Device, Sensor, Temperature, Controller,

microController, Infrastructure, Communications, Protocol, BLE,

RFID, Network, WLAN, Security, Enforce Communications, Property,

Confidentiality, Level, High, Constraint, HTTPS, Cipher, Camellia}

¥

CPS_loT

Communications

‘Cam:waj

Fig. 11. Selection of features according to security configuration in FM.

cost of 1, thus, to including a feature (Aslq = {£1, Network});
and the diagnosis of the option (2) results into a cost of 3,
thus, to eliminating one feature and including two features
(A2, = {1, WLAN}, {£2, Sensor}, {3, uController}}). Regarding
both possible diagnosis, the minimal diagnosis is A with the min-
imal cost. The detection of the minimal diagnosis is supported by
our tool thanks to the FAMA reasoner (Benavides et al., 2007).

When a CPS has several security misconfigurations the union
of all the minimal diagnosis, e.g., { A1, Ay, ..., Ap } composes the
diagnosis of the CPS.

5. Experimentation

To complement the approach, we define various security
requirements to illustrate how to follow the CARMEN framework
process for hydroponic farming (see Section 3). The experimenta-
tion is composed of two security requirements that are instantiated
with our metamodel (see Fig. 3).

Security requirement sr,: The short-range sensors of temper-
ature, light and humidity are connected to an Arduino controller

via Bluetooth. The transmitted information acts under the HTTP
client/server protocol but the transmitted information must be
secured by applying the SSL/TLS cryptographic protocol over HTTP,
ensuring confidentiality. This information is stored encrypted in a
local webserver with HDFS and HBASE, ensuring integrity (Fig. 13).
On the one hand, we have the stored information that must guaran-
tee integrity, so we have a set of assets with database and datastore
that are related to the security feature (sf; ) with a very high-security
level (cf., level =5) whose property is integrity (defining a type of
encryption). The other part of the security requirement defines
that the communication must be confidential (with a high level,
level =4), so the security feature (sf,) is defined which has the prop-
erty of confidentiality and a secure communication channel HTTPS.
This set of assets (at ) includes the sensors (temperature, luminos-
ity, humidity), the controller (microcontroller), the protocol (BLE)
and network (WLAN), with which they communicate with each
other.

We can use the same viewpoint shown in Fig. 12. In this use case,
we generate two different security configurations scy, and scyj, after
applying the mapping to the CPS _IoTgyr is as follows:

10
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Fig. 12. (Partial) Feature model for CPS and IoT viewpoint.
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Fig. 13. Security requirement sr,.

$Cq={CPS_IoT, Asset, Device, Sensor, Humidity,

Temperature, Controller, microController, Infras-
tructure, Communications, Information, Storage,
Datastore, HDFS, Database, NoSQL, Protocol, BLE,
Wifi, Security, Enforce Communications, Property,
Integrity, Confidentiality, Level, VeryHigh, Con-
straint, SSL_TLS, Cipher, AES128GCM}

1

SCop={CPS_IoT, Asset, Device, Sensor, Humidity,
Temperature, Luminosity, Controller, micro-
Controller, Infrastructure, Communications,
Information, Storage, Datastore, HDFS, Database,
NoSQL, Protocol, BLE, Wifi, Network, WLAN, Security,
Enforce Communications, Property, Integrity, Con-
fidentiality, Level, VeryHigh, Constraint, SSL_TLS,
Cipher, AES128GCM}

1

11

In the process of verification, the sc,, configuration is verified as
invalid, whereas the sc,;, configuration is valid. After applying the
diagnosis, the minimal diagnosis consists of the following possible
options:

Al =121, High), (£2, VeryHigh)) (7)

(8)

In both options, the minimal diagnosis consists of 2 operations.
The first diagnosis set (A}%) offers the option to change the Very
High (level =5) to High (level = 4) level since the use of AES128 GCM
is considered as High. On the other hand, the second diagnosis
set (A?CZG) offers to change the AES128 GCM encryption function in
favour of ChaCha20 as the function considered as Very High level
of security.

Security requirement sr3: The nutrient injector is a critical
device for the hydroponic farming and therefore integrity, con-
fidentiality and authentication must be guaranteed in all actions

A%, ={1£}, ChaCha20}, {£%, AES128GCM}}
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Fig. 14. Security requirement srs.

performed with it. Therefore, only a user with a valid x509 digi-
tal certificate will be in charge of sending orders to the device and
this access will be registered (Fig. 14). In this requirement we have
two clearly differentiated sets of assets (at; and at;), and, in turn,
one of them contains the other one. On the one hand, the part of
the injector and the Wifi communication that enters and leaves the
device (asset type at;), which must guarantee a secure communi-
cation through security feature sf1, which has a very high level of
security ensuring confidentiality and integrity (with secure channel
HTTPS and encrypted communication using AES128GCM). On the
other hand, the set of assets at; refers to the user who must access it
(to use injector is necessary to include at; ) through an authentica-
tion service and who must comply with the security feature sf,. Sf,
guarantees, with a high level of security, compliance with authenti-
cation and authorisation through a user’s x509 certificate and must
comply with correct user status as a condition for access. Besides,
it guarantees the registration of all the accesses of any assets at;
(i.e., the user who wants to access) made by authentication service,
thereby complying with the Auditing property.

The security configurations generated from the requirement are
divided into two sets, according to the level of security:

ﬂga:{CPS,IoT, Asset, Device, Actuator, Electric,

microController, Infrastructure, Commu-

Protocol, Wifi, Network, WLAN, Security,

Controller,
nications,

12

Integrity, Confi-
SSLTLS,

EnforceCommunications, Property,
dentiality, Level, VeryHigh, Constraint,
Cipher, AES128GCM}

1

SQ%:{CPS,IOT, Asset, Device, Actuator, Electric,
Controller, microController, Infrastructure, Com-
munications, Protocol, Wifi, Network, WLAN, User,
Customer, SecurityDevice, AuthenticationSystem,
Infrastructure, Security, Property, Authentica-
tion, Authorisation, Audit, Level, High, Constraint,
EnforceAuthentication, Condition, Certificate, x509}

1

Both configurations are verified as invalid. The diagnosis for scs,
is the same than for scyq:

Ade,, = £, High), (%, VeryHigh}} (9)

2 —
ASC3a -

{{£L, ChaCha20}, {£2, AES128GCM}} (10)

On the other hand, the diagnosis for scs, is as following:

Al

ey = {{41, EnforceCommunications}, {ﬁr, Confidentiality},

{£3, Password}, {£4, Multifactor}}
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The minimal diagnosis consists of 4 modifications. Similar
to other requirements, the use of communication infrastructure
requires the enforcement of confidentiality in any way. Further,
the enforcement of the authentication requires the selection of a
password policy mechanism according to the High level, thus, a
Multifactor password system.

To conclude, the whole diagnosis for the hydro-
ponic farming is the union of all the minimal diagnosis:
{Agcza’ AZCza’ Agcau’ Agfsu’ Asl%b}

6. Conclusions and future work

In recent years, security by design has been widely demanded
in many areas but for CPS in particular. However, security require-
ments associated with a CPS implies a very high number of
characteristics and potential configurations that makes the assess-
ment and diagnosis of security requirements very difficult. To fulfil
the gap, we present the CARMEN framework to guide users in the
definition of correct security requirements for CPS and to enable
the diagnosis of these requirements. CARMEN includes the devel-
opment of a metamodel that supports the definition of the security
requirements for CPS environments. CARMEN makes use of feature
models based on SPL to represent the possible correct configura-
tions, mapping them with the security requirements to verify if
they are correct or diagnose them otherwise. To specify the secu-
rity requirements, we have defined a common grammar to describe
the security requirements for the CPS through the use of an object
diagram that gathers the possible elements involved. To perform
the diagnosis of the requirements, feature models are used, which
will allow us to verify the configurations of each of the require-
ments. The developed solution allows the expert to describe the
requirements, associating them to feature models and establishing
a system diagnosis. It has been evaluated by means of a case study
of hydroponic cultivation associated with Agriculture 4.0, as this is
one of the fields that has grown the most due to the COVID-19 pan-
demic, which has required more autonomous systems and closer
to the cities. Although CARMEN follows the “security by design”
philosophy that allows building new systems considering security
as arequirement in its analysis, design and construction, its quality
will depend on a correct definition and identification of the security
requirements and the expertise in the modelling of these require-
ments. CARMEN is driven by security requirements, so in order
to protect against a type of attack, we must first identify it using
security engineering techniques, such as abuse cases, attack trees,
security use cases, etc. to correctly identify the security require-
ment, being sure that the resulting security configuration, after
applying CARMEN, contains the necessary features to protect the
system from that type of attack previously identified by the security
requirement. For the future, the approach presented in the paper
can be extended in many and diverse directions, but we plan to
explore the following ideas: (1) to extend the current models (meta
and feature) to cover other properties such as safety one; or to sup-
port other guides and standards related to more specific protocols
and security controls for CPS; (2) to extend the types of reason-
ing that can be applied to the combination of the feature models
and the security requirements for CPS, expanding the stages of the
framework to be used as a compliance tool, increasing the automa-
tion of some of its stages, and verifying them, and; (3) to explore
the application of CARMEN in other real-time environments of CPS
by enabling runtime verification of security requirements.
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