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Abstract - When teaching computer networks as part of a 
Computer Engineering degree, emphasis is placed on 
higher-layer protocols while Physical and Data-Link 
layers usually play a secondary role. Physical aspects of 
data communication are sometimes taught as an 
independent, not-related, topic whereas Data-Link 
concepts are “hard” to our students. We propose a new 
lab experience in which students can see IEEE 802.3 
frames in a new way; by using standard digital 
oscilloscope we are able to go deeper into lower-level 
layers. The lab session will be divided into two parts, 
focusing on topics that are usually considered “hard” by 
our students. The first part will focus on physical aspects 
of a frame transmission whereas the second will focus on 
MAC-layer. For example, topics like physical layer 
synchronization, signal attenuation, 5-4-3 rule and even 
Interframe Gap are exercised at the lab session. This 
experience has been tested with a group of last year 
students; we have analyzed students "own perception" of 
previous knowledge of some related topics, the results 
from a evaluation questionnaire (a small exam given out 
to students) and students evaluation of this exercise. 
 
Index Terms - computer engineering education, 
constructivism learning, IEEE 802.3 standard, laboratory, 
MAC layer, physical layer. 

I. INTRODUCTION 

Arquitectura de Redes de Computadores (Computer 
Networks Architecture) in Ingeniero en Informática (a five-
year Computer Engineering degree taught at University of 
Seville) is taught within the fourth year. As this is the first 
time students receive a specific formation in Computer 
Networks, students have no previous knowledge in signal 
theory and, as a result, no knowledge in the physical aspects 
involved in communication between computers. 

Due to lack of time, no other subject in the degree deals 
with physical-layer so these concepts are slighted introduced 
in Arquitectura de Redes de Computadores. So topics as 
clock synchronization, digital or analog codification, 
attenuation, propagation delay, bauds or bits per second are 
commonly used in classroom.  Experience has shown that 
these topics are usually tricky for the students because these 
topics are, somehow, quite theoretical; this means that a 
concept like, for example, clock synchronization is not 

properly understood even though it is a very simple concept. 
The same problem is observed when teaching certain MAC-
layer topics of the IEEE 802.3 LAN protocol. It is worth to 
mention that there is no lack of bibliography related with 
these topics, on the contrary [1][2][3] are only some 
examples of bibliography covering them. 

Consequently, it seems convenient to complement 
lectures with practical laboratory exercises allowing students 
to understand better concepts related to physical-layer 
characteristics. In addition, MAC-layer related concepts 
might also be added to practical exercises because, even 
though some of them (like frame format) can be shown 
using software (network analyzer programs), others 
(transmission order, Inter Frame Gap, etc) can only be 
shown using a digital oscilloscope. 

This paper is divided as follows. Section II justifies the 
use of IEEE802.3 technology as a basis for laboratory 
exercises. Section III describes problematic topics and 
details why these topics are especially difficult for students. 
Section IV describes the methodology to be used in the 
exercise proposed. Section V describes the laboratory 
requirements. In section VI a sample of questions made to 
students during practical session is given; in this case, the 
expected answers from students are outlined. In section VII 
a hands-on experience is described (with an evaluation from 
the students). Final conclusions are given in section VIII. 

II. CHOOSING AN ADEQUATE LAB SCENARIO 

Using a standard wave generator and an oscilloscope, would 
allow introducing physical related topics in a practical 
exercise in any electronics laboratory. However, as students 
expect to have practical exercises directly related to 
networking world, making them to work with a wave 
generator is probably not a good idea. 

On the other hand, the waveform generated from an 
IEEE802.3 LAN at 10Mbps is simple enough to be captured 
on a digital oscilloscope; so using both the IEEE802.3 LAN 
technology (working at 10Mbps) as “wave generator”, 
standard LAN equipment and a digital oscilloscope makes it 
possible not only to analyze certain physical topics but also 
allows to analyze some IEEE802.3 MAC-layer topics; this 
means that both layers, physical and MAC, could be covered 
in a single practical exercise. 

However, only 10Mbps alternative within this protocol 
is appropriate in order to fulfill the objectives described 
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before; there are other alternatives in twisted pair, but they 
are not appropriate because speeds above 10Mbps use more 
complicated codifications (e.g. 100Mbps uses 4B/5B) which 
would increase exercise difficulty. Also, material available 
in laboratory does not allow capturing the waveform 
generated at 100Mbps or faster speeds. In any case, using 
the low speed alternative should not be a problem as the 
objective is to improve the understanding of certain 
IEEE802.3 parameters which are the same, regardless of the 
network speed. 

III. TOPICS TO BE COVERED 

Next step is to specify which topics will be covered in the 
practical exercise proposed. The suggested topics have been 
selected from a series of themes, based on previous 
experience, that are problematic for students.  Topics will be 
classified into two groups: Physical-related and MAC-
related; for every topic, there is a brief description of the 
problem. 

A. Physical-related topics 

• Attenuation: Signal attenuation is a simple concept that 
can be easily understood. However, students sometimes 
think that signal looses power in a linear way, so they 
tend to think that if a signal looses 1V in 5m, it will lose 
2V in 10m.  

• Propagation delay (medium): This concept is 
sometimes mixed-up with transmission time (i.e. some 
kind of confusion is created between bits-per-second 
and meters-per-second). Allowing students to measure 
these delays will hopefully help them to clarify both 
concepts and realize that propagation delay might be, in 
some cases, appreciable. 

• Propagation delay (devices): Hubs are used in a LAN 
because signal decays with distance, this is a simple 
concept that students usually understand well. But it is 
not so evident that signal regeneration takes time; how 
much time is one of the topics students will be able to 
test at laboratory. By measuring it, students should 
notice that hub induced delay is significant and thus, 
infer that its number must be limited in order to comply 
with 5-4-3 rule (this concept is studied in MAC-related 
topics section). 

• Synchronous transmission:  IEEE802.3 protocol, 
when operating at 10Mbps, uses a Manchester 
encoding; this is a good example for students to learn 
why preamble in a frame is coded as 7 bytes 
‘10101010’. Exercises at laboratory might help students 
to understand why preamble is so large, and why this 
stream of bits helps the receiving side to synchronize its 
clock (so there is no need of an external clock).   

B. MAC-related topics 

• 5-4-3 rule: Carrier Sense Multiple Access / Collision 
Detection (CSMA/CD) protocol is used in IEEE802.3 
networks when half-duplex mode is in use. As 
CSMA/CD expects to detect collisions (i.e. 

simultaneous transmission from two or more nodes) 
before frame transmission is over, there is a limit in the 
number of segments and hubs within a single collision 
domain. Students usually misinterpret this limit, often 
known as 5-4-3 rule, as they fail to understand that this 
limit (as well as minimum frame length) is a CSMA/CD 
constrain and not a physical constrain. It is also 
important to understand that 5-4-3 rule (after all, a way 
to limit Round Trip Delay) and minimum frame length 
are topics that link together, so changing one will lead 
to changes in the other. 

• Transmission order: IEEE802.3 standard states that 
bytes within a frame are transmitted in order but least 
significant bit is transmitted first. However, in most 
computers, bits within a byte are represented just in the 
opposite order, NICs manufacturers also use the latter 
notation. So there are two notations (for the same MAC 
address): canonical (notation used  by NICs 
manufactures) and transmission. It is important that 
students understand the differences between them and, 
consequently, interpret properly individual/ Group bits 
in a MAC address..  

• Minimum frame size: IEEE802.3 imposes a minimum 
frame length so any transmitted frame will always be 
equal or larger than this size (512 bits, excl. preamble 
and SFD). Even though no special difficulties are 
present when understanding this concept, it is useful 
that they can see by themselves that any frame 
transmitted has, at least, this size and that they can 
obtain its size experimentally, by using oscilloscope 
cursors. 

• Start Frame Delimiter (SFD): This field, along with 
the preamble, is not shown in software network 
analyzers. Students will be able to see how the SFD is 
used to indicate the beginning of a frame.  

C. Other topics 

There are some advanced topics that might be 
introduced in a practical exercise. Although they are not part 
of the original exercise, the following topics can also be 
proposed: 
• Inter Frame Gap (IFG):  This gap must last a 

minimum of 96 bits, that way the minimum distance 
between two consecutive frames is always 9,6 
microseconds when operating at 10Mbps. The IFG 
imposes a period of silence between two consecutive 
frames that keeps a station away from saturating the 
medium  and allows the receiver to determine  the end 
of a frame.  

• Different commutation modes:  When using switches 
in a LAN, there are two different commutation modes: 
store and forward, and fast forwarding. Both modes can 
be observed and compared at the laboratory.  

IV. PROPOSED METHODOLOGY 

It is crucial that students work on a constructivism basis, so 
they will always work on topics previously studied by them 
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TABLE 1 
RESULTS 

Topic Q1 mean Q1 std 
deviation Q2 mean Q2 std 

deviation 
Manchester 
codification 7,35 1,34 8,43 1,55 

Synchronization 6,36 2,31 8,5 1,64 
Transmission 

order 6,79 1,86 7,93 1,49 

Attenuation and 
delay 6,14 2,23 8,79 1,32 

Hub delay 5,29 2,02 8,23 1,67 

 
These results show that the topics studied in the 

practical exercises are, in fact, tough to students. The 
impression students have about their own knowledge shows 
that the average thinks that something could be done. 
However, results also show that standard deviation is a little 
high; this means previous knowledge is not homogeneous  to 
every students. Anyway, it seems that Manchester encoding, 
according to students  is not a difficult topic but it does not 
mean that this topic should be removed from the 
questionnaire, because it is necessary for the understanding 
of other topics. 

On the other hand, the students perceive the exercise as  
useful; on average they give a score of 8 out of 10 when 
evaluating “the exercise has helped me to understand better 
this topic”; in this case standard deviation of the results 
appears to be better (less dispersion) than in the first 
question.  

So, it could be concluded that students, on average, have 
a high perception of exercise usefulness. 

C. Students performance  

The proposed methodology used  states the convenience of a 
practical exercise questionnaire which activates students’ 
curiosity and comprehension of the topics studied.  

Students were asked to answer these questions 
individually so it is a good reference of students’ 
performance. The average grade was 7,54 out of 8, being the 
lowest grade 6,5 and the mode 8. These results seem to 
confirm usefulness of the practical exercise proposed for the 
students. 

VIII. CONCLUSIONS 

Physical and MAC related topics in the IEEE 802.3 
specification are usually difficult for Computer Network 
students. There is also a historical lack of practical 
laboratory exercises because they usually focus on higher-
lever layers.  

On the other hand, making students to learn in a 
constructive way is especially useful in this situation. 
Students learn these problematic topics at lectures and use 

practical exercises as a continuation of the lecture. The 
practical exercise proposed, for this reason, is not something 
independent of lectures; on the contrary, practical exercise is 
a continuation of lectures, and students acquire a better 
comprehension of these topics by applying knowledge 
previously learned at lectures at laboratory.  

Practical exercise proposed is composed of two parts, 
the first (previous work) is some sort of homework that 
student must work with it before entering the laboratory. 
This previous work is an important part of the exercise, 
because it helps students to revise concepts that will be 
needed at laboratory. The second part is a questionnaire that 
students fill in during lab session; this is the most important 
part of the exercise because it allows students to construct a 
new knowledge using previously explained theory and 
practical observation. 

Experience has shown that students evaluate the 
practical exercise as useful as it seems in every topic 
covered in the practical exercise; this experience has help 
students to improve their understanding of them.  
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