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Abstract—Privacy is a major concern for breast cancer
patients. When patients use mobile health applications
(mHealth apps), many sensitive data are handled by the
application developers. General Data Protection Regulation
(GDPR) arises as a solution to privacy issues. In this paper, we
analyze the privacy policy of a sample of mHealth apps for
breast cancer patients, developing a scale to check if GDPR is
complied. Despite privacy is a key factor in the adoption of the
use of mHealth apps, the low level of compliance with the
GDPR of the analyzed applications was quite surprising. Thus,
application developers must be concerned about this matter.

Keywords: breast cancer, privacy, GDPR; mHealth; mobile
applications.

L INTRODUCTION

Breast cancer (BC) is the most common cancer in women
[1,2]. Nowadays, the early BC detection and advancements
in treatments have resulted in an increased survivorship [3-
5]. However, BC survivors live with the effects of those
treatments and possible complications [6], requiring them to
be proactive in the care of their health. They must address
medical and psychological concerns and needs in the post-
treatment period [7]. Technological solutions may provide
effective tools for health education, self-monitoring,
communication, etc., supporting them in the self-
management of those survivorship issues.

Connected Health, where these solutions may be
included, is a technology-enabled healthcare delivery model
aimed to maximize healthcare resources [8]. Mobile Health
(mHealth), a subdomain of Connected Health, is defined as
the delivery of healthcare or health related services using
portable devices [9]. Among portable devices, smartphones
are particularly interesting due to their increased global use,
ubiquity, high cost-effectiveness, and capabilities, such as
tracking users’ behaviors and providing them real-time
feedback. The use of mobile health applications (mHealth
apps) for health and well-being promotion has increased
rapidly in recent years [10]. In the case of BC, Giunti et al.
reviewed BC mHealth apps available in the leading
smartphones app stores (Apple Store and Google Play)
finding 454 mHealth apps intended for patients [11]. 114 of
those mHealth apps were focused on disease management.

Common features included in those BC mHealth apps for
disease management such as activity tracking, health diaries,
or patient reported outcomes, require patient to enter data
into the app. Some of those mHealth apps even allow
patients to share their data with others. Most of BC patients
are willing to share their data with a healthcare team, but
they may be reluctant to share them with others [12-14].
Data privacy is a common concern among patients regarding
the use of mHealth apps to self-manage their health [15, 16].
Privacy and security of user information contained in the
mHealth apps has been reported as a relevant issue in the
evaluation of their safety and quality [17].

In this paper, we assess the privacy policies of a sample
of BC mHealth apps. With this aim, we introduce a novel
scale for assessing privacy. The scale is based on the General
Data Protection Regulation (GDPR), applicable since 2018
across the European Union (EU). Our scale defines a score
for every mHealth app based on several GDPR items that
must be complied. We analyzed a sample of 9 mHealth apps
for BC self-management, applying our novel privacy
assessment scale.

The paper is organized as follows. Section 2 deals with
the legal and technical background. Legal background
includes some GDPR features and definitions that are useful
for our research. Research background presents a brief
description of related work previously published in both
general and eHealth privacy policy assessments. Section 3
describes the privacy scale designed based on its privacy
policy and we define the screening method for selection of
the BC mHealth apps. In Section 4, we show the main results
of our study. Finally, Section 5 shows our main conclusions
about the analysis.

II. BACKGROUND

A. Legal background

Regulation 2016/679 of the European Parliament and of
the Council, also known as General Data Protection
Regulation (GDPR) [18], was published in the Official
Journal of the European Union on 27 April 2016. GDPR is
applicable to all member states since 25 May 2018.

GDPR harmonizes the legislation across the whole
European Union. It is an 88-page document and contains 99



articles. Some of the most important features are the
following:

e Harmonization: It applies to all Member States
directly, without needing to be translated it into a
national law.

e It applies to all the establishments in the EU,
controllers or processors — see definitions below -,
even if processing occurs outside the EU. (Article
3.1).

e It applies to EU people’s data, even if the
controller or processor is not from the EU, but it
offers goods or services to people in the EU (Article
3.2) or it monitors users’ behaviors.

e Accountability: the controller shall be responsible
for the compliance with GDPR. GDPR allows a
controller to adhere to codes of conduct or
certification, so that the compliance can be easily
verified. (Article 5.2)

e Coercion: Coercive measures are stronger. A
supervisory authority may fine the controller with up
to 20,000,000 EUR. Also, a supervisory authority
may adopt provisional measures in case there is an
urgent need to act to protect data subjects’ rights.
(Articles 83 and 66)

Moreover, GDPR defines some important concepts for
regulation. Most definitions can be found in article 4, except
otherwise indicated. We are using the following in this
paper:

e Data subject: identified or identifiable natural
person whose personal data are being processed.
Any data that makes someone identified or
identifiable is personal data, according to GDPR.

e Controller: “the natural or legal person, public
authority, agency or other body which determines
the purposes and means of the processing of
personal data”

e Processor: “a natural or legal person, public
authority, agency or other body which processes
personal data on behalf of the controller”

e Recipient: is to whom personal data are released.
This includes processors.

e Third party: is someone different from the data
subject, controller or processor who is authorized to
process personal data.

e Representative: a natural or legal person designated
by a controller or processor, not established within
the EU.

e Data Protection Officer (DPO): is a person that
must be designated under some circumstances
(Article 37). Within its duties, DPO advise the
controller or the processor, and monitor compliance
with GDPR. (Article 39).

B. Research background

The assessment of privacy policies has been a big
concern in recent years in the health domain, particularly in
mHealth due to its rapid growth.

Contissa et al. [19] present a GDPR-based methodology
to assess privacy policies. This methodology checks if a
privacy policy includes all the information required by the
articles 13 and 14 of the GDPR, if it is fair, and if it can be
easily understood. The paper assesses 14 online platforms
using this methodology and tries to automate the assessment.
However, they do not develop a scale.

GDPR’s requirements and recommendations from the
Information Commissioner’s Office of United Kingdom are
used by [20] to design a privacy policy based on icons and
highlighted text (called “GDPR label”). Their purpose is to
compare a text-only GDPR with a GDPR label version. The
labels capture all the information that is required to be
included in privacy policies. This survey suggests that GDPR
label version is preferred to text-only version.

Machine learning and natural language processing
techniques are used in [21] to classify privacy policies. They
use different GDPR articles to build a list of items to be
assessed. A level of risk is associated to each item,
depending on how a privacy aspect is addressed by the
privacy policy. They have developed an application that
receives a privacy policy as an input and then summarize this
policy using a graphical user interface, so that users can
easily identify potential risks in the privacy policy.

Renaud and Shepherd [22] make an exhaustive state-of-
the-art research and a synthesis of GDPR requirements to
provide a guide to write privacy policies. They focus on
usability.

The articles above are referred to general privacy.
However, privacy is especially important in the mHealth
context. Some privacy papers focused on mHealth are
discussed below.

A heuristic assessment approach is proposed in [23] to
assess mHealth applications for self-tracking. They use
different sources (such as GDPR or usability) to build a list
of 26 heuristics in four categories (notice or awareness;
choice or consent; access or participation; and social
disclosure usability). Then they analyze 64 self-tracking
applications to check if they comply with their heuristics.
They develop a scoring method, but they are not exclusively
based on GDPR as a source for the heuristics.

On the other hand, [24] assess privacy risks on 79
applications certified as safe by the UK National Health
System. Unlike other assessments, they enumerate a series of
topics for privacy policies, based on Information
Commissioner’s Office of United Kingdom and the Data
Privacy Act of 1998 (repealed nowadays). Then they analyze
if every topic has been addressed or not in the privacy policy
of the assessed applications.

An analysis of the 600 most used mHealth applications as
of May 2013 is presented in [25]. It shows that only 30% of
the applications had a privacy policy on that date. They also
analyze the average length of the privacy policies and assess
the transparency of the privacy policies based in items
considered most important by users.

A comparison of diabetes and mental health Indian
applications is presented in [26]. They use readability tests
and other readability metrics (such as word count and words



per sentence) to conclude there is no significative difference
between the two types of applications.

III. METHODOLOGY

A. Privacy scale design

Analyzing privacy in mobile applications is not a simple
task. There are many factors that affect privacy. Some of
them can be analyzed by auditing the app itself, while others
require auditing the application’s provider (for example, to
check if its internal procedures comply with GDPR).

In the one hand, auditing the application includes
analyzing security measures to verify if the application
contains any known vulnerability or checking if the
requested data are necessary for the purpose of the
application. On the other hand, auditing the application’s
provider is related with the concept of accountability
described above. Thus, the controller must implement a
security policy in order to protect personal data, must deploy
a privacy policy, must keep records of processing activities
and, when necessary, must carry out a data protection impact
assessment before processing data.

In this paper we focus on the document that describes the
privacy policy since it is the first point of contact between
the user (known as ‘data subject’ in the GDPR) and the
application provider. Privacy policy is one of the pillars of
privacy. This way, GDPR puts emphasis on the privacy
policy and the information that must be provided to the data
subject, when processing personal data. Our objective in this
paper is to analyze any privacy policy in a systematic way so
that we can obtain a score to assess the quality of privacy.

Article 13 of GDPR establishes the kind of information
that must be provided to the data subject if the app collects
data from him/her. Moreover, personal data must be
processed in a transparent manner, according to article 5.
Therefore, it is essential to verify that information given is
coherent with the obligation of transparency. We also
consider the recommendations of the Spanish supervisory
authority on privacy policies [27, 28]. This way, we define a
scale that builds a privacy score based on some of the
features of the application privacy policy. The considered
items and the score for all of them are the following:

o Identity of the data controller: 0 points if the
identity is omitted, 0.5 points if only partial
information is given and 1 point if full data is
provided (including name of the data controller,
postal address and electronic address).

o Identity of the representative when the controller
is outside the EU. 0 points if no representative is
identified and 1 point if it is. This item is not
applicable (N/A) if the data controller is inside the
EU.

e Contact details of the DPO: 0 points if no
information is provided and 1 point if contact
information is provided. In large scale mHealth
applications, we must be aware of article 37 of
GDPR, as it mandates that a DPO must be
designated in this case.

Purposes of the processing: 0 points if no purpose
is provided, 0.5 points if the information provided is
too generic and 1 point if specific information is
given.

Legal basis for the processing: Possible legal bases
are enumerated in article 6 of GDPR. 0 pts if no
legal bases are provided, 1 point if they are.
Legitimate interests: if the processing is based on
legitimate interest from the controller. 0 points if no
information is provided, 1 point if it is. This item
does not apply (N/A) if the legal bases for the
processing are different from legitimate interest.

The recipients or categories of recipients of the
personal data: 0 points if the recipients are not
provided, 1 point if they are. We consider that this
information must be given even if there are no
recipients of the collected data.

Transfers of personal data to a third country
(outside the European Union): 0 points if no
information is provided, 0.5 points if the information
provided is too generic, and 1 point if specific
information is given (for example, if recipient holds
a recognized certification such as Privacy Shield
[29]). We consider that this information must be
given even if there are no transfers.

Data storage period: 0 points if no information is
provided, 0.5 points if the information provided is
too generic and 1 point if the period is given or, at
least, the criteria to determine that period.

Existence of data subject’s rights: 0 points if no
rights are pointed out, 0.5 points if the information
provided is too generic and 1 point if specific rights
and a method to exercise these rights are
enumerated.

Existence of the right to withdraw consent at any
time: 0 points if no information is provided and 1
point if it is. This item does not apply (N/A) if data
subject’s consent is not a legal base for processing.
Right to lodge a complaint with a supervisory
authority: 0 points if no information is provided, 0.5
points if information provided is too generic and 1
point if specific information is given (such as the
contact of the supervisory authority).

Obligation of providing data: whether the
provision of personal data is a contractual
requirement, or a requirement necessary to enter into
a contract. This item also considers whether the data
subject is obliged to provide the personal data and
the possible consequences of failing to provide such
data. 0 points if no information is provided, 1 point
if it is.

Existence of automated decision-making,
including profiling: 0 points if no information is
provided, 0.5 point if information provided is too
generic, 1 point if specific information about the
logic used and the possible consequences to the data
subject is provided. Also 1 point if there is no
profiling and it is mentioned.



Table I shows a summary of all the defined items. We
also include an item number for future references in this

paper.

TABLE L. ITEMS IN THE PRIVACY ASSESSMENT
Item Item Score
No.

Identity of data controller 1 0: no info; 0.5: partial; 1: full

Identity of the representative 2 0: no info; 1: Infor provided;
N/A: not applicable

DPO details 3 0: no info ; 1: Info provided

Purposes for the processing 4 0: no info; 0.5: generic; 1:
specific

Legal basis for the processing 5 0: no info; 1: Info provided

Legitimate interests from 6 0: no info; 1: info provided;

controller N/A: not applicable

Recipients (or categories) of the 7 0: no info; 1: info provided

personal data

International transfers of data 8 0: no info; 0.5: generic; 1:
full details or no international
transfers

Period for which data will be 9 0: no info; 0.5: generic; 1:

stored specific

Existence of data subject’s rights 10 0: no info; 0.5: generic; 1:

full

0: no info; 1: info provided;
N/A: not applicable

0: no info; 0.5: generic; 1:

Existence of right to withdraw 11
consent
Right to lodge a complain with a 12

e Apps intended for others than BC patients

IV. RESULTS

App stores searches resulted in 154 mHealth apps both in
Apple Store (24.7%; n=38) and Google Play (75.3%;
n=116). After removing duplicates, titles and descriptions of
148 mHealth apps were assessed for eligibility by two
researchers. Discrepancies were resolved by consensus.
Finally, 10 mHealth apps met the selection criteria. One of
them was excluded due to not being freely available. The
remaining 9 mHealth apps were downloaded to assess the
privacy policy applying the proposed scale. Another one was
excluded after installing it due to failure in the required
register process. Table II shows the selected applications
considering the inclusion/exclusion criteria. For convenience
when analyzing the results, applications were tagged from

appl to app8.

TABLE II. SELECTED APPLICATIONS
App name Developer Operating Label
System
Becca — Support and Breast Cancer Care Android Appl
Guidance
My Breast Cancer Genomic Health, Android App2
Coach Inc.

B.  Methods

A systematic search was carried out on 30" January
2019, in the Spanish version of the two leading mobile app
stores: Apple Store and Google Play. All relevant mHealth
apps for BC were identified using the keywords ‘“breast
cancer”.

Firstly, duplicates were removed. For those apps
developed for both operating systems, iOS and Android,
only Android version was selected. Titles and descriptions of
the resulting mHealth apps were reviewed and assessed for
eligibility against the selection criteria.

Inclusion criteria:

e App is intended for BC patients

e App is focused exclusively on BC

e App contains user information or allows user to
share their opinions/data

Exclusion criteria:

e Description is not written in English

e  Privacy policy is not written in English nor in
Spanish if available
App is not focused on BC
App is focused on cancer in general, although
BC is mentioned in the store description.

e App is not focused on BC self-management or
support

supervisory authority specific Breast Cancer Support MyHealthTeams Android App3
Obligation to provide personal 13 0: no info; 1: info provided OWise Breast Cancer Px HealthCare B.V. Android App4
data Boobytrapp — The Boobytrapp Android AppS
Existence of automated decision- 14 0: no info; 0.5: generic; 1: Breast Cancer App
making or profiling specific or no Breast Cancer Manager @Point of Care i0S App6
profilling/automated decision Breast Cancer Ally The University of i0S App7
done Michigan
Breast Cancer Survivor Portable Medical i0S App8
Technology

To obtain the privacy policies for the applications, we
first downloaded them using the link provided in the
application page in the corresponding application store
(Google Play or App Store from Apple). If no link was
provided, we looked for a privacy link in the developer’s
web. Then, we installed the applications in a smartphone,
used it, and checked if the privacy policy was the same as the
one shown in the developer’s website.

Most of applications (5 out of 8) did not present any
problem with their privacy policies. However, appl privacy
policy in the application store was different from the one
available when using the application. Thus, the latter was
analyzed. In addition, we were not able to use app7 because
it asked for a PIN from a doctor or hospital. In this case, we
have used the policy available in the developer’s web page.
Finally, app8 does not have an available privacy policy,
neither in the developer’s web (privacy policy is applied to
all the services provided by the developer) nor in the app
itself. Thus, we decided not to consider this application.

Some bad intention was observed in some of the
applications. App3 privacy policy is ambiguous about the
personal data that they process. Their developers claim that
they do not collect user-specific identifying information, just
to say afterwards to whom they do share personal
information. Moreover, app5 developers claim that they do



not hold any personal identifiable data, but they allow storing
photos and audio, which might be used to identify people.
Besides, they declare that they comply with GDPR, what is
illogical with not processing personal data.

Table III shows the scores obtained after assessing the
privacy policies of the 7 apps. We defined a percentual score.
A score of 100 means a total accomplishment of GDPR. If
an item is not applicable, it is not considered in the final
score.

TABLE III. PRIVACY SCORES
App name Label Operating Score
System
Becca — Support and Guidance Appl Android 57.7
My Breast Cancer Coach App2 Android 25.0
Breast Cancer Support App3 Android 78.6
OWise Breast Cancer App4 Android 31.8
Boobytrapp — The Breast Cancer App App5 Android 29.2
Breast Cancer Manager App6 i0S 71.4
Breast Cancer Ally App7 i0S 34.6

The first issue we notice is the low level of compliance
with the GDPR in general. Only 3 out of 7 privacy policies
score at 50% or higher. The highest score reaches 78.4% and
the lowest one only scores 25.0%.

All privacy policies give full or partial information about
the identity of the data controller and do specify the
categories of recipients of personal data (Items 1 and 7). We
consider that this is positive aspect. In addition, all
applications except one explain the purposes for the
processing (Item 4). This contrasts with the fact that none of
the 5 applications whose data controller is outside the EU
identifies a representative (Item 2). Not informing about the
identity of the representative is considered a serious
infringement under the Spanish data-protection law [30].

Although the Data Protection Officer (DPO) is
compulsory when processing special categories of data at
large scale (such as data concerning health), only 2
applications have designated a DPO (Item 3).

Privacy policies do not inform properly about user’s
rights, such as the rights to access, correct or delete
information (Item10). Only 3 of the applications give enough
information about user’s rights, 1 of them gives only partial
information and 3 of the policies do not even mention these
rights. Furthermore, only 3 apps mention the data subject’s
right to lodge a complaint with a supervisory authority (Item
12). Moreover, they do not detail some aspects, such as how
to find contact information of the supervisory authority.

Privacy policies also suffer from lack of information
regarding the existence or not of profiling techniques. Only 3
policies inform users about the existence of profiling, but
they do not give much information about the process,
regardless GDPR statements (Item 14). Besides, 4 of the
policies give some information about how long personal data
will be stored (Item 9). 3 of the policies do not point out the
legal basis for the processing (Item 5). Item 5 is important,
since having a legal basis for the processing is the first item
that should be accomplished, and not considering it is a very
negative aspect.

Regarding the information about transfers to a third
country, only 2 applications fully inform users about the
transfers outside the EU (Item 8). 2 of them inform about the
location of the data treatment but do not describe the
measures prescribed by GDPR. Finally, 3 applications do not
point out where the data are stored.

We did not find any relevant conclusions for Items 6 and
11.

Table IV summarizes the results that have been explained
above.

TABLE IV. ACCOMPLISHMENT OF GDPR ITEMS SUMMARY
Item Full Partial No Not
No. | information | information | information | applicable
1 5 2 0 0
2 0 0 5 2
3 2 0 5 0
4 5 1 1 0
5 4 0 3 0
6 2 0 1 4
7 7 0 0 0
8 2 2 3 0
9 2 2 3 0
10 3 1 3 0
11 3 0 1 3
12 0 3 4 0
13 1 0 6 0
14 0 3 4 0

V. CONCLUSIONS

Since privacy is one of the main concerns of breast
cancer (BC) patients, it is important to analyze whether
mobile applications comply with the recommendations of the
authorities. In this paper, we have analyzed the privacy
policy of 8 mobile applications for BC patients to check if
they comply with the General Data Protection Regulation
(GDPR). With this aim, we designed a scale to assess some
of the items that must be complied by the apps.

Our scale builds a privacy score based on some of the
features of the application privacy policy. We defined a
percentual score, where a 100-point score means a total
accomplishment of GDPR. The low level of compliance with
the GDPR was quite surprising, as only 3 out of 7 privacy
policies reached a 50-point score.

As positive aspects, all privacy policies give full or
partial information about the data controller. Nearly all of
them explain the purposes for the processing, and most of
them specify how long they store the data.

As negative features, only 2 apps have designed a Data
Protection Officer, only 3 of them inform the users about all
their rights, just 3 of them report about the existance of
profiling techniques, and another 3 do not point out where
the data are stored. Legal bases are also often forgotten.
Furthermore, when the apps are outside the EU, none of
them identify a representative in the EU, while only 2 fully
inform the users about the transfers outside the EU.

Thus, we conclude that there is still a long way to the
whole compliance of GDPR. App developers must be
concerned about this matter.
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